April 24, 2012

C. OTHER INTELLIGENCE STATUTES

FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 19781
(Public Law 95-511; 92 Stat. 1783; approved October 25, 1978)

[As Amended Through P.L. 111-259, Enacted October 7, 2010]

AN ACT To authorize electronic surveillance to obtain foreign intelligence
information.

Be it enacted by the Senate and House of Representatives of the
United States of America in Congress assembled, That [50 U.S.C.
1801 nt] this Act may be cited as the “Foreign Intelligence Surveil-
lance Act of 1978”.
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TITLE I -ELECTRONIC SURVEILLANCE WITHIN THE
UNITED STATES FOR FOREIGN INTELLIGENCE PURPOSES

DEFINITIONS

SEc. 101. [50 U.S.C. 1801] As used in this title:

(a) “Foreign power” means—

(1) a foreign government or any component, thereof,
whether or not recognized by the United States;

(2) a faction of a foreign nation or nations, not sub-
stantially composed of United States persons;

(3) an entity that is openly acknowledged by a foreign
government or governments to be directed and controlled
by such foreign government or governments;

(4) a group engaged in international terrorism or ac-
tivities in preparation therefor;

(5) a foreign-based political organization, not substan-
tially composed of United States persons;

(6) an entity that is directed and controlled by a for-
eign government or governments; or

1Section 403(b)(2)(A) of Public Law 110-261 provides that effective December 31, 2012, the
items relating to title VII in the table of contents are repealed.
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(7) an entity not substantially composed of United
States persons that is engaged in the international pro-
liferation of weapons of mass destruction.

(b) “Agent of a foreign power” means—

(1) any person other than a United States person,
who—

(A) acts in the United States as an officer or em-
ployee of a foreign power, or as a member of a foreign
power as defined in subsection (a)(4);

(B) acts for or on behalf of a foreign power which
engages in clandestine intelligence activities in the
United States contrary to the interests of the United
States, when the circumstances of such person’s pres-
ence in the United States indicate that such person
may engage in such activities in the United States, or
when such person knowingly aids or abets any person
in the conduct of such activities or knowingly con-
spires with any person to engage in such activities;

(C)1 engages in international terrorism or activi-
ties in preparation therefore;

(D) engages in the international proliferation of
weapons of mass destruction, or activities in prepara-
tion therefor; or

(E) engages in the international proliferation of
weapons of mass destruction, or activities in prepara-
tion therefor for or on behalf of a foreign power; or
(2) any person who—

(A) knowingly engages in clandestine intelligence
gathering activities for or on behalf of a foreign power,
which activities involve or may involve a violation of
the criminal statutes of the United States;

(B) pursuant to the direction of an intelligence
service or network of a foreign power, knowingly en-
gages in any other clandestine intelligence activities
for or on behalf of such foreign power, which activities
involve or are about to involve a violation of the crimi-
nal statutes of the United States;

(C) knowingly engages in sabotage or inter-
national terrorism, or activities that are in prepara-
tion therefor, for or on behalf of a foreign power;

(D) knowingly enters the United States under a
false or fraudulent identity for or on behalf of a for-
eign power or, while in the United States, knowingly

1Subparagraph (C) of subsection (b)(1) was added by section 6001(a) of Public Law 108-458

(118 Stat. 3742). Subsection (b) of such section, as amended by section 103 of Public Law 109—
177, section 1004(b) of division B of Public Law 111-118, section 1(b) of Public Law 111-141,
section 2(b) of Public Law 112-3, and section 2(b) of Public Law 112-14, provides:

(b) SUNSET.—

(1) IN GENERAL.—Except as provided in paragraph (2), the amendment made by sub-
section (a) shall cease to have effect on June 1, 2015.

(2) EXCEPTION.—With respect to any particular foreign intelligence investigation that
began before the date on which the provisions referred to in paragraph (1) cease to have
effect, or with respect to any particular offense or potential offense that began or occurred
befof{'fe the date on which the provisions cease to have effect, such provisions shall continue
in effect.
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assumes a false or fraudulent identity for or on behalf
of a foreign power; or

(E) knowingly aids or abets any person in the con-
duct of activities described in subparagraph (A), (B), or

(C) or knowingly conspires with any person to engage

in activities described in subparagraph (A), (B), or (C).
(¢) “International terrorism” means activities that—

(1) involve violent acts or acts dangerous to human life
that are a violation of the criminal laws of the United
States or of any State, or that would be a criminal viola-
tion if committed within the jurisdiction of the United
States or any State;

(2) appear to be intended—

(A) to intimidate or coerce a civilian population;

(B) to influence the policy of a government by in-
timidation or coercion; or

(C) to affect the conduct of a government by assas-
sination or kidnapping; and

(3) occur totally outside the United States, or tran-
scend national boundaries in terms of the means by which
they are accomplished, the persons they appear intended
to coerce or intimidate, or the locale in which their per-
petrators operate or seek asylum.

(d) “Sabotage” means activities that involve a violation of

chapter 105 of title 18, United States Code, or that would in-
volve such a violation if committed against the United States.

(e) “Foreign intelligence information” means—

(1) information that relates to, and if concerning a
United States person is necessary to, the ability of the
United States to protect against—

(A) actual or potential attack or other grave hos-
tile acts of a foreign power or an agent of a foreign
power;

(B) sabotage, international terrorism, or the inter-
national proliferation of weapons of mass destruction
by a foreign power or an agent of a foreign power; or

(C) clandestine intelligence activities by an intel-
ligence service or network of a foreign power or by an
agent of a foreign power; or
(2) information with respect to a foreign power or for-

eign territory that relates to, and if concerning a United
States person is necessary to—

(A) the national defense or the security of the
United States; or

(B) the conduct of the foreign affairs of the United
States.

(f) “Electronic surveillance” means—

(1) the acquisition by an electronic, mechanical, or
other surveillance device of the contents of any wire or
radio communications sent by or intended to be received
by a particular, known United States person who is in the
United States, if the contents are acquired by intentionally
targeting that United States person, under circumstances
in which a person has a reasonable expectation of privacy
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and a warrant would be required for law enforcement pur-

poses;

(2) the acquisition by an electronic, mechanical, or
other surveillance device of the contents of any wire com-
munication to or from a person in the United States, with-
out the consent of any party thereto, if such acquisition oc-
curs in the United States, but does not include the acquisi-
tion of those communications of computer trespassers that
would be permissible under section 2511(2)(i) of title 18,
United States Code;

(3) the intentional acquisition by an electronic, me-
chanical, or other surveillance device of the contents of any
radio communication, under circumstances in which a per-
son has a reasonable expectation of privacy and a warrant
would be required for law enforcement purposes, and if
both the sender and all intended recipients are located
within the United States; or

(4) the installation or use of an electronic, mechanical,
or other surveillance device in the United States for moni-
toring to acquire information, other than from a wire or
radio communication, under circumstances in which a per-
son has a reasonable expectation of privacy and a warrant
would be required for law enforcement purposes.

(g) “Attorney General” means the Attorney General of the
United States (or Acting Attorney General), the Deputy Attor-
ney General, or, upon the designation of the Attorney General,
the Assistant Attorney General designated as the Assistant At-
torney General for National Security under section 507A of
title 28, United States Code.

(h) “Minimization procedures”, with respect to electronic
surveillance, means—

(1) specific procedures, which shall be adopted by the
Attorney General, that are reasonably designed in light of
the purpose and technique of the particular surveillance,
to minimize the acquisition and retention, and prohibit the
dissemination, of nonpublicly available information con-
cerning unconsenting United States persons consistent
with the need of the United States to obtain, produce, and
disseminate foreign intelligence information;

(2) procedures that require that nonpublicly available
information, which is not foreign intelligence information,
as defined in subsection (e)(1), shall not be disseminated in
a manner that identifies any United States person, with-
out such person’s consent, unless such person’s identity is
necessary to understand foreign intelligence information or
assess its importance;

(3) notwithstanding paragraphs (1) and (2), procedures
that allow for the retention and dissemination of informa-
tion that is evidence of a crime which has been, is being,
or is about to be committed and that is to be retained or
disseminated for law enforcement purposes; and

(4) notwithstanding paragraphs (1), (2), and (3), with
respect to any electronic surveillance approved pursuant to
section 102(a), procedures that require that no contents of
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any communication to which a United States person is a
party shall be disclosed, disseminated, or used for any pur-
pose or retained for longer than 72 hours unless a court
order under section 105 is obtained or unless the Attorney

General determines that the information indicates a threat

of death or serious bodily harm to any person.

(i) “United States person” means a citizen of the United
States, an alien lawfully admitted for permanent residence (as
defined in section 101(a)(20) of the Immigration and Nation-
ality Act), an unincorporated association a substantial number
of members of which are citizens of the United States or aliens
lawfully admitted for permanent residence, or a corporation
which is incorporated in the United States, but does not in-
clude a corporation or an association which is a foreign power,
as defined in subsection (a) (1), (2), or (3).

(G) “United States”, when used in a geographic sense,
means all areas under the territorial sovereignty of the United
States and the Trust Territory of the Pacific Islands.

(k) “Aggrieved person” means a person who is the target
of an electronic surveillance or any other person whose commu-
nications or activities were subject to electronic surveillance.

(1) “Wire communication” means any communications
while it is being carried by a wire, cable, or other like connec-
tion furnished or operated by any person engaged as a common
carrier in providing or operating such facilities for the trans-
mission of interstate or foreign communications.

(m) “Person” means any individual, including any officer or
employee of the Federal Government, or any group, entity, as-
sociation, corporation, or foreign power.

(n) “Contents”, when used with respect to a communica-
tion, includes any information concerning the identity of the
parties to such communications or the existence, substance,
purport, or meaning of that communication.

(o) “State” means any State of the United States, the Dis-
trict of Columbia, the Commonwealth of Puerto Rico, the Trust
Territory of the Pacific Islands, an any territory or possession
of the United States.

(p) “Weapon of mass destruction” means—

(1) any explosive, incendiary, or poison gas device that
is designed, intended, or has the capability to cause a mass
casualty incident;

(2) any weapon that is designed, intended, or has the
capability to cause death or serious bodily injury to a sig-
nificant number of persons through the release, dissemina-
tion, or impact of toxic or poisonous chemicals or their pre-
cursors;

(3) any weapon involving a biological agent, toxin, or
vector (as such terms are defined in section 178 of title 18,
United States Code) that is designed, intended, or has the
capability to cause death, illness, or serious bodily injury
to a significant number of persons; or

(4) any weapon that is designed, intended, or has the
capability to release radiation or radioactivity causing
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death, illness, or serious bodily injury to a significant num-
ber of persons.

AUTHORIZATION FOR ELECTRONIC SURVEILLANCE FOR FOREIGN
INTELLIGENCE PURPOSES

SeEc. 102. [50 U.S.C. 1802] (a)(1) Notwithstanding any other
law, the President, through the Attorney General, may authorize
electronic surveillance without a court order under this title to ac-
quire foreign intelligence information for periods of up to one year
if the Attorney General certifies in writing under oath that—

(A) the electronic surveillance is solely directed at—

(i) the acquisition of the contents of communications
transmitted by means of communications used exclusively
between or among foreign powers, as defined in section
101(a) (1), (2), or (3); or

(i1) the acquisition of technical intelligence, other than
the spoken communications of individuals, from property
or premises under the open and exclusive control of a for-
eign power, as defined in section 101(a) (1), (2), or (3);

(B) there is no substantial likelihood that the surveillance

will acquire the contents of any communications to which a

United States person is a party; and

(C) the proposed minimization procedures with respect to
such surveillance meet the definition of minimization proce-
dures under section 101(h); and

if the Attorney General reports such minimization procedures and
any changes thereto to the House Permanent Select Committee on
Intelligence and the Senate Select Committee on Intelligence at
least thirty days prior to their effective date, unless the Attorney
General determines immediate action is required and notifies the
committees immediately of such minimization procedures and the
reason for their becoming effective immediately.

(2) An electronic surveillance authorized by this subsection
may be conducted only in accordance with the Attorney General’s
certification and the minimization procedures adopted by him. The
Attorney General shall assess compliance with such procedures and
shall report such assessments to the House Permanent Select Com-
mittee on Intelligence and the Senate Select Committee on Intel-
ligence under the provisions of section 108(a).

(3) The Attorney General shall immediately transmit under
seal to the court established under section 103(a) a copy of his cer-
tification. Such certification shall be maintained under security
measures established by the Chief Justice with the concurrence of
the Attorney General, in consultation with the Director of National
Intelligence, and shall remain sealed unless—

(A) an application for a court order with respect to the sur-
veillance is made under sections 101(h)(4) and 104; or

(B) the certification is necessary to determine the legality

of the surveillance under section 106(f).

(4) With respect to electronic surveillance authorized by this
subsection, the Attorney General may direct a specified commu-
nication common carrier to—

(A) furnish all information, facilities, or technical assist-
ance necessary to accomplish the electronic surveillance in
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such a manner as will protect its secrecy and produce a min-

imum of interference with the services that such carrier is pro-

viding its customers; and
(B) maintain under security procedures approved by the

Attorney General and the Director of National Intelligence any

records concerning the surveillance or the aid furnished which

such carrier wishes to retain.
The Government shall compensate, at the prevailing rate, such car-
rier for furnishing such aid.

(b) Applications for a court order under this title are author-
ized if the President has, by written authorization, empowered the
Attorney General to approve applications to the court having juris-
diction under section 103, and a judge to whom an application is
made may, notwithstanding any other law, grant an order, in con-
formity with section 105, approving electronic surveillance of a for-
eign power or an agent of a foreign power for the purpose of obtain-
ing foreign intelligence information, except that the court shall not
have jurisdiction to grant any order approving electronic surveil-
lance directed solely as described in paragraph (1)(A) of subsection
(a) unless such surveillance may involve the acquisition of commu-
nications of any United States person.

DESIGNATION OF JUDGES

SeEc. 103. [50 U.S.C. 18031 (a)(1) The Chief Justice of the
United States shall publicly designate 11 district court judges from
at least seven of the United States judicial circuits of whom no
fewer than 3 shall reside within 20 miles of the District of Colum-
bia who shall constitute a court which shall have jurisdiction to
hear applications for and grant orders approving electronic surveil-
lance anywhere within the United States under the procedures set
forth in this Act, except that no judge designated under this sub-
section (except when sitting en banc under paragraph (2)) shall
hear the same application for electronic surveillance under this Act
which has been denied previously by another judge designated
under this subsection. If any judge so designated denies an applica-
tion for an order authorizing electronic surveillance under this Act,
such judge shall provide immediately for the record a written state-
ment of each reason for his decision and, on motion of the United
States, the record shall be transmitted, under seal, to the court of
review established in subsection (b).

(2)(A) The court established under this subsection may, on its
own initiative, or upon the request of the Government in any pro-
ceeding or a party under section 501(f) or paragraph (4) or (5) of
section 702(h), hold a hearing or rehearing, en banc, when ordered
by a majority of the judges that constitute such court upon a deter-
mination that—

(i) en banc consideration is necessary to secure or maintain
uniformity of the court’s decisions; or

(ii) the proceeding involves a question of exceptional im-
portance.

(B) Any authority granted by this Act to a judge of the court
established under this subsection may be exercised by the court en
banc. When exercising such authority, the court en banc shall com-
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ply with any requirements of this Act on the exercise of such au-
thority.

(C) For purposes of this paragraph, the court en banc shall
consist of all judges who constitute the court established under this
subsection.

(b) The Chief Justice shall publicly designate three judges, one
of whom shall be publicly designate as the presiding judge, from
the United States district courts or courts of appeals who together
shall comprise a court of review which shall have jurisdiction to re-
view the denial of any application made under this Act. If such
court determines that the application was properly denied, the
court shall immediately provide for the record a written statement
of each reason for its decision and, on petition of the United States
for a writ of certiorari, the record shall be transmitted under seal
to the Supreme Court, which shall have jurisdiction to review such
decision.

(c) Proceedings under this Act shall be conducted as expedi-
tiously as possible. The record of proceedings under this Act, in-
cluding applications made and orders granted, shall be maintained
under security measures established by the Chief Justice in con-
sultation with the Attorney General and the Director of National
Intelligence.

(d) Each judge designated under this section shall so serve for
a maximum of seven years and shall not be eligible for redesigna-
tion, except that the judges first designated under subsection (a)
shall be designated for terms of from one to seven years so that one
term expires each year, and that judges first designated under sub-
section (b) shall be designated for terms of three, five, and seven
years.

(e)(1) Three judges designated under subsection (a) who reside
within 20 miles of the District of Columbia, or, if all of such judges
are unavailable, other judges of the court established under sub-
section (a) as may be designated by the presiding judge of such
court, shall comprise a petition review pool which shall have juris-
diction to review petitions filed pursuant to section 501(f)(1) or
702(h)(4).

(2) Not later than 60 days after the date of the enactment of
the USA PATRIOT Improvement and Reauthorization Act of 2005,
the court established under subsection (a) shall adopt and, con-
sistent with the protection of national security, publish procedures
for the review of petitions filed pursuant to section 501(f)(1) or
702(h)(4) by the panel established under paragraph (1). Such proce-
dures shall provide that review of a petition shall be conducted in
camera and shall also provide for the designation of an acting pre-
siding judge.

(H)(1) A judge of the court established under subsection (a), the
court established under subsection (b) or a judge of that court, or
the Supreme Court of the United States or a justice of that court,
may, in accordance with the rules of their respective courts, enter
a stay of an order or an order modifying an order of the court es-
tablished under subsection (a) or the court established under sub-
section (b) entered under any title of this Act, while the court es-
tablished under subsection (a) conducts a rehearing, while an ap-
peal is pending to the court established under subsection (b), or
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while a petition of certiorari is pending in the Supreme Court of
the United States, or during the pendency of any review by that
court.

(2) The authority described in paragraph (1) shall apply to an
order entered under any provision of this Act.

(g)(1) The courts established pursuant to subsections (a) and
(b) may establish such rules and procedures, and take such actions,
as are reasonably necessary to administer their responsibilities
under this Act.

(2) The rules and procedures established under paragraph (1),
and any modifications of such rules and procedures, shall be re-
corded, and shall be transmitted to the following:

(A) All of the judges on the court established pursuant to

subsection (a).

(B) All of the judges on the court of review established pur-

suant to subsection (b).

(C) The Chief Justice of the United States.

(D) The Committee on the Judiciary of the Senate.

(E) The Select Committee on Intelligence of the Senate.

(F) The Committee on the Judiciary of the House of Rep-
resentatives.

(G) The Permanent Select Committee on Intelligence of the

House of Representatives.

(3) The transmissions required by paragraph (2) shall be sub-
mitted in unclassified form, but may include a classified annex.

(h) Nothing in this Act shall be construed to reduce or con-
travene the inherent authority of the court established under sub-
section (a) to determine or enforce compliance with an order or a
rule of such court or with a procedure approved by such court.

APPLICATION FOR AN ORDER

SEC. 104. [50 U.S.C. 1804] (a) Each application for an order
approving electronic surveillance under this title shall be made by
a Federal officer in writing upon oath or affirmation to a judge hav-
ing jurisdiction under section 103. Each application shall require
the approval of the Attorney General based upon his finding that
it satisfies the criteria and requirements of such application as set
forth in this title. It shall include—

(1) the identity of the Federal officer making the applica-
tion;
(2) the identity, if known, or a description of the specific
target of the electronic surveillance;
(3) a statement of the facts and circumstances relied upon
by the applicant to justify his belief that—
(A) the target of the electronic surveillance is a foreign
power or an agent of a foreign power; and
(B) each of the facilities or places at which the elec-
tronic surveillance is directed is being used, or is about to
be used, by a foreign power or an agent of a foreign power;
(4) a statement of the proposed minimization procedures;
(5) a description of the nature of the information sought
and the type of communications or activities to be subjected to
the surveillance;
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(6) a certification or certifications by the Assistant to the
President for National Security Affairs, an executive branch of-
ficial or officials designated by the President from among those
executive officers employed in the area of national security or
defense and appointed by the President with the advice and
consent of the Senate, or the Deputy Director of the Federal
Bureau of Investigation, if designated by the President as a
certifying official—

(A) that the certifying official deems the information
sought to be foreign intelligence information;

(B) that a significant purpose of the surveillance is to
obtain foreign intelligence information;

(C) that such information cannot reasonably be ob-
tained by normal investigative techniques;

(D) that designates the type of foreign intelligence in-
formation being sought according to the categories de-
scribed in section 101(e); and

(E) including a statement of the basis for the certifi-
cation that—

(i) the information sought is the type of foreign in-
telligence information designated; and

(i1) such information cannot reasonably be ob-
tained by normal investigative techniques;

(7) a summary statement of the means by which the sur-
veillance will be effected and a statement whether physical
entry is required to effect the surveillance;

(8) a statement of the facts concerning all previous applica-
tions that have been made to any judge under this title involv-
ing any of the persons, facilities, or places specified in the ap-
plication, and the action taken on each previous application;
and

(9) a statement of the period of time for which the elec-
tronic surveillance is required to be maintained, and if the na-
ture of the intelligence gathering is such that the approval of
the use of electronic surveillance under this title should not
automatically terminate when the described type of informa-
tion has first been obtained, a description of facts supporting
the belief that additional information of the same type will be
obtained thereafter.

(b) The Attorney General may require any other affidavit or
certification from any other officer in connection with the applica-
tion.

(¢) The judge may require the applicant to furnish such other
information as may be necessary to make the determinations re-
quired by section 105.

(d)(1)(A) Upon written request of the Director of the Federal
Bureau of Investigation, the Secretary of Defense, the Secretary of
State, the Director of National Intelligence, or the Director of the
Central Intelligence Agency, the Attorney General shall personally
review under subsection (a) an application under that subsection
for a target described in section 101(b)(2).

(B) Except when disabled or otherwise unavailable to make a
request referred to in subparagraph (A), an official referred to in
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that subparagraph may not delegate the authority to make a re-
quest referred to in that subparagraph.

(C) Each official referred to in subparagraph (A) with authority
to make a request under that subparagraph shall take appropriate
actions in advance to ensure that delegation of such authority is
clearly established in the event such official is disabled or other-
wise unavailable to make such request.

(2)(A) If as a result of a request under paragraph (1) the Attor-
ney General determines not to approve an application under the
second sentence of subsection (a) for purposes of making the appli-
cation under this section, the Attorney General shall provide writ-
ten notice of the determination to the official making the request
for the review of the application under that paragraph. Except
when disabled or otherwise unavailable to make a determination
under the preceding sentence, the Attorney General may not dele-
gate the responsibility to make a determination under that sen-
tence. The Attorney General shall take appropriate actions in ad-
vance to ensure that delegation of such responsibility is clearly es-
tablished in the event the Attorney General is disabled or other-
wise unavailable to make such determination.

(B) Notice with respect to an application under subparagraph
(A) shall set forth the modifications, if any, of the application that
are necessary in order for the Attorney General to approve the ap-
plication under the second sentence of subsection (a) for purposes
of making the application under this section.

(C) Upon review of any modifications of an application set forth
under subparagraph (B), the official notified of the modifications
under this paragraph shall modify the application if such official
determines that such modification is warranted. Such official shall
supervise the making of any modification under this subparagraph.
Except when disabled or otherwise unavailable to supervise the
making of any modification under the preceding sentence, such offi-
cial may not delegate the responsibility to supervise the making of
any modification under that preceding sentence. Each such official
shall take appropriate actions in advance to ensure that delegation
of such responsibility is clearly established in the event such offi-
cial is disabled or otherwise unavailable to supervise the making
of such modification.

ISSUANCE OF AN ORDER

SEc. 105. [50 U.S.C. 1805] (a) Upon an application made pur-
suant to section 104, the judge shall enter an ex parte order as re-
quested or as modified approving the electronic surveillance if he
finds that—

(1) the application has been made by a Federal officer and
approved by the Attorney General;

(2) on the basis of the facts submitted by the applicant
there is probable cause to believe that—

(A) the target of the electronic surveillance is a foreign
power or an agent of a foreign power: Provided, That no
United States person may be considered a foreign power or
an agent of a foreign power solely upon the basis of activi-
ties protected by the first amendment to the Constitution
of the United States; and
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(B) each of the facilities or places at which the elec-
tronic surveillance is directed is being used, or is about to
be used, by a foreign power or an agent of a foreign power;
(3) the proposed minimization procedures meet the defini-

tion of minimization procedures under section 101(h); and

(4) the application which has been filed contains all state-

ments and certifications required by section 104 and, if the tar-

get is a United States person, the certification or certifications

are not clearly erroneous on the basis of the statement made
under section 104(a)(7)(E) and any other information furnished

under section 104(d).

(b) In determining whether or not probable cause exists for
purposes of an order under subsection (a)(2), a judge may consider
past activities of the target, as well as facts and circumstances re-
lating to current or future activities of the target.

(c)(1) SPECIFICATIONS.—An order approving an electronic sur-
veillance under this section shall specify—

(A) the identity, if known, or a description of the spe-
cific target of the electronic surveillance identified or de-
scribed in the application pursuant to section 104(a)(3);

(B) the nature and location of each of the facilities or
places at which the electronic surveillance will be directed,
if known,;

(C) the type of information sought to be acquired and
the type of communications or activities to be subjected to
the surveillance;

(D) the means by which the electronic surveillance will
be effected and whether physical entry will be used to ef-
fect the surveillance; and

(E) the period of time during which the electronic sur-
veillance is approved.

(2) DIRECTIONS.—1An order approving an electronic sur-

veillance under this section shall direct—

(A) that the minimization procedures be followed;

(B) that, upon the request of the applicant, a specified
communication or other common carrier, landlord, custo-
dian, or other specified person, or in circumstances where
the Court finds, based upon specific facts provided in the
application, that the actions of the target of the application
may have the effect of thwarting the identification of a
specified person, such other persons, furnish the applicant
forthwith all information, facilities, or technical assistance
necessary to accomplish the electronic surveillance in such
a manner as will protect its secrecy and produce a min-
imum of interference with the services that such carrier,
landlord, custodian, or other person is providing that tar-
get of electronic surveillance;

(C) that such carrier, landlord, custodian, or other per-
son maintain under security procedures approved by the

1Effective June 1, 2015, paragraph (2) of section 105(c) shall read as such paragraph read
on October 25, 2001 pursuant to section 102(b)(1) of Public Law 109-177 (120 Stat. 195), as
amended by section 1004(a) of division B of Public Law 111-118, section 1(a) of Public Law 111—

141 (124 Stat. 37), section 2(a) of Public Law 112-3 (125 Stat. 5), and section 2(a) of Public Law
112-14 (125 Stat. 216), which appears up-to-date in another file (XML only).
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Attorney General and the Director of National Intelligence
any records concerning the surveillance or the aid fur-
nished that such person wishes to retain; and

(D) that the applicant compensate, at the prevailing
rate, such carrier, landlord, custodian, or other person for
furnishing such aid.

(3) SPECIAL DIRECTIONS FOR CERTAIN ORDERS.—An order
approving an electronic surveillance under this section in cir-
cumstances where the nature and location of each of the facili-
ties or places at which the surveillance will be directed is un-
known shall direct the applicant to provide notice to the court
within ten days after the date on which surveillance begins to
be directed at any new facility or place, unless the court finds
good cause to justify a longer period of up to 60 days, of—

(A) the nature and location of each new facility or
place at which the electronic surveillance is directed;

(B) the facts and circumstances relied upon by the ap-
plicant to justify the applicant’s belief that each new facil-
ity or place at which the electronic surveillance is directed
is or was being used, or is about to be used, by the target
of the surveillance;

(C) a statement of any proposed minimization proce-
dures that differ from those contained in the original ap-
plication or order, that may be necessitated by a change in
the facility or place at which the electronic surveillance is
directed; and

(D) the total number of electronic surveillances that
have been or are being conducted under the authority of
the order.

(d)(1) An order issued under this section may approve an elec-
tronic surveillance for the period necessary to achieve its purpose,
or for ninety days, whichever is less, except that (A) an order under
this section shall approve an electronic surveillance targeted
against a foreign power, as defined in section 101(a), (1), (2), or (3),
for the period specified in the application or for one year, whichever
is less, and (B) an order under this Act for a surveillance targeted
against an agent of a foreign power who is not a United States per-
son may be for the period specified in the application or for 120
days, whichever is less.

(2) Extensions of an order issued under this title may be grant-
ed on the same basis as an original order upon an application for
an extension and new findings made in the same manner as re-
quired for an original order, except that (A) an extension of an
order under this Act for a surveillance targeted against a foreign
power, a defined in paragraph (5), (6), or (7) of section 101(a), or
against a foreign power as defined in section 101(a)(4) that is not
a United States person, may be for a period not to exceed one year
if the judge finds probable cause to believe that no communication
of any individual United States person will be acquired during the
period, and (B) an extension of an order under this Act for a sur-
veillance targeted against an agent of a foreign power who is not
a United States person may be for a period not to exceed 1 year.

(38) At or before the end of the period of time for which elec-
tronic surveillance is approved by an order or an extension, the
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judge may assess compliance with the minimization procedures by
reviewing the circumstances under which information concerning
United States persons was acquired, retained, or disseminated.

(e)(1) Notwithstanding any other provision of this title, the At-
torney General may authorize the emergency employment of elec-
tronic surveillance if the Attorney General—

(A) reasonably determines that an emergency situation ex-
ists with respect to the employment of electronic surveillance
to obtain foreign intelligence information before an order au-
thorizing such surveillance can with due diligence be obtained;

(B) reasonably determines that the factual basis for the
issuance of an order under this title to approve such electronic
surveillance exists;

(C) informs, either personally or through a designee, a
judge having jurisdiction under section 103 at the time of such
authorization that the decision has been made to employ emer-
gency electronic surveillance; and

(D) makes an application in accordance with this title to
a judge having jurisdiction under section 103 as soon as prac-
ticable, but not later than 7 days after the Attorney General
authorizes such surveillance.

(2) If the Attorney General authorizes the emergency employ-
ment of electronic surveillance under paragraph (1), the Attorney
General shall require that the minimization procedures required by
this title for the issuance of a judicial order be followed.

(3) In the absence of a judicial order approving such electronic
surveillance, the surveillance shall terminate when the information
sought is obtained, when the application for the order is denied, or
after the expiration of 7 days from the time of authorization by the
Attorney General, whichever is earliest.

(4) A denial of the application made under this subsection may
be reviewed as provided in section 103.

(5) In the event that such application for approval is denied,
or in any other case where the electronic surveillance is terminated
and no order is issued approving the surveillance, no information
obtained or evidence derived from such surveillance shall be re-
ceived in evidence or otherwise disclosed in any trial, hearing, or
other proceeding in or before any court, grand jury, department, of-
fice, agency, regulatory body, legislative committee, or other au-
thority of the United States, a State, or political subdivision there-
of, and no information concerning any United States person ac-
quired from such surveillance shall subsequently be used or dis-
closed in any other manner by Federal officers or employees with-
out the consent of such person, except with the approval of the At-
torney General if the information indicates a threat of death or se-
rious bodily harm to any person.

(6) The Attorney General shall assess compliance with the re-
quirements of paragraph (5).

(f) Notwithstanding any other provision of this title, officers,
employees, or agents of the United States are authorized in the
normal course of their official duties to conduct electronic surveil-
lance not targeted against the communications of any particular
person or persons, under procedures approved by the Attorney Gen-
eral, solely to—
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(1) test the capability of electronic equipment, if—

(A) it is not reasonable to obtain the consent of the
persons incidentally subjected to the surveillance;

(B) the test is limited in extent and duration to that
necessary to determine to capability of the equipment;

(C) the contents of any communication acquired are
retained and used only for the purpose of determining the
capability of the equipment, are disclosed only to test per-
sonnel, and are destroyed before or immediately upon com-
pletion of the test; and

(D) Provided, That the test may exceed ninety days
only with the prior approval of the Attorney General,

(2) determine the existence and capability of electronic sur-
veillance equipment being used by persons not authorized to
conduct electronic surveillance, if—

(A) it is not reasonable to obtain the consent of per-
sons incidentally subjected to the surveillance;

(B) such electronic surveillance is limited in extent
and duration to that necessary to determine the existence
and capability of such equipment; and

(C) any information acquired by such surveillance is
used only to enforce chapter 119 of title 18, United States
Code, or section 705 of the Communications Act of 1934,
or to protect information from unauthorized surveillance;
or
(3) train intelligence personnel in the use of electronic sur-

veillance equipment, if—

(A) it is not reasonable to—

(i) obtain the consent of the persons incidentally
subjected to the surveillance;

(i) train persons in the course of surveillances
otherwise authorized by this title; or

(iii) train persons in the use of such equipment
without engaging in electronic surveillance;

(B) such electronic surveillance is limited in extent
and duration to that necessary to train the personnel in
the use of the equipment; and

(C) no contents of any communication acquired are re-
tained or disseminated for any purpose, but are destroyed
as soon as reasonably possible.

(g) Certifications made by the Attorney General pursuant to
section 102(a) and applications made and orders granted under this
title shall be retained for a period of at least ten years from the
date of the certification or application.

(h) No cause of action shall lie in any court against any pro-
vider of a wire or electronic communication service, landlord, custo-
dian, or other person (including any officer, employee, agent, or
other specified person thereof) that furnishes any information, fa-
cilities, or technical assistance in accordance with a court order or
request for emergency assistance under this Act for electronic sur-
veillance or physical search.

(i) In any case in which the Government makes an application
to a judge under this title to conduct electronic surveillance involv-
ing communications and the judge grants such application, upon
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the request of the applicant, the judge shall also authorize the in-
stallation and use of pen registers and trap and trace devices, and
direct the disclosure of the information set forth in section
402(d)(2).

[Sections 105A, 105B, and 105C were repealed by section
403(a)(1)(A) of Public Law 110-261.]

USE OF INFORMATION

SeEC. 106. [50 U.S.C. 1806] (a) Information acquired from an
electronic surveillance conducted pursuant to this title concerning
any United States person may be used and disclosed by Federal of-
ficers and employees without the consent of the United States per-
son only in accordance with the minimization procedures required
by this title. No otherwise privileged communication obtained in ac-
cordance with, or in violation of, the provisions of this title shall
lose its privileged character. No information acquired from an elec-
tronic surveillance pursuant to this title may be used or disclosed
by Federal officers or employees except for lawful purposes.

(b) No information acquired pursuant to this title shall be dis-
closed for law enforcement purposes unless such disclosure is ac-
companied by a statement that such information, or any informa-
tion derived therefrom, may only be used in a criminal proceeding
with the advance authorization of the Attorney General.

(c) Whenever the Government intends to enter into evidence or
otherwise use or disclose in any trial, hearing, or other proceeding
in or before any court, department, officer, agency, regulatory body,
or other authority of the United States, against an aggrieved per-
son, any information obtained or derived from an electronic surveil-
lance of that aggrieved person pursuant to the authority of this
title, the Government shall, prior to the trial, hearing, or other pro-
ceeding or at a reasonable time prior to an effort to so disclose or
so use that information or submit it in evidence, notify the ag-
grieved person and the court or other authority in which the infor-
mation 1s to be disclosed or used that the Government intends to
so disclose or so use such information.

(d) Whenever any State or political subdivision thereof intends
to enter into evidence or otherwise use or disclose in any trial,
hearing, or other proceeding in or before any court, department, of-
ficer, agency, regulatory body, or other authority of a State or a po-
litical subdivision thereof, against an aggrieved person any infor-
mation obtained or derived from an electronic surveillance of that
aggrieved person pursuant to the authority of this title, the State
or political subdivision thereof shall notify the aggrieved person,
the court or other authority in which the information is to be dis-
closed or used, and the Attorney General that the State or political
subdivision thereof intends to so disclose or so use such informa-
tion.

(e) Any person against whom evidence obtained or derived
from an electronic surveillance to which he is an aggrieved person
is to be, or has been, introduced or otherwise used or disclosed in
any trial, hearing, or other proceeding in or before any court, de-
partment, officer, agency, regulatory body, or other authority of the
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United States, a State, or a political subdivision thereof, may move
to suppress the evidence obtained or derived from such electronic
surveillance on the grounds that—

(1) the information was unlawfully acquired; or

(2) the surveillance was not made in conformity with an

order of authorization or approval.

Such a motion shall be made before the trial, hearing, or other pro-
ceeding unless there was no opportunity to make such a motion or
the person was not aware of the grounds of the motion.

(f) Whenever a court or other authority is notified pursuant to
subsection (c¢) or (d), or whenever a motion is made pursuant to
subsection (e), or whenever any motion or request is made by an
aggrieved person pursuant to any other statute or rule of the
United States or any State before any court or other authority of
the United States or any State to discover or obtain applications
or orders or other materials relating to electronic surveillance or to
discover, obtain, or suppress evidence or information obtained or
derived from electronic surveillance under this Act, the United
States district court or, where the motion is made before another
authority, the United States district court in the same district as
the authority, shall, notwithstanding any other law, if the Attorney
General files an affidavit under oath that disclosure or an adver-
sary hearing would harm the national security of the United
States, review in camera and ex parte the application, order, and
such other materials relating to the surveillance as may be nec-
essary to determine whether the surveillance of the aggrieved per-
son was lawfully authorized and conducted. In making this deter-
mination, the court may disclose to the aggrieved person, under ap-
propriate security procedures and protective orders, portions of the
application, order, or other materials relating to the surveillance
only where such disclosure is necessary to make an accurate deter-
mination of the legality of the surveillance.

(g) If the United States district court pursuant to subsection (f)
determine that the surveillance was not lawfully authorized or con-
ducted, it shall, in accordance with the requirements of law, sup-
press the evidence which was unlawfully obtained or derived from
electronic surveillance of the aggrieved person or otherwise grant
the motion of the aggrieved person. If the court determines that the
surveillance was lawfully authorized and conducted, it shall deny
the motion of the aggrieved person except to the extent that due
process requires discovery or disclosure.

(h) Orders granting motions or requests under subsection (g),
decisions under this section that electronic surveillance was not
lawfully authorized or conducted, and orders of the United States
district court requiring review or granting disclosure of applica-
tions, orders, or other materials relating to a surveillance shall be
final orders and binding upon all courts of the United States and
the several States except a United States court of appeals and the
Supreme Court.

(1) In circumstances involving the unintentional acquisition by
an electronic, mechanical, or other surveillance device of the con-
tents of any communication, under circumstances in which a per-
son has a reasonable expectation of privacy and a warrant would
be required for law enforcement purposes, and if both the sender



April 24, 2012

19 FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978 Sec. 107

and all intended recipients are located within the United States,
such contents shall be destroyed upon recognition, unless the Attor-
ney General determines that the contents indicates a threat of
death or serious bodily harm to any person.

() If an emergency employment of electronic surveillance is au-
thorized under section 105(e) and a subsequent order approving the
surveillance is not obtained, the judge shall cause to be served on
any United States person named in the application and on such
other United States persons subject to electronic surveillance as
the judge may determine in his discretion it is in the interest of
justice to serve, notice of—

(1) the fact of the application;

(2) the period of the surveillance; and

(3) the fact that during the period information was or was
not obtained.

On an ex parte showing of good cause to the judge the serving of
the notice required by this subsection may be postponed or sus-
pended for a period not to exceed ninety days. Thereafter, on a fur-
ther ex parte showing of good cause, the court shall forego ordering
the serving of the notice required under this subsection.

(k)(1) Federal officers who conduct electronic surveillance to ac-
quire foreign intelligence information under this title may consult
with Federal law enforcement officers or law enforcement per-
sonnel of a State or political subdivision of a State (including the
chief executive officer of that State or political subdivision who has
the authority to appoint or direct the chief law enforcement officer
of that State or political subdivision) to coordinate efforts to inves-
tigate or protect against—

(A) actual or potential attack or other grave hostile acts of
a foreign power or an agent of a foreign power;

(B) sabotage, international terrorism, or the international
proliferation of weapons of mass destruction by a foreign power
or an agent of a foreign power; or

(C) clandestine intelligence activities by an intelligence
service or network of a foreign power or by an agent of a for-
eign power.

(2) Coordination authorized under paragraph (1) shall not pre-
clude the certification required by section 104(a)(7)(B) or the entry
of an order under section 105.

REPORT OF ELECTRONIC SURVEILLANCE

SEC. 107. [50 U.S.C. 18071 In April of each year, the Attorney
General shall transmit to the Administrative Office of the United
States Court and to Congress a report setting forth with respect to
the preceding calendar year—

(a) the total number of applications made for orders and
extensions of orders approving electronic surveillance under
this title; and

(b) the total number of such orders and extensions either
granted, modified, or denied.
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CONGRESSIONAL OVERSIGHT

SEc. 108. [560 U.S.C. 1808] (a)(1) On a semiannual basis the
Attorney General shall fully inform the House Permanent Select
Committee on Intelligence and the Senate Select Committee on In-
telligence, and the Committee on the Judiciary of the Senate, con-
cerning all electronic surveillance under this title. Nothing in this
title shall be deemed to limit the authority and responsibility of the
appropriate committees of each House of Congress to obtain such
information as they may need to carry out their respective func-
tions and duties.

(2) Each report under the first sentence of paragraph (1)
shall include a description of—

(A) the total number of applications made for orders
and extensions of orders approving electronic surveillance
under this title where the nature and location of each facil-
ity or place at which the electronic surveillance will be di-
rected is unknown;

(B) each criminal case in which information acquired
under this Act has been authorized for use at trial during
the period covered by such report; and

(C) the total number of emergency employments of
electronic surveillance under section 105(e) and the total
number of subsequent orders approving or denying such
electronic surveillance.

(b) On or before one year after the effective date of this Act
and on the same day each year for four years thereafter, the Per-
manent Select Committee on Intelligence and the Senate Select
Committee on Intelligence shall report respectively to the House of
Representatives and the Senate, concerning the implementation of
this Act. Said reports shall include but not be limited to an anal-
ysis and recommendations concerning whether this Act should be
(1) amended, (2) repealed, or (3) permitted to continue in effect
without amendment.

PENALTIES

SEC. 109. [50 U.S.C. 1809] (a) OFFENSE.—A person is guilty
of an offense if he intentionally—
(1) engages in electronic surveillance under color of law ex-
cept as authorized by this Act, chapter 119, 121, or 206 of title
18, United States Code, or any express statutory authorization
that is an additional exclusive means for conducting electronic
surveillance under section 112; or
(2) disclose or uses information obtained under color of law
by electronic surveillance, knowing or having reason to known
that the information was obtained through electronic surveil-
lance not authorized by this Act, chapter 119, 121, or 206 of
title 18, United States Code, or any express statutory author-
ization that is an additional exclusive means for conducting
electronic surveillance under section 112.
(b) DEFENSE.—It is a defense to a prosecution under subsection
(a) that the defendant was a law enforcement or investigative offi-
cer engaged in the course of his official duties and the electronic
April 24, 2012
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surveillance was authorized by and conducted pursuant to a search
warrant or court order of a court of competent jurisdiction.

(c) PENALTY.—An offense in this section is punishable by a fine
of not more than $10,000 or imprisonment for not more than five
years, or both.

(d) JURISDICTION.—There is Federal jurisdiction over an of-
fense under this section if the person committing the offense was
an officer or employee of the United States at the time the offense
was committed.

CIVIL LIABILITY

Sec. 110. [50 U.S.C. 1810] CiviL. ACTION.—An aggrieved per-
son, other than a foreign power or an agent of a foreign power, as
defined in section 101 (a) or (b)(1)(A), respectively, who has been
subjected to an electronic surveillance or about whom information
obtained by electronic surveillance of such person has been dis-
closed or used in violation of section 109 shall have a cause of ac-
tion against any person who committed such violation and shall be
entitled to recover—

(a) actual damages, but not less than liquidated damages
of $1,000 or $100 per day for each day of violation, whichever
is greater;

(b) punitive damages; and

(c) reasonable attorney’s fees and other investigation and
litigation costs reasonably incurred.

AUTHORIZATION DURING TIME OF WAR

SEc. 111. [50 U.S.C. 18111 Notwithstanding any other law,
the President, through the Attorney General, may authorize elec-
tronic surveillance without a court order under this title to acquire
foreign intelligence information for a period not to exceed fifteen
calendar days following a declaration of war by the Congress.

STATEMENT OF EXCLUSIVE MEANS BY WHICH ELECTRONIC SURVEIL-
LANCE AND INTERCEPTION OF CERTAIN COMMUNICATIONS MAY BE
CONDUCTED

SEc. 112. [50 U.S.C. 1812] (a) Except as provided in sub-
section (b), the procedures of chapters 119, 121, and 206 of title 18,
United States Code, and this Act shall be the exclusive means by
which electronic surveillance and the interception of domestic wire,
oral, or electronic communications may be conducted.

(b) Only an express statutory authorization for electronic sur-
veillance or the interception of domestic wire, oral, or electronic
communications, other than as an amendment to this Act or chap-
ters 119, 121, or 206 of title 18, United States Code, shall con-
stitute an additional exclusive means for the purpose of subsection

(a).
TITLE II—CONFORMING AMENDMENTS
AMENDMENTS TO CHAPTER 119 OF TITLE 18, UNITED STATES CODE

SEC. 201. Chapter 119 of title 18, United States Code, is
amended as follows:
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(a) Section 2511(2)(a)(ii) is amended to read as follows:

“(i1) Notwithstanding any other law, communication common
carriers, their officers, employees, and agents, landlords,
custodians, or other persons, are authorized to provide information,
facilities, or technical assistance to persons authorized by law to
intercept wire or oral communications or to conduct electronic sur-
veillance, as defined in section 101 of the Foreign Intelligence Sur-
veillance Act of 1978, if the common carrier, its officers, employees,
or agent, landlord, custodian, or other specified person, has been
provided with—

“(A) a court order directing such assistance signed by the
authorizing judge, or

“(B) a certification in writing by a person specified in sec-
tion 2518(7) of this title or the Attorney General of the United

States that no warrant or court order is required by law, that

all statutory requirements have been met, and that the speci-

fied assistance is required,

setting forth the period of time during which the provision of the
information, facilities, or technical assistance is authorized and
specifying the information, facilities, or technical assistance re-
quired. No communications common carrier, officer, employee, or
agent thereof, or landlord, custodian, or other specified person shall
disclose the existence of any interception or surveillance or the de-
vice used to accomplish the interception or surveillance with re-
spect to which the person has been furnished an order or certifi-
cation under this subparagraph, except as may otherwise be re-
quired by legal process and then only after prior notification of the
Attorney General or to the principal prosecuting attorney of a State
or any political subdivision of a State, as may be appropriate. Any
violation of this subparagraph by a communication common carrier
or an officer, employee, or agent thereof, shall render the carrier
liable for the civil damages provided for in section 2520. No cause
of action shall lie in any court against any communication common
carrier, its officers, employees, or agents, landlord, custodian, or
other specified person for providing information, facilities, or assist-
ance in accordance with the terms of an order or certification under
this subparagraph.”.

(b) Section 2511(2) is amended by adding at the end there-

of the following new provisions:

“(e) Notwithstanding any other provision of this title or section
605 or 606 of the Communications Act of 1934, it shall not be un-
lawful for an officer, employee, or agent of the United States in the
normal course of his official duty to conduct electronic surveillance,
as defined in section 101 of the Foreign Intelligence Surveillance
Act of 1978, as authorized by that Act.

“(f) Nothing contained in this chapter, or section 605 of the
Communications Act of 1934, shall be deemed to affect the acquisi-
tion by the United States Government of foreign intelligence infor-
mation from international or foreign communications by a means
other than electronic surveillance as defined in section 101 of the
Foreign Intelligence Surveillance Act of 1978, and procedures in
this chapter and the Foreign Intelligence Surveillance Act of 1978
shall be the exclusive means by which electronic surveillance, as
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defined in section 101 of such Act, and the interception of domestic
wire and oral communications may be conducted.”.

(c) Section 2511(3) is repealed.

(d) Section 2518(1) is amended by inserting “under this
chapter” after “communication”.

(e) Section 2518(4) is amended by inserting “under this
chapter” after both appearances of “wire or oral communica-
tion”.

(f) Section 2518(9) is amended by striking out “intercepted”
and inserting “intercepted pursuant to this chapter” after
“communication”.

(g) Section 2518(10) is amended by striking out “inter-
cepted” and inserting “intercepted pursuant to this chapter”
after the first appearance of “communication”.

(h) Section 2519(3) is amended by inserting “pursuant to
this chapter” after “wire or oral communications” and after
“granted or denied”.

TITLE III—PHYSICAL SEARCHES WITH-
IN THE UNITED STATES FOR FOREIGN
INTELLIGENCE PURPOSES

DEFINITIONS
SEC.301. [50 U.S.C. 1821] As used in this title:

(1) The terms “foreign power”, “agent of a foreign power”,
“international terrorism”, “sabotage”, “foreign intelligence in-
formation”, “Attorney General”, “United States person”,
“United States”, “person”, “weapon of mass destruction”, and
“State” shall have the same meanings as in section 101 of this
Act, except as specifically provided by this title.

(2) “Aggrieved person” means a person whose premises,
property, information, or material is the target of physical
search or any other person whose premises, property, informa-
tion, or material was subject to physical search.

(3) “Foreign Intelligence Surveillance Court” means the
court established by section 103(a) of this Act.

(4) “Minimization procedures” with respect to physical
search, means—

(A) specific procedures, which shall be adopted by the
Attorney General, that are reasonably designed in light of
the purposes and technique of the particular physical
search, to minimize the acquisition and retention, and pro-
hibit the dissemination, of nonpublicly available informa-
tion concerning unconsenting United States persons con-
sistent with the need of the United States to obtain,
produce, and disseminate foreign intelligence information;

(B) procedures that require that nonpublicly available
information, which is not foreign intelligence information,
as defined in section 101(e)(1) of this Act, shall not be dis-
seminated in a manner that identifies any United States
person, without such person’s consent, unless such per-
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son’s identity is necessary to understand such foreign in-

telligence information or assess its importance;

(C) notwithstanding subparagraphs (A) and (B), proce-
dures that allow for the retention and dissemination of in-
formation that is evidence of a crime which has been, is
being, or is about to be committed and that is to be re-
tained or disseminated for law enforcement purposes; and

(D) notwithstanding subparagraphs (A), (B), and (C),
with respect to any physical search approved pursuant to
section 302(a), procedures that require that no informa-
tion, material, or property of a United States person shall
be disclosed, disseminated, or used for any purpose or re-
tained for longer than 72 hours unless a court order under
section 304 is obtained or unless the Attorney General de-
termines that the information indicates a threat of death
or serious bodily harm to any person.

(5) “Physical search” means any physical intrusion within
the United States into premises or property (including exam-
ination of the interior of property by technical means) that is
intended to result in a seizure, reproduction, inspection, or al-
teration of information, material, or property, under cir-
cumstances in which a person has a reasonable expectation of
privacy and a warrant would be required for law enforcement
purposes, but does not include (A) “electronic surveillance”, as
defined in section 101(f) of this Act, or (B) the acquisition by
the United States Government of foreign intelligence informa-
tion from international or foreign communications, or foreign
intelligence activities conducted in accordance with otherwise
applicable Federal law involving a foreign electronic commu-
nications system, utilizing a means other than electronic sur-
veillance as defined in section 101(f) of this Act.

AUTHORIZATION OF PHYSICAL SEARCHES FOR FOREIGN INTELLIGENCE
PURPOSES

SEc.302. [50 U.S.C. 1822] (a)(1) Notwithstanding any other
provision of law, the President, acting through the Attorney Gen-
eral, may authorize physical searches without a court order under
this title to acquire foreign intelligence information for periods of
up to one year if—

b (A) the Attorney General certifies in writing under oath

that—

(i) the physical search is solely directed at premises,
information, material, or property used exclusively by, or
under the open and exclusive control of, a foreign power or
powers (as defined in section 101(a) (1), (2), or (3));

(i1) there is no substantial likelihood that the physical
search will involve the premises, information, material, or
property of a United States person; and

(iii)) the proposed minimization procedures with re-
spect to such physical search meet the definition of mini-
mization procedures under paragraphs (1) through (4) of
section 301(4); and
(B) the Attorney General reports such minimization proce-

dures and any changes thereto to the Permanent Select Com-
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mittee on Intelligence of the House of Representatives and the

Select Committee on Intelligence of the Senate at least 30 days

before their effective date, unless the Attorney General deter-

mines that immediate action is required and notifies the com-
mittees immediately of such minimization procedures and the
reason for their becoming effective immediately.

(2) A physical search authorized by this subsection may be con-
ducted only in accordance with the certification and minimization
procedures adopted by the Attorney General. The Attorney General
shall assess compliance with such procedures and shall report such
assessments to the Permanent Select Committee on Intelligence of
the House of Representatives and the Select Committee on Intel-
ligence of the Senate wunder the provisions of sec
tion 306.

(3) The Attorney General shall immediately transmit under
seal to the Foreign Intelligence Surveillance Court a copy of the
certification. Such certification shall be maintained under security
measures established by the Chief Justice of the United States
with the concurrence of the Attorney General, in consultation with
{;he Director of National Intelligence, and shall remain sealed un-
ess—

(A) an application for a court order with respect to the
physical search is made under section 301(4) and section 303;
or

(B) the certification is necessary to determine the legality
of the physical search under section 305(g).

(4)(A) With respect to physical searches authorized by this sub-
section, the Attorney General may direct a specified landlord, cus-
todian, or other specified person to—

(1) furnish all information, facilities, or assistance nec-
essary to accomplish the physical search in such a manner as
will protect its secrecy and produce a minimum of interference
with the services that such landlord, custodian, or other person
is providing the target of the physical search; and

(i1) maintain under security procedures approved by the
Attorney General and the Director of National Intelligence any
records concerning the search or the aid furnished that such
person wishes to retain.

(B) The Government shall compensate, at the prevailing rate,
such landlord, custodian, or other person for furnishing such aid.

(b) Applications for a court order under this title are author-
ized if the President has, by written authorization, empowered the
Attorney General to approve applications to the Foreign Intel-
ligence Surveillance Court. Notwithstanding any other provision of
law, a judge of the court to whom application is made may grant
an order in accordance with section 304 approving a physical
search in the United States of the premises, property, information,
or material of a foreign power or an agent of a foreign power for
the purpose of collecting foreign intelligence information.

(c) The Foreign Intelligence Surveillance Court shall have ju-
risdiction to hear applications for and grant orders approving a
physical search for the purpose of obtaining foreign intelligence in-
formation anywhere within the United States under the procedures
set forth in this title, except that no judge (except when sitting en
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banc) shall hear the same application which has been denied pre-
viously by another judge designated under section 103(a) of this
Act. If any judge so designated denies an application for an order
authorizing a physical search under this title, such judge shall pro-
vide immediately for the record a written statement of each reason
for such decision and, on motion of the United States, the record
shall be transmitted, under seal, to the court of review established
under section 103(b).

(d) The court of review established under section 103(b) shall
have jurisdiction to review the denial of any application made
under this title. If such court determines that the application was
properly denied, the court shall immediately provide for the record
a written statement of each reason for its decision and, on petition
of the United States for a writ of certiorari, the record shall be
transmitted under seal to the Supreme Court, which shall have ju-
risdiction to review such decision.

(e) Judicial proceedings under this title shall be concluded as
expeditiously as possible. The record of proceedings under this title,
including applications made and orders granted, shall be main-
tained under security measures established by the Chief Justice of
the United States in consultation with the Attorney General and
the Director of National Intelligence.

APPLICATION FOR AN ORDER

SeEc. 303. [560 U.S.C. 1823] (a) Each application for an order
approving a physical search under this title shall be made by a
Federal officer in writing upon oath or affirmation to a judge of the
Foreign Intelligence Surveillance Court. Each application shall re-
quire the approval of the Attorney General based upon the Attor-
ney General’s finding that it satisfies the criteria and requirements
for1s1(1ich application as set forth in this title. Each application shall
include—

(1) the identity of the Federal officer making the applica-
tion;

(2) the identity, if known, or a description of the target of
the search, and a description of the premises or property to be
searched and of the information, material, or property to be
seized, reproduced, or altered;

(3) a statement of the facts and circumstances relied upon
by the applicant to justify the applicant’s belief that—

(A) the target of the physical search is a foreign power
or an agent of a foreign power;

(B) the premises or property to be searched contains
foreign intelligence information; and

(C) the premises or property to be searched is or is
about to be owned, used, possessed by, or is in transit to
or from a foreign power or an agent of a foreign power;

(4) a statement of the proposed minimization procedures;

(5) a statement of the nature of the foreign intelligence
sought and the manner in which the physical search is to be
conducted,;

(6) a certification or certifications by the Assistant to the
President for National Security Affairs, an executive branch of-
ficial or officials designated by the President from among those
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executive branch officers employed in the area of national secu-

rity or defense and appointed by the President, by and with

the advice and consent of the Senate, or the Deputy Director
of the Federal Bureau of Investigation, if designated by the

President as a certifying official—

(A) that the certifying official deems the information
sought to be foreign intelligence information;

(B) that a significant purpose of the search is to obtain
foreign intelligence information;

(C) that such information cannot reasonably be ob-
tained by normal investigative techniques;

(D) that designates the type of foreign intelligence in-
formation being sought according to the categories de-
scribed in section 101(e); and

(E) includes a statement explaining the basis for the
certifications required by subparagraphs (C) and (D);

(7) where the physical search involves a search of the resi-
dence of a United States person, the Attorney General shall
state what investigative techniques have previously been uti-
lized to obtain the foreign intelligence information concerned
and the degree to which these techniques resulted in acquiring
such information; and

(8) a statement of the facts concerning all previous applica-
tions that have been made to any judge under this title involv-
ing any of the persons, premises, or property specified in the
application, and the action taken on each previous application.
(b) The Attorney General may require any other affidavit or

certification from any other officer in connection with the
application.

(¢c) The judge may require the applicant to furnish such other
information as may be necessary to make the determinations re-
quired by section 304.

(d)(1)(A) Upon written request of the Director of the Federal
Bureau of Investigation, the Secretary of Defense, the Secretary of
State, the Director of National Intelligence, or the Director of the
Central Intelligence Agency, the Attorney General shall personally
review under subsection (a) an application under that subsection
for a target described in section 101(b)(2).

(B) Except when disabled or otherwise unavailable to make a
request referred to in subparagraph (A), an official referred to in
that subparagraph may not delegate the authority to make a re-
quest referred to in that subparagraph.

(C) Each official referred to in subparagraph (A) with authority
to make a request under that subparagraph shall take appropriate
actions in advance to ensure that delegation of such authority is
clearly established in the event such official is disabled or other-
wise unavailable to make such request.

(2)(A) If as a result of a request under paragraph (1) the Attor-
ney General determines not to approve an application under the
second sentence of subsection (a) for purposes of making the appli-
cation under this section, the Attorney General shall provide writ-
ten notice of the determination to the official making the request
for the review of the application under that paragraph. Except
when disabled or otherwise unavailable to make a determination
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under the preceding sentence, the Attorney General may not dele-
gate the responsibility to make a determination under that sen-
tence. The Attorney General shall take appropriate actions in ad-
vance to ensure that delegation of such responsibility is clearly es-
tablished in the event the Attorney General is disabled or other-
wise unavailable to make such determination.

(B) Notice with respect to an application under subparagraph
(A) shall set forth the modifications, if any, of the application that
are necessary in order for the Attorney General to approve the ap-
plication under the second sentence of subsection (a) for purposes
of making the application under this section.

(C) Upon review of any modifications of an application set forth
under subparagraph (B), the official notified of the modifications
under this paragraph shall modify the application if such official
determines that such modification is warranted. Such official shall
supervise the making of any modification under this subparagraph.
Except when disabled or otherwise unavailable to supervise the
making of any modification under the preceding sentence, such offi-
cial may not delegate the responsibility to supervise the making of
any modification under that preceding sentence. Each such official
shall take appropriate actions in advance to ensure that delegation
of such responsibility is clearly established in the event such offi-
cial is disabled or otherwise unavailable to supervise the making
of such modification.

ISSUANCE OF AN ORDER

SEcC. 304. [50 U.S.C. 1824] (a) Upon an application made pur-
suant to section 303, the judge shall enter an ex parte order as re-
quested or as modified approving the physical search if the judge
finds that—

(1) the application has been made by a Federal officer and
approved by the Attorney General;

(2) on the basis of the facts submitted by the applicant
there is probable cause to believe that—

(A) the target of the physical search is a foreign power
or an agent of a foreign power, except that no United
States person may be considered an agent of a foreign
power solely upon the basis of activities protected by the
first amendment to the Constitution of the United States;
and

(B) the premises or property to be searched is or is
about to be owned, used, possessed by, or is in transit to
or from an agent of a foreign power or a foreign power;

(3) the proposed minimization procedures meet the defini-
tion of minimization contained in this title; and

(4) the application which has been filed contains all state-
ments and certifications required by section 303, and, if the
target is a United States person, the certification or certifi-
cations are not clearly erroneous on the basis of the statement
made under section 303(a)(6)(E) and any other information fur-

nished under section 303(c).

(b) In determining whether or not probable cause exists for
purposes of an order under subsection (a)(2), a judge may consider
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past activities of the target, as well as facts and circumstances re-
lating to current or future activities of the target.
b 1{c) An order approving a physical search under this section
shall—
(1) specify—

(A) the identity, if known, or a description of the tar-
get of the physical search;

(B) the nature and location of each of the premises or
property to be searched;

(C) the type of information, material, or property to be
seized, altered, or reproduced,;

(D) a statement of the manner in which the physical
search is to be conducted and, whenever more than one
physical search is authorized under the order, the author-
ized scope of each search and what minimization proce-
dures shall apply to the information acquired by each
search; and

(E) the period of time during which physical searches
are approved; and
(2) direct—

(A) that the minimization procedures be followed;

(B) that, upon the request of the applicant, a specified
landlord, custodian, or other specified person furnish the
applicant forthwith all information, facilities, or assistance
necessary to accomplish the physical search in such a
manner as will protect its secrecy and produce a minimum
of interference with the services that such landlord, custo-
dian, or other person is providing the target of the physical
search;

(C) that such landlord, custodian, or other person
maintain under security procedures approved by the Attor-
ney General and the Director of National Intelligence any
records concerning the search or the aid furnished that
such person wishes to retain;

(D) that the applicant compensate, at the prevailing
rate, such landlord, custodian, or other person for fur-
nishing such aid; and

(E) that the Federal officer conducting the physical
search promptly report to the court the circumstances and
results of the physical search.

(d)(1) An order issued under this section may approve a phys-
ical search for the period necessary to achieve its purpose, or for
90 days, whichever is less, except that (A) an order under this sec-
tion shall approve a physical search targeted against a foreign
power, as defined in paragraph (1), (2), or (3) of section 101(a), for
the period specified in the application or for one year, whichever
is less, and (B) an order under this section for a physical search
targeted against an agent of a foreign power who is not a United
States person may be for the period specified in the application or
for 120 days, whichever is less.

(2) Extensions of an order issued under this title may be grant-
ed on the same basis as the original order upon an application for
an extension and new findings made in the same manner as re-
quired for the original order, except that an extension of an order
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under this Act for a physical search targeted against a foreign
power, as defined in paragraph (5), (6), or (7) of section 101(a), or
against a foreign power, as defined in section 101(a)(4), that is not
a United States person, or against an agent of a foreign power who
is not a United States person, may be for a period not to exceed
one year if the judge finds probable cause to believe that no prop-
erty of any individual United States person will be acquired during
the period.

(3) At or before the end of the period of time for which a phys-
ical search is approved by an order or an extension, or at any time
after a physical search is carried out, the judge may assess compli-
ance with the minimization procedures by reviewing the cir-
cumstances under which information concerning United States per-
sons was acquired, retained, or disseminated.

(e)(1) Notwithstanding any other provision of this title, the At-
torney General may authorize the emergency employment of a
physical search if the Attorney General—

(A) reasonably determines that an emergency situation ex-
ists with respect to the employment of a physical search to ob-
tain foreign intelligence information before an order author-
izing such physical search can with due diligence be obtained,

(B) reasonably determines that the factual basis for
issuance of an order under this title to approve such physical
search exists;

(C) informs, either personally or through a designee, a
judge of the Foreign Intelligence Surveillance Court at the
time of such authorization that the decision has been made to
employ an emergency physical search; and

(D) makes an application in accordance with this title to
a judge of the Foreign Intelligence Surveillance Court as soon
as practicable, but not more than 7 days after the Attorney
General authorizes such physical search.

(2) If the Attorney General authorizes the emergency employ-
ment of a physical search under paragraph (1), the Attorney Gen-
eral shall require that the minimization procedures required by
this title for the issuance of a judicial order be followed.

(3) In the absence of a judicial order approving such physical
search, the physical search shall terminate when the information
sought is obtained, when the application for the order is denied, or
after the expiration of 7 days from the time of authorization by the
Attorney General, whichever is earliest.

(4) A denial of the application made under this subsection may
be reviewed as provided in section 103.

(5) In the event that such application for approval is denied,
or in any other case where the physical search is terminated and
no order is issued approving the physical search, no information ob-
tained or evidence derived from such physical search shall be re-
ceived in evidence or otherwise disclosed in any trial, hearing, or
other proceeding in or before any court, grand jury, department, of-
fice, agency, regulatory body, legislative committee, or other au-
thority of the United States, a State, or political subdivision there-
of, and no information concerning any United States person ac-
quired from such physical search shall subsequently be used or dis-
closed in any other manner by Federal officers or employees with-
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out the consent of such person, except with the approval of the At-
torney General if the information indicates a threat of death or se-
rious bodily harm to any person.

(6) The Attorney General shall assess compliance with the re-
quirements of paragraph (5).

(f) Applications made and orders granted under this title shall
be retained for a period of at least 10 years from the date of the
application.

USE OF INFORMATION

SEc. 305. [560 U.S.C. 1825] (a) Information acquired from a
physical search conducted pursuant to this title concerning any
United States person may be used and disclosed by Federal officers
and employees without the consent of the United States person
only in accordance with the minimization procedures required by
this title. No information acquired from a physical search pursuant
to this title may be used or disclosed by Federal officers or employ-
ees except for lawful purposes.

(b) Where a physical search authorized and conducted pursu-
ant to section 304 involves the residence of a United States person,
and, at any time after the search the Attorney General determines
there is no national security interest in continuing to maintain the
secrecy of the search, the Attorney General shall provide notice to
the United States person whose residence was searched of the fact
of the search conducted pursuant to this Act and shall identify any
prope}ll"ty of such person seized, altered, or reproduced during such
search.

(c) No information acquired pursuant to this title shall be dis-
closed for law enforcement purposes unless such disclosure is ac-
companied by a statement that such information, or any informa-
tion derived therefrom, may only be used in a criminal proceeding
with the advance authorization of the Attorney General.

(d) Whenever the United States intends to enter into evidence
or otherwise use or disclose in any trial, hearing, or other pro-
ceeding in or before any court, department, officer, agency, regu-
latory body, or other authority of the United States, against an ag-
grieved person, any information obtained or derived from a phys-
ical search pursuant to the authority of this title, the United States
shall, prior to the trial, hearing, or the other proceeding or at a
reasonable time prior to an effort to so disclose or so use that infor-
mation or submit it in evidence, notify the aggrieved person and
the court or other authority in which the information is to be dis-
closed or used that the United States intends to so disclose or so
use such information.

(e) Whenever any State or political subdivision thereof intends
to enter into evidence or otherwise use or disclose in any trial,
hearing, or other proceeding in or before any court, department, of-
ficer, agency, regulatory body, or other authority of a State or a po-
litical subdivision thereof against an aggrieved person any informa-
tion obtained or derived from a physical search pursuant to the au-
thority of this title, the State or political subdivision thereof shall
notify the aggrieved person, the court or other authority in which
the information is to be disclosed or used, and the Attorney Gen-
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eral that the State or political subdivision thereof intends to so dis-
close or so use such information.

(f)(1) Any person against whom evidence obtained or derived
from a physical search to which he is an aggrieved person is to be,
or has been, introduced or otherwise used or disclosed in any trial,
hearing, or other proceeding in or before any court, department, of-
ficer, agency, regulatory body, or other authority of the United
States, a State, or a political subdivision thereof, may move to sup-
press the evidence obtained or derived from such search on the
grounds that—

(A) the information was unlawfully acquired; or
(B) the physical search was not made in conformity with
an order of authorization or approval.

(2) Such a motion shall be made before the trial, hearing, or
other proceeding unless there was no opportunity to make such a
motion or the person was not aware of the grounds of the motion.

(g) Whenever a court or other authority is notified pursuant to
subsection (d) or (e), or whenever a motion is made pursuant to
subsection (f), or whenever any motion or request is made by an
aggrieved person pursuant to any other statute or rule of the
United States or any State before any court or other authority of
the United States or any State to discover or obtain applications
or orders or other materials relating to a physical search author-
ized by this title or to discover, obtain, or suppress evidence or in-
formation obtained or derived from a physical search authorized by
this title, the United States district court or, where the motion is
made before another authority, the United States district court in
the same district as the authority shall, notwithstanding any other
provision of law, if the Attorney General files an affidavit under
oath that disclosure or any adversary hearing would harm the na-
tional security of the United States, review in camera and ex parte
the application, order, and such other materials relating to the
physical search as may be necessary to determine whether the
physical search of the aggrieved person was lawfully authorized
and conducted. In making this determination, the court may dis-
close to the aggrieved person, under appropriate security proce-
dures and protective orders, portions of the application, order, or
other materials relating to the physical search, or may require the
Attorney General to provide to the aggrieved person a summary of
such materials, only where such disclosure is necessary to make an
accurate determination of the legality of the physical search.

(h) If the United States district court pursuant to subsection
(g) determines that the physical search was not lawfully authorized
or conducted, it shall, in accordance with the requirements of law,
suppress the evidence which was unlawfully obtained or derived
from the physical search of the aggrieved person or otherwise grant
the motion of the aggrieved person. If the court determines that the
physical search was lawfully authorized or conducted, it shall deny
the motion of the aggrieved person except to the extent that due
process requires discovery or disclosure.

(1) Orders granting motions or requests under subsection (h),
decisions under this section that a physical search was not lawfully
authorized or conducted, and orders of the United States district
court requiring review or granting disclosure of applications, or-
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ders, or other materials relating to the physical search shall be
final orders and binding upon all courts of the United States and
the several States except a United States Court of Appeals or the
Supreme Court.

()(1) If an emergency execution of a physical search is author-
ized under section 304(d) and a subsequent order approving the
search is not obtained, the judge shall cause to be served on any
United States person named in the application and on such other
United States persons subject to the search as the judge may deter-
nfl‘ine in his discretion it is in the interests of justice to serve, notice
O —

(A) the fact of the application;

(B) the period of the search; and

(C) the fact that during the period information was or was
not obtained.

(2) On an ex parte showing of good cause to the judge, the
serving of the notice required by this subsection may be postponed
or suspended for a period not to exceed 90 days. Thereafter, on a
further ex parte showing of good cause, the court shall forego or-
dering the serving of the notice required under this subsection.

(k)(1) Federal officers who conduct physical searches to acquire
foreign intelligence information under this title may consult with
Federal law enforcement officers or law enforcement personnel of
a State or political subdivision of a State (including the chief execu-
tive officer of that State or political subdivision who has the au-
thority to appoint or direct the chief law enforcement officer of that
State or political subdivision) to coordinate efforts to investigate or
protect against—

(A) actual or potential attack or other grave hostile acts of
a foreign power or an agent of a foreign power;

(B) sabotage, international terrorism, or the international
proliferation of weapons of mass destruction by a foreign power
or an agent of a foreign power; or

(C) clandestine intelligence activities by an intelligence
service or network of a foreign power or by an agent of a for-
eign power.

(2) Coordination authorized under paragraph (1) shall not pre-
clude the certification required by section 303(a)(6) or the entry of
an order under section 304.

CONGRESSIONAL OVERSIGHT

SEC. 306. [50 U.S.C. 1826] On a semiannual basis the Attor-
ney General shall fully inform the Permanent Select Committee on
Intelligence of the House of Representatives and the Select Com-
mittee on Intelligence of the Senate, and the Committee on the Ju-
diciary of the Senate, concerning all physical searches conducted
pursuant to this title. On a semiannual basis the Attorney General
shall also provide to those committees and the Committee on the
Judiciary of the House of Representatives a report setting forth
with respect to the preceding six-month period—

(1) the total number of applications made for orders ap-
proving physical searches under this title;

(2) the total number of such orders either granted, modi-
fied, or denied;
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(3) the number of physical searches which involved
searches of the residences, offices, or personal property of
United States persons, and the number of occasions, if any,
where the Attorney General provided notice pursuant to sec-
tion 305(b); and

(4) the total number of emergency physical searches au-
thorized by the Attorney General under section 304(e) and the
total number of subsequent orders approving or denying such
physical searches.

PENALTIES

SEcC. 307. [50 U.S.C. 1827] (a) A person is guilty of an offense
if he intentionally—

(1) under color of law for the purpose of obtaining foreign
intelligence information, executes a physical search within the
United States except as authorized by statute; or

(2) discloses or uses information obtained under color of
law by physical search within the United States, knowing or
having reason to know that the information was obtained
through physical search not authorized by statute, for the pur-
pose of obtaining intelligence information.

(b) It is a defense to a prosecution under subsection (a) that
the defendant was a law enforcement or investigative officer en-
gaged in the course of his official duties and the physical search
was authorized by and conducted pursuant to a search warrant or
court order of a court of competent jurisdiction.

(c) An offense described in this section is punishable by a fine
of not more than $10,000 or imprisonment for not more than five
years, or both.

(d) There is Federal jurisdiction over an offense under this sec-
tion if the person committing the offense was an officer or employee
of the United States at the time the offense was
committed.

CIVIL LIABILITY

SEc. 308. [50 U.S.C. 1828] An aggrieved person, other than a
foreign power or an agent of a foreign power, as defined in section
101 (a) or (b)(1)(A), respectively, of this Act, whose premises, prop-
erty, information, or material has been subjected to a physical
search within the United States or about whom information ob-
tained by such a physical search has been disclosed or used in vio-
lation of section 307 shall have a cause of action against any per-
son who committed such violation and shall be entitled to recover—

(1) actual damages, but not less than liquidated damages
of $1,000 or $100 per day for each day of violation, whichever
is greater;

(2) punitive damages; and

(3) reasonable attorney’s fees and other investigative and
litigation costs reasonably incurred.

AUTHORIZATION DURING TIME OF WAR

SEC. 309. [560 U.S.C. 1829] Notwithstanding any other provi-
sion of law, the President, through the Attorney General, may au-
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thorize physical searches without a court order under this title to
acquire foreign intelligence information for a period not to exceed
15 calendar days following a declaration of war by the Congress.

TITLE IV—PEN REGISTERS AND TRAP AND TRACE DEVICES
FOR FOREIGN INTELLIGENCE PURPOSES

DEFINITIONS
SEC. 401. [50 U.S.C. 1841] As used in this title:

(1) The terms “foreign power”, “agent of a foreign power”,
“international terrorism”, “foreign intelligence information”,
“Attorney General”, “United States person”, “United States”,
“person”, and “State” shall have the same meanings as in sec-
tion 101 of this Act.

(2) The terms “pen register” and “trap and trace device”
have the meanings given such terms in section 3127 of title 18,
United States Code.

(3) The term “aggrieved person” means any person—

(A) whose telephone line was subject to the installa-
tion or use of a pen register or trap and trace device au-
thorized by this title; or

(B) whose communication instrument or device was
subject to the use of a pen register or trap and trace device
authorized by this title to capture incoming electronic or
other communications impulses.

PEN REGISTERS AND TRAP AND TRACE DEVICES FOR FOREIGN
INTELLIGENCE AND INTERNATIONAL TERRORISM INVESTIGATIONS

SEc. 402. [50 U.S.C. 1842] (a)(1) Notwithstanding any other
provision of law, the Attorney General or a designated attorney for
the Government may make an application for an order or an exten-
sion of an order authorizing or approving the installation and use
of a pen register or trap and trace device for any investigation to
obtain foreign intelligence information not concerning a United
States person or to protect against international terrorism or clan-
destine intelligence activities, provided that such investigation of a
United States person is not conducted solely upon the basis of ac-
tivities protected by the first amendment to the Constitution which
is being conducted by the Federal Bureau of Investigation under
such guidelines as the Attorney General approves pursuant to Ex-
ecutive Order No. 12333, or a successor order.

(2) The authority under paragraph (1) is in addition to the au-
thority under title I of this Act to conduct the electronic surveil-
lance referred to in that paragraph.

(b) Each application under this section shall be in writing
under oath or affirmation to—

(1) a judge of the court established by section 103(a) of this

Act; or

(2) a United States Magistrate Judge under chapter 43 of
title 28, United States Code, who is publicly designated by the

Chief Justice of the United States to have the power to hear

applications for and grant orders approving the installation

and use of a pen register or trap and trace device on behalf of

a judge of that court.
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(c) Each application under this section shall require the ap-

proval of the Attorney General, or a designated attorney for the
Government, and shall include—

(1) the identity of the Federal officer seeking to use the
pen register or trap and trace device covered by the applica-
tion; and

(2) a certification by the applicant that the information
likely to be obtained is foreign intelligence information not con-
cerning a United States person or is relevant to an ongoing in-
vestigation to protect against international terrorism or clan-
destine intelligence activities, provided that such investigation
of a United States person is not conducted solely upon the
basis of activities protected by the first amendment to the Con-
stitution.

(d)(1) Upon an application made pursuant to this section, the

judge shall enter an ex parte order as requested, or as modified,
approving the installation and use of a pen register or trap and
trace device if the judge finds that the application satisfies the re-
quirements of this section.

(2) An order issued under this section—

(A) shall specify—

(i) the identity, if known, of the person who is the
subject of the investigation;

(i1) the identity, if known, of the person to whom
is leased or in whose name is listed the telephone line
or other facility to which the pen register or trap and
trace device is to be attached or applied; and

(iii) the attributes of the communications to which
the order applies, such as the number or other identi-
fier, and, if known, the location of the telephone line
or other facility to which the pen register or trap and
trace device is to be attached or applied and, in the
case of a trap and trace device, the geographic limits
of the trap and trace order;

(B) shall direct that—

(i) upon request of the applicant, the provider of a wire
or electronic communication service, landlord, custodian, or
other person shall furnish any information, facilities, or
technical assistance necessary to accomplish the installa-
tion and operation of the pen register or trap and trace de-
vice in such a manner as will protect its secrecy and
produce a minimum amount of interference with the serv-
ices that such provider, landlord, custodian, or other per-
son is providing the person concerned,;

(ii) such provider, landlord, custodian, or other
person—

(I) shall not disclose the existence of the investiga-
tion or of the pen register or trap and trace device to
any person unless or until ordered by the court; and

(IT) shall maintain, under security procedures ap-
proved by the Attorney General and the Director of
National Intelligence pursuant to section 105(b)(2)(C)
of this Act, any records concerning the pen register or
trap and trace device or the aid furnished; and
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(iii) the applicant shall compensate such provider,
landlord, custodian, or other person for reasonable ex-
penses incurred by such provider, landlord, custodian, or
other person in providing such information, facilities, or
technical assistance; and

(C) shall direct that, upon the request of the applicant,
the provider of a wire or electronic communication service
shall disclose to the Federal officer using the pen register
or trap and trace device covered by the order—

(1) in the case of the customer or subscriber using
the service covered by the order (for the period speci-
fied by the order)—

(I) the name of the customer or subscriber;

(IT) the address of the customer or subscriber;

(ITI) the telephone or instrument number, or
other subscriber number or identifier, of the cus-
tomer or subscriber, including any temporarily as-
signed network address or associated routing or
transmission information;

(IV) the length of the provision of service by
such provider to the customer or subscriber and
the types of services utilized by the customer or
subscriber;

(V) in the case of a provider of local or long
distance telephone service, any local or long dis-
tance telephone records of the customer or sub-
scriber;

(VD) if applicable, any records reflecting period
of usage (or sessions) by the customer or sub-
scriber; and

(VII) any mechanisms and sources of payment
for such service, including the number of any cred-
it card or bank account utilized for payment for
such service; and
(ii) if available, with respect to any customer or

subscriber of incoming or outgoing communications to

or from the service covered by the order—

(I) the name of such customer or subscriber;

(II) the address of such customer or sub-
scriber;

(ITT) the telephone or instrument number, or
other subscriber number or identifier, of such cus-
tomer or subscriber, including any temporarily as-
signed network address or associated routing or
transmission information; and

(IV) the length of the provision of service by
such provider to such customer or subscriber and
the types of services utilized by such customer or
subscriber.

(e)(1) Except as provided in paragraph (2), an order issued
under this section shall authorize the installation and use of a pen
register or trap and trace device for a period not to exceed 90 days.
Extensions of such an order may be granted, but only upon an ap-
plication for an order under this section and upon the judicial find-
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ing required by subsection (d). The period of extension shall be for
a period not to exceed 90 days.

(2) In the case of an application under subsection (¢) where the
applicant has certified that the information likely to be obtained is
foreign intelligence information not concerning a United States per-
son, an order, or an extension of an order, under this section may
be for a period not to exceed one year.

(f) No cause of action shall lie in any court against any pro-
vider of a wire or electronic communication service, landlord, custo-
dian, or other person (including any officer, employee, agent, or
other specified person thereof) that furnishes any information, fa-
cilities, or technical assistance under subsection (d) in accordance
with the terms of an order issued under this section.

(g) Unless otherwise ordered by the judge, the results of a pen
register or trap and trace device shall be furnished at reasonable
intervals during regular business hours for the duration of the
order to the authorized Government official or officials.

AUTHORIZATION DURING EMERGENCIES

SEC. 403. [50 U.S.C. 1843] (a) Notwithstanding any other pro-
vision of this title, when the Attorney General makes a determina-
tion described in subsection (b), the Attorney General may author-
ize the installation and use of a pen register or trap and trace de-
vice on an emergency basis to gather foreign intelligence informa-
tion not concerning a United States person or information to pro-
tect against international terrorism or clandestine intelligence ac-
tivities, provided that such investigation of a United States person
is not conducted solely upon the basis of activities protected by the
first amendment to the Constitution if—

(1) a judge referred to in section 402(b) of this Act is in-
formed by the Attorney General or his designee at the time of
such authorization that the decision has been made to install
and use the pen register or trap and trace device, as the case
may be, on an emergency basis; and

(2) an application in accordance with section 402 of this
Act is made to such judge as soon as practicable, but not more
than 7 days, after the Attorney General authorizes the instal-
lation and use of the pen register or trap and trace device, as
the case may be, under this section.

(b) A determination under this subsection is a reasonable de-
termination by the Attorney General that—

(1) an emergency requires the installation and use of a pen
register or trap and trace device to obtain foreign intelligence
information not concerning a United States person or informa-
tion to protect against international terrorism or clandestine
intelligence activities, provided that such investigation of a
United States person is not conducted solely upon the basis of
activities protected by the first amendment to the Constitution
before an order authorizing the installation and use of the pen
register or trap and trace device, as the case may be, can with
due diligence be obtained under section 402 of this Act; and

(2) the factual basis for issuance of an order under such
section 402 to approve the installation and use of the pen reg-
ister or trap and trace device, as the case may be, exists.
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(c)(1) In the absence of an order applied for under subsection
(a)(2) approving the installation and use of a pen register or trap
and trace device authorized under this section, the installation and
use of the pen register or trap and trace device, as the case may
be, shall terminate at the earlier of—

(A) when the information sought is obtained,;

(B) when the application for the order is denied under sec-
tion 402 of this Act; or

(C) 7 days after the time of the authorization by the Attor-
ney General.

(2) In the event that an application for an order applied for
under subsection (a)(2) is denied, or in any other case where the
installation and use of a pen register or trap and trace device
under this section is terminated and no order under section 402 of
this Act is issued approving the installation and use of the pen reg-
ister or trap and trace device, as the case may be, no information
obtained or evidence derived from the use of the pen register or
trap and trace device, as the case may be, shall be received in evi-
dence or otherwise disclosed in any trial, hearing, or other pro-
ceeding in or before any court, grand jury, department, office, agen-
cy, regulatory body, legislative committee, or other authority of the
United States, a State, or political subdivision thereof, and no in-
formation concerning any United States person acquired from the
use of the pen register or trap and trace device, as the case may
be, shall subsequently be used or disclosed in any other manner by
Federal officers or employees without the consent of such person,
except with the approval of the Attorney General if the information
indicates a threat of death or serious bodily harm to any person.

AUTHORIZATION DURING TIME OF WAR

SEC. 404. [50 U.S.C. 1844] Notwithstanding any other provi-
sion of law, the President, through the Attorney General, may au-
thorize the use of a pen register or trap and trace device without
a court order under this title to acquire foreign intelligence infor-
mation for a period not to exceed 15 calendar days following a dec-
laration of war by Congress.

USE OF INFORMATION

SEC. 405. [50 U.S.C. 1845] (a)(1) Information acquired from
the use of a pen register or trap and trace device installed pursu-
ant to this title concerning any United States person may be used
and disclosed by Federal officers and employees without the con-
sent of the United States person only in accordance with the provi-
sions of this section.

(2) No information acquired from a pen register or trap and
trace device installed and used pursuant to this title may be used
or disclosed by Federal officers or employees except for lawful pur-
poses.

(b) No information acquired pursuant to this title shall be dis-
closed for law enforcement purposes unless such disclosure is ac-
companied by a statement that such information, or any informa-
tion derived therefrom, may only be used in a criminal proceeding
with the advance authorization of the Attorney General.
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(c) Whenever the United States intends to enter into evidence
or otherwise use or disclose in any trial, hearing, or other pro-
ceeding in or before any court, department, officer, agency, regu-
latory body, or other authority of the United States against an ag-
grieved person any information obtained or derived from the use of
a pen register or trap and trace device pursuant to this title, the
United States shall, before the trial, hearing, or the other pro-
ceeding or at a reasonable time before an effort to so disclose or
so use that information or submit it in evidence, notify the ag-
grieved person and the court or other authority in which the infor-
mation is to be disclosed or used that the United States intends to
so disclose or so use such information.

(d) Whenever any State or political subdivision thereof intends
to enter into evidence or otherwise use or disclose in any trial,
hearing, or other proceeding in or before any court, department, of-
ficer, agency, regulatory body, or other authority of the State or po-
litical subdivision thereof against an aggrieved person any informa-
tion obtained or derived from the use of a pen register or trap and
trace device pursuant to this title, the State or political subdivision
thereof shall notify the aggrieved person, the court or other author-
ity in which the information is to be disclosed or used, and the At-
torney General that the State or political subdivision thereof in-
tends to so disclose or so use such information.

(e)(1) Any aggrieved person against whom evidence obtained or
derived from the use of a pen register or trap and trace device is
to be, or has been, introduced or otherwise used or disclosed in any
trial, hearing, or other proceeding in or before any court, depart-
ment, officer, agency, regulatory body, or other authority of the
United States, or a State or political subdivision thereof, may move
to suppress the evidence obtained or derived from the use of the
pen register or trap and trace device, as the case may be, on the
grounds that—

(A) the information was unlawfully acquired; or

(B) the use of the pen register or trap and trace device, as
the case may be, was not made in conformity with an order of
authorization or approval under this title.

(2) A motion under paragraph (1) shall be made before the
trial, hearing, or other proceeding unless there was no opportunity
to make such a motion or the aggrieved person concerned was not
aware of the grounds of the motion.

(f)(1) Whenever a court or other authority is notified pursuant
to subsection (¢) or (d), whenever a motion is made pursuant to
subsection (e), or whenever any motion or request is made by an
aggrieved person pursuant to any other statute or rule of the
United States or any State before any court or other authority of
the United States or any State to discover or obtain applications
or orders or other materials relating to the use of a pen register
or trap and trace device authorized by this title or to discover, ob-
tain, or suppress evidence or information obtained or derived from
the use of a pen register or trap and trace device authorized by this
title, the United States district court or, where the motion is made
before another authority, the United States district court in the
same district as the authority shall, notwithstanding any other pro-
vision of law and if the Attorney General files an affidavit under
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oath that disclosure or any adversary hearing would harm the na-
tional security of the United States, review in camera and ex parte
the application, order, and such other materials relating to the use
of the pen register or trap and trace device, as the case may be,
as may be necessary to determine whether the use of the pen reg-
ister or trap and trace device, as the case may be, was lawfully au-
thorized and conducted.

(2) In making a determination under paragraph (1), the court
may disclose to the aggrieved person, under appropriate security
procedures and protective orders, portions of the application, order,
or other materials relating to the use of the pen register or trap
and trace device, as the case may be, or may require the Attorney
General to provide to the aggrieved person a summary of such ma-
terials, only where such disclosure is necessary to make an accu-
rate determination of the legality of the use of the pen register or
trap and trace device, as the case may be.

(g)(1) If the United States district court determines pursuant
to subsection (f) that the use of a pen register or trap and trace
device was not lawfully authorized or conducted, the court may, in
accordance with the requirements of law, suppress the evidence
which was unlawfully obtained or derived from the use of the pen
register or trap and trace device, as the case may be, or otherwise
grant the motion of the aggrieved person.

(2) If the court determines that the use of the pen register or
trap and trace device, as the case may be, was lawfully authorized
or conducted, it may deny the motion of the aggrieved person ex-
cept to the extent that due process requires discovery or disclosure.

(h) Orders granting motions or requests under subsection (g),
decisions under this section that the use of a pen register or trap
and trace device was not lawfully authorized or conducted, and or-
ders of the United States district court requiring review or grant-
ing disclosure of applications, orders, or other materials relating to
the installation and use of a pen register or trap and trace device
shall be final orders and binding upon all courts of the United
States and the several States except a United States Court of Ap-
peals or the Supreme Court.

CONGRESSIONAL OVERSIGHT

SEC. 406. [50 U.S.C. 1846] (a) On a semiannual basis, the At-
torney General shall fully inform the Permanent Select Committee
on Intelligence of the House of Representatives and the Select
Committee on Intelligence of the Senate, and the Committee on the
Judiciary of the House of Representatives and the Committee on
the Judiciary of the Senate, concerning all uses of pen registers
and trap and trace devices pursuant to this title.

(b) On a semiannual basis, the Attorney General shall also pro-
vide to the committees referred to in subsection (a) and to the Com-
mittees on the Judiciary of the House of Representatives and the
Senaf(;ie a report setting forth with respect to the preceding 6-month
period—

(1) the total number of applications made for orders ap-
proving the use of pen registers or trap and trace devices
under this title;
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(2) the total number of such orders either granted, modi-
fied, or denied; and

(3) the total number of pen registers and trap and trace
devices whose installation and use was authorized by the At-
torney General on an emergency basis under section 403, and
the total number of subsequent orders approving or denying
the installation and use of such pen registers and trap and
trace devices.

TITLE V—ACCESS TO CERTAIN BUSINESS RECORDS FOR
FOREIGN INTELLIGENCE PURPOSES 1

SEC. 501. [50 U.S.C. 1861] ACCESS TO CERTAIN BUSINESS RECORDS
FOR FOREIGN INTELLIGENCE AND INTERNATIONAL TER-
RORISM INVESTIGATIONS.

(a)(1) Subject to paragraph (3), the Director of the Federal Bu-
reau of Investigation or a designee of the Director (whose rank
shall be no lower than Assistant Special Agent in Charge) may
make an application for an order requiring the production of any
tangible things (including books, records, papers, documents, and
other items) for an investigation to obtain foreign intelligence infor-
mation not concerning a United States person or to protect against
international terrorism or clandestine intelligence activities, pro-
vided that such investigation of a United States person is not con-
ducted solely upon the basis of activities protected by the first
amendment to the Constitution.

(2) An investigation conducted under this section shall—

(A) be conducted under guidelines approved by the Attor-
ney General under Executive Order 12333 (or a successor
order); and

(B) not be conducted of a United States person solely upon
the basis of activities protected by the first amendment to the
Constitution of the United States.

(3) In the case of an application for an order requiring the
production of library circulation records, library patron lists,
book sales records, book customer lists, firearms sales records,
tax return records, educational records, or medical records con-
taining information that would identify a person, the Director
of the Federal Bureau of Investigation may delegate the au-
thority to make such application to either the Deputy Director
of the Federal Bureau of Investigation or the Executive Assist-
ant Director for National Security (or any successor position).
The Deputy Director or the Executive Assistant Director may
not further delegate such authority.

(b) Each application under this section—

(1) shall be made to—

(A) a judge of the court established by section 103(a);
or

1Effective May 27, 2011, sections 501 and 502 shall read as they read on October 25, 2001
pursuant to section 102(b)(1) of Public Law 109-177 (120 Stat. 195), as amended by section
1004(a) of division B of Public Law 111-118, section 1(a) of Public Law 111-141 (124 Stat. 37),
section 2(a) of Public Law 112-3 (125 Stat. 5), and section 2(a) of Public Law 112-14 (125 Stat.
216), which appears up-to-date in another file (XML only). Sections 501 through 503 prior to
the enactment of Public Law 107-56 are shown in 8 point typesize following section 502.
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(B) a United States Magistrate Judge under chapter
43 of title 28, United States Code, who is publicly des-
ignated by the Chief Justice of the United States to have
the power to hear applications and grant orders for the
production of tangible things under this section on behalf
of a judge of that court; and
(2) shall include—

(A) a statement of facts showing that there are reason-
able grounds to believe that the tangible things sought are
relevant to an authorized investigation (other than a
threat assessment) conducted in accordance with sub-
section (a)(2) to obtain foreign intelligence information not
concerning a United States person or to protect against
international terrorism or clandestine intelligence activi-
ties, such things being presumptively relevant to an au-
thorized investigation if the applicant shows in the state-
ment of the facts that they pertain to—

(i) a foreign power or an agent of a foreign power;

(i1) the activities of a suspected agent of a foreign
power who is the subject of such authorized investiga-
tion; or

(iii) an individual in contact with, or known to, a
suspected agent of a foreign power who is the subject
of such authorized investigation; and

(B) an enumeration of the minimization procedures
adopted by the Attorney General under subsection (g) that
are applicable to the retention and dissemination by the
Federal Bureau of Investigation of any tangible things to
be made available to the Federal Bureau of Investigation
based on the order requested in such application.

(c)(1) Upon an application made pursuant to this section, if the
judge finds that the application meets the requirements of sub-

sections (a) and (b), the judge shall enter an ex parte order as re-
quested, or as modified, approving the release of tangible things.
Such order shall direct that minimization procedures adopted pur-
suant to subsection (g) be followed.

(2) An order under this subsection—

(A) shall describe the tangible things that are ordered
to be produced with sufficient particularity to permit them
to be fairly identified;

(B) shall include the date on which the tangible things
must be provided, which shall allow a reasonable period of
time within which the tangible things can be assembled
and made available;

(C) shall provide clear and conspicuous notice of the
principles and procedures described in subsection (d);

(D) may only require the production of a tangible
thing if such thing can be obtained with a subpoena duces
tecum issued by a court of the United States in aid of a
grand jury investigation or with any other order issued by
a court of the United States directing the production of
records or tangible things; and

(E) shall not disclose that such order is issued for pur-
poses of an investigation described in subsection (a).
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(d)(1) No person shall disclose to any other person that the
Federal Bureau of Investigation has sought or obtained tangible
things pursuant to an order under this section, other than to—

(A) those persons to whom disclosure is necessary to com-
ply with such order;

(B) an attorney to obtain legal advice or assistance with
respect to the production of things in response to the order; or

(C) other persons as permitted by the Director of the Fed-
eral Bureau of Investigation or the designee of the Director.

(2)(A) A person to whom disclosure is made pursuant to para-
graph (1) shall be subject to the nondisclosure requirements appli-
cable to a person to whom an order is directed under this section
in the same manner as such person.

(B) Any person who discloses to a person described in subpara-
graph (A), (B), or (C) of paragraph (1) that the Federal Bureau of
Investigation has sought or obtained tangible things pursuant to an
order under this section shall notify such person of the nondisclo-
sure requirements of this subsection.

(C) At the request of the Director of the Federal Bureau of In-
vestigation or the designee of the Director, any person making or
intending to make a disclosure under subparagraph (A) or (C) of
paragraph (1) shall identify to the Director or such designee the
person to whom such disclosure will be made or to whom such dis-
closure was made prior to the request.

(e) A person who, in good faith, produces tangible things under
an order pursuant to this section shall not be liable to any other
person for such production. Such production shall not be deemed to
constitute a waiver of any privilege in any other proceeding or con-
text.

(H)(1) In this subsection—

(A) the term “production order” means an order to produce
any tangible thing under this section; and
(B) the term “nondisclosure order” means an order im-

posed under subsection (d).

(2)(A)d) A person receiving a production order may challenge
the legality of that order by filing a petition with the pool estab-
lished by section 103(e)(1). Not less than 1 year after the date of
the issuance of the production order, the recipient of a production
order may challenge the nondisclosure order imposed in connection
with such production order by filing a petition to modify or set
aside such nondisclosure order, consistent with the requirements of
subparagraph (C), with the pool established by section 103(e)(1).

(i) The presiding judge shall immediately assign a petition
under clause (i) to 1 of the judges serving in the pool established
by section 103(e)(1). Not later than 72 hours after the assignment
of such petition, the assigned judge shall conduct an initial review
of the petition. If the assigned judge determines that the petition
is frivolous, the assigned judge shall immediately deny the petition
and affirm the production order or nondisclosure order. If the as-
signed judge determines the petition is not frivolous, the assigned
judge shall promptly consider the petition in accordance with the
procedures established under section 103(e)(2).

(iii) The assigned judge shall promptly provide a written state-
ment for the record of the reasons for any determination under this
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subsection. Upon the request of the Government, any order setting
aside a nondisclosure order shall be stayed pending review pursu-
ant to paragraph (3).

(B) A judge considering a petition to modify or set aside a pro-
duction order may grant such petition only if the judge finds that
such order does not meet the requirements of this section or is oth-
erwise unlawful. If the judge does not modify or set aside the pro-
duction order, the judge shall immediately affirm such order, and
order the recipient to comply therewith.

(C)d) A judge considering a petition to modify or set aside a
nondisclosure order may grant such petition only if the judge finds
that there is no reason to believe that disclosure may endanger the
national security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety of
any person.

(i1) If, upon filing of such a petition, the Attorney General,
Deputy Attorney General, an Assistant Attorney General, or the
Director of the Federal Bureau of Investigation certifies that disclo-
sure may endanger the national security of the United States or
interfere with diplomatic relations, such certification shall be treat-
ed as conclusive, unless the judge finds that the certification was
made in bad faith.

(iii) If the judge denies a petition to modify or set aside a non-
disclosure order, the recipient of such order shall be precluded for
a period of 1 year from filing another such petition with respect to
such nondisclosure order.

(D) Any production or nondisclosure order not explicitly modi-
fied or set aside consistent with this subsection shall remain in full
effect.

(8) A petition for review of a decision under paragraph (2) to
affirm, modify, or set aside an order by the Government or any per-
son receiving such order shall be made to the court of review estab-
lished under section 103(b), which shall have jurisdiction to con-
sider such petitions. The court of review shall provide for the
record a written statement of the reasons for its decision and, on
petition by the Government or any person receiving such order for
writ of certiorari, the record shall be transmitted under seal to the
Supreme Court of the United States, which shall have jurisdiction
to review such decision.

(4) Judicial proceedings under this subsection shall be con-
cluded as expeditiously as possible. The record of proceedings, in-
cluding petitions filed, orders granted, and statements of reasons
for decision, shall be maintained under security measures estab-
lished by the Chief Justice of the United States, in consultation
with the Attorney General and the Director of National Intel-
ligence.

(5) All petitions under this subsection shall be filed under seal.
In any proceedings under this subsection, the court shall, upon re-
quest of the Government, review ex parte and in camera any Gov-
ernment submission, or portions thereof, which may include classi-
fied information.

(g) MINIMIZATION PROCEDURES.—
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(1) IN GENERAL.—Not later than 180 days after the date of
the enactment of the USA PATRIOT Improvement and Reau-
thorization Act of 2005, the Attorney General shall adopt spe-
cific minimization procedures governing the retention and dis-
semination by the Federal Bureau of Investigation of any tan-
gible things, or information therein, received by the Federal
Bureau of Investigation in response to an order under this
title.

(2) DEFINED.—In this section, the term “minimization pro-
cedures” means—

(A) specific procedures that are reasonably designed in
light of the purpose and technique of an order for the pro-
duction of tangible things, to minimize the retention, and
prohibit the dissemination, of nonpublicly available infor-
mation concerning unconsenting United States persons
consistent with the need of the United States to obtain,
produce, and disseminate foreign intelligence information;

(B) procedures that require that nonpublicly available
information, which is not foreign intelligence information,
as defined in section 101(e)(1), shall not be disseminated
in a manner that identifies any United States person,
without such person’s consent, unless such person’s iden-
tity is necessary to understand foreign intelligence infor-
mation or assess its importance; and

(C) notwithstanding subparagraphs (A) and (B), proce-
dures that allow for the retention and dissemination of in-
formation that is evidence of a crime which has been, is
being, or is about to be committed and that is to be re-
tained or disseminated for law enforcement purposes.

(h) USE OF INFORMATION.—Information acquired from tangible
things received by the Federal Bureau of Investigation in response
to an order under this title concerning any United States person
may be used and disclosed by Federal officers and employees with-
out the consent of the United States person only in accordance with
the minimization procedures adopted pursuant to subsection (g).
No otherwise privileged information acquired from tangible things
received by the Federal Bureau of Investigation in accordance with
the provisions of this title shall lose its privileged character. No in-
formation acquired from tangible things received by the Federal
Bureau of Investigation in response to an order under this title
may be used or disclosed by Federal officers or employees except
for lawful purposes.

SEC. 502. [50 U.S.C. 1862] CONGRESSIONAL OVERSIGHT. !

(a) On an annual basis, the Attorney General shall fully inform
the Permanent Select Committee on Intelligence of the House of
Representatives and the Select Committee on Intelligence and the
Committee on the Judiciary of the Senate concerning all requests
for the production of tangible things under section 501.

(b) In April of each year, the Attorney General shall submit to
the House and Senate Committees on the Judiciary and the House
Permanent Select Committee on Intelligence and the Senate Select

1For the expiration of section 502, see footnote set out at the beginning of title V.
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Committee on Intelligence a report setting forth with respect to the
preceding calendar year—

(1) the total number of applications made for orders ap-
proving requests for the production of tangible things under
section 501;

(2) the total number of such orders either granted, modi-
fied, or denied; and

(3) the number of such orders either granted, modified, or
denied for the production of each of the following:

(A) Library circulation records, library patron lists,
book sales records, or book customer lists.

(B) Firearms sales records.

(C) Tax return records.

(D) Educational records.

(E) Medical records containing information that would
identify a person.

(c)(1) In April of each year, the Attorney General shall submit
to Congress a report setting forth with respect to the preceding
year—

(A) the total number of applications made for orders ap-
proving requests for the production of tangible things under
section 501; and

(B) the total number of such orders either granted, modi-
fied, or denied.

(2) Each report under this subsection shall be submitted in un-
classified form.

Note: See footnote to the heading of title V. Sections 501
through 503 prior to the enactment of Public Law 107-56 are as
follows:

DEFINITIONS
Sec. 501. [50 U.S.C. 1861] As used in this title:

(1) The terms “foreign power”, “agent of a foreign power”, “foreign intel-
ligence information”, “international terrorism”, and “Attorney General” shall
have the same meanings as in section 101 of this Act.

(2) The term “common carrier” means any person or entity transporting
people or property by land, rail, water, or air for compensation.

(3) The term “physical storage facility” means any business or entity that
provides space for the storage of goods or materials, or services related to the
storage of goods or materials, to the public or any segment thereof.

(4) The term “public accommodation facility” means any inn, hotel, motel,
or other establishment that provides lodging to transient guests.

(5) The term “vehicle rental facility” means any person or entity that pro-
vides vehicles for rent, lease, loan, or other similar use to the public or any seg-
ment thereof.

ACCESS TO CERTAIN BUSINESS RECORDS FOR FOREIGN INTELLIGENCE AND
INTERNATIONAL TERRORISM INVESTIGATIONS

Sec. 502. [50 U.S.C. 1862] (a) The Director of the Federal Bureau of Investiga-
tion or a designee of the Director (whose rank shall be no lower than Assistant Spe-
cial Agent in Charge) may make an application for an order authorizing a common
carrier, public accommodation facility, physical storage facility, or vehicle rental fa-
cility to release records in its possession for an investigation to gather foreign intel-
ligence information or an investigation concerning international terrorism which in-
vestigation is being conducted by the Federal Bureau of Investigation under such
guidelines as the Attorney General approves pursuant to Executive Order No.
12333, or a successor order.

(b) Each application under this section—



April 24, 2012

Sec. 601 FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978 48

(1) shall be made to—

(A) a judge of the court established by section 103(a) of this Act; or

(B) a United States Magistrate Judge under chapter 43 of title 28,
United States Code, who is publicly designated by the Chief Justice of the
United States to have the power to hear applications and grant orders for
th?i release of records under this section on behalf of a judge of that court;
an
(2) shall specify that—

(A) the records concerned are sought for an investigation described in
subsection (a); and

(B) there are specific and articulable facts giving reason to believe that
the person to whom the records pertain is a foreign power or an agent of
a foreign power.

(¢)(1) Upon application made pursuant to this section, the judge shall enter an
ex parte order as requested, or as modified, approving the release of records if the
judge finds that the application satisfies the requirements of this section.

(2) An order under this subsection shall not disclose that it is issued for pur-
poses of an investigation described in sub-
section (a).

(d)(1) Any common carrier, public accommodation facility, physical storage facil-
ity, or vehicle rental facility shall comply with an order under subsection (c).

(2) No common carrier, public accommodation facility, physical storage facility,
or vehicle rental facility, or officer, employee, or agent thereof, shall disclose to any
person (other than those officers, agents, or employees of such common carrier, pub-
lic accommodation facility, physical storage facility, or vehicle rental facility nec-
essary to fulfill the requirement to disclose information to the Federal Bureau of In-
vestigation under this section) that the Federal Bureau of Investigation has sought
or obtained records pursuant to an order under this section.

CONGRESSIONAL OVERSIGHT

SeEc. 503. [50 U.S.C. 1863] (a) On a semiannual basis, the Attorney General
shall fully inform the Permanent Select Committee on Intelligence of the House of
Representatives and the Select Committee on Intelligence of the Senate concerning
all requests for records under this title.

(b) On a semiannual basis, the Attorney General shall provide to the Commit-
tees on the Judiciary of the House of Representatives and the Senate a report set-
ting forth with respect to the preceding 6-month period—

(1) the total number of applications made for orders approving requests for
records under this title; and

(2) the total number of  such orders either  granted,
modified, or denied.

TITLE VI—REPORTING REQUIREMENT

SEC. 601. [50 U.S.C. 18711 SEMIANNUAL REPORT OF THE ATTORNEY
GENERAL.

(a) REPORT.—On a semiannual basis, the Attorney General
shall submit to the Permanent Select Committee on Intelligence of
the House of Representatives, the Select Committee on Intelligence
of the Senate, and the Committees on the Judiciary of the House
of Representatives and the Senate, in a manner consistent with the
protection of the national security, a report setting forth with re-
spect to the preceding 6-month period—

(1)! the aggregate number of persons targeted for orders

%ssued under this Act, including a breakdown of those targeted

or—

1 Effective December 31, 2012, subsection (a)(1) shall read as it read on July 9, 2008 pursuant
to section 403(b)(2)(B) of Public Law 110-261 (122 Statl 2474). See section 403(b)(2)(B) of such
Public Law set out in a footnote at the beginning of title VII. Paragraph (1) of subsection (a)
prior to the enactment of such Public Law reads as follows:
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(A) electronic surveillance under section 105;
(B) physical searches under section 304;

(C) pen registers under section 402;

(D) access to records under section 501;

(E) acquisitions under section 703; and

(F) acquisitions under section 704;

(2) the number of individuals covered by an order issued
pursuant to section 101(b)(1)(C);

(3) the number of times that the Attorney General has au-
thorized that information obtained under this Act may be used
in a criminal proceeding or any information derived therefrom
may be used in a criminal proceeding;

(4) a summary of significant legal interpretations of this
Act involving matters before the Foreign Intelligence Surveil-
lance Court or the Foreign Intelligence Surveillance Court of
Review, including interpretations presented in applications or
pleadings filed with the Foreign Intelligence Surveillance
Court or the Foreign Intelligence Surveillance Court of Review
by the Department of Justice; and

(5) copies of all decisions, orders, or opinions of the Foreign
Intelligence Surveillance Court or Foreign Intelligence Surveil-
lance Court of Review that include significant construction or
interpretation of the provisions of this Act.

(b) FREQUENCY.—The first report under this section shall be
submitted not later than 6 months after the date of enactment of
this section. Subsequent reports under this section shall be sub-
mitted semi-annually thereafter.

(¢) SUBMISSIONS TO CONGRESS.—The Attorney General shall
submit to the committees of Congress referred to in subsection

(a)—

(1) a copy of any decision, order, or opinion issued by the
Foreign Intelligence Surveillance Court or the Foreign Intel-
ligence Surveillance Court of Review that includes significant
construction or interpretation of any provision of this Act, and
any pleadings, applications, or memoranda of law associated
with such decision, order, or opinion, not later than 45 days
after such decision, order, or opinion is issued; and

(2) a copy of each such decision, order, or opinion, and any
pleadings, applications, or memoranda of law associated with
such decision, order, or opinion, that was issued during the 5-
year period ending on the date of the enactment of the FISA
Amendments Act of 2008 and not previously submitted in a re-
port under subsection (a).

(d) PROTECTION OF NATIONAL SECURITY.—The Attorney Gen-
eral, in consultation with the Director of National Intelligence, may
authorize redactions of materials described in subsection (c¢) that
are provided to the committees of Congress referred to in sub-
section (a), if such redactions are necessary to protect the national

(1) the aggregate number of persons targeted for orders issued under this Act, including
a breakdown of those targeted for—
(A) electronic surveillance under section 105;
(B) physical searches under section 304;
(C) pen registers under section 402; and
(D) access to records under section 501;
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security of the United States and are limited to sensitive sources
and methods information or the identities of targets.
(e) DEFINITIONS.—In this section:

(1) FOREIGN INTELLIGENCE SURVEILLANCE COURT.—The
term “Foreign Intelligence Surveillance Court” means the court
established under section 103(a).

(2) FOREIGN INTELLIGENCE SURVEILLANCE COURT OF RE-
VIEW.—The term “Foreign Intelligence Surveillance Court of
Review” means the court established under section 103(b).

TITLE VII—ADDITIONAL PROCEDURES
REGARDING CERTAIN PERSONS OUT-
SIDE THE UNITED STATES!

SEC. 701. [50 U.S.C. 1881] DEFINITIONS.

(a) IN GENERAL.—The terms “agent of a foreign power”, “Attor-
ney General”, “contents”, “electronic surveillance”, “foreign intel-
ligence information”, “foreign power”, “person”, “United States”,
and “United States person” have the meanings given such terms in
section 101, except as specifically provided in this title.

(b) ADDITIONAL DEFINITIONS.—

(1) CONGRESSIONAL INTELLIGENCE COMMITTEES.—The term

“congressional intelligence committees” means—

1 (A) the Select Committee on Intelligence of the Senate;
an
(B) the Permanent Select Committee on Intelligence of
the House of Representatives.
(2) FOREIGN INTELLIGENCE SURVEILLANCE COURT; COURT.—

The terms “Foreign Intelligence Surveillance Court” and

“Court” mean the court established under section 103(a).

(3) FOREIGN INTELLIGENCE SURVEILLANCE COURT OF RE-

VIEW; COURT OF REVIEW.—The terms “Foreign Intelligence Sur-

veillance Court of Review” and “Court of Review” mean the

court established under section 103(b).

(4) ELECTRONIC COMMUNICATION SERVICE PROVIDER.—The
term “electronic communication service provider” means—

(A) a telecommunications carrier, as that term is de-
fined in section 3 of the Communications Act of 1934 (47
U.S.C. 153);

(B) a provider of electronic communication service, as
that term is defined in section 2510 of title 18, United
States Code;

(C) a provider of a remote computing service, as that
Eercrln is defined in section 2711 of title 18, United States

ode;

(D) any other communication service provider who has
access to wire or electronic communications either as such

1Section 403(b)(1) of Public Law 110-261 provides that effective December 31, 2012, title VII
of the Foreign Intelligence Surveillance Act of 1978 is repealed.

For the provisions that provide for the repeal of title VII and the transition procedures, see
sections 403(b) and 404 of such Public Law, respectively, set out as a note at the end of this
title.

April 24, 2012
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communications are transmitted or as such communica-
tions are stored; or
(E) an officer, employee, or agent of an entity de-

scribed in subparagraph (A), (B), (C), or (D).

(5) INTELLIGENCE COMMUNITY.—The term “intelligence
community” has the meaning given the term in section 3(4) of
the National Security Act of 1947 (50 U.S.C. 401a(4)).

SEC. 702. [50 U.S.C. 1881a] PROCEDURES FOR TARGETING CERTAIN
PERSONS OUTSIDE THE UNITED STATES OTHER THAN
UNITED STATES PERSONS.

(a) AUTHORIZATION.—Notwithstanding any other provision of
law, upon the issuance of an order in accordance with subsection
(1)(3) or a determination under subsection (c)(2), the Attorney Gen-
eral and the Director of National Intelligence may authorize jointly,
for a period of up to 1 year from the effective date of the authoriza-
tion, the targeting of persons reasonably believed to be located out-
side the United States to acquire foreign intelligence information.

(b) LIMITATIONS.—An acquisition authorized under subsection
(a)—

(1) may not intentionally target any person known at the
time of acquisition to be located in the United States;

(2) may not intentionally target a person reasonably be-
lieved to be located outside the United States if the purpose of
such acquisition is to target a particular, known person reason-
ably believed to be in the United States;

(3) may not intentionally target a United States person
reasonably believed to be located outside the United States;

(4) may not intentionally acquire any communication as to
which the sender and all intended recipients are known at the
time of the acquisition to be located in the United States; and

(5) shall be conducted in a manner consistent with the
fourth amendment to the Constitution of the United States.

(¢) CONDUCT OF ACQUISITION.—

(1) IN GENERAL.—An acquisition authorized under sub-
section (a) shall be conducted only in accordance with—

(A) the targeting and minimization procedures adopted
in accordance with subsections (d) and (e); and

(B) upon submission of a certification in accordance
with subsection (g), such certification.

(2) DETERMINATION.—A determination under this para-
graph and for purposes of subsection (a) is a determination by
the Attorney General and the Director of National Intelligence
that exigent circumstances exist because, without immediate
implementation of an authorization under subsection (a), intel-
ligence important to the national security of the United States
may be lost or not timely acquired and time does not permit
the issuance of an order pursuant to subsection (i)(3) prior to
the implementation of such authorization.

(3) TIMING OF DETERMINATION.—The Attorney General and
the Director of National Intelligence may make the determina-
tion under paragraph (2)—

(A) before the submission of a certification in accord-
ance with subsection (g); or
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(B) by amending a certification pursuant to subsection
(1)(1)(C) at any time during which judicial review under
subsection (i) of such certification is pending.

(4) CONSTRUCTION.—Nothing in title I shall be construed
to require an application for a court order under such title for
an acquisition that is targeted in accordance with this section
at a person reasonably believed to be located outside the
United States.

(d) TARGETING PROCEDURES.—

(1) REQUIREMENT TO ADOPT.—The Attorney General, in
consultation with the Director of National Intelligence, shall
adopt targeting procedures that are reasonably designed to—

(A) ensure that any acquisition authorized under sub-
section (a) is limited to targeting persons reasonably be-
lieved to be located outside the United States; and

(B) prevent the intentional acquisition of any commu-
nication as to which the sender and all intended recipients
are known at the time of the acquisition to be located in
the United States.

(2) JuDpICIAL REVIEW.—The procedures adopted in accord-
ance with paragraph (1) shall be subject to judicial review pur-
suant to subsection (1).

(e) MINIMIZATION PROCEDURES.—

(1) REQUIREMENT TO ADOPT.—The Attorney General, in
consultation with the Director of National Intelligence, shall
adopt minimization procedures that meet the definition of
minimization procedures under section 101(h) or 301(4), as ap-
propriate, for acquisitions authorized under subsection (a).

(2) JUDICIAL REVIEW.—The minimization procedures adopt-
ed in accordance with paragraph (1) shall be subject to judicial
review pursuant to subsection (i).

(f) GUIDELINES FOR COMPLIANCE WITH LIMITATIONS.—

(1) REQUIREMENT TO ADOPT.—The Attorney General, in
consultation with the Director of National Intelligence, shall
adopt guidelines to ensure—

1 (A) compliance with the limitations in subsection (b);
an

(B) that an application for a court order is filed as re-
quired by this Act.

(2) SUBMISSION OF GUIDELINES.—The Attorney General
shall provide the guidelines adopted in accordance with para-
graph (1) to—

(A) the congressional intelligence committees;

(B) the Committees on the Judiciary of the Senate and
the House of Representatives; and

(C) the Foreign Intelligence Surveillance Court.

(g) CERTIFICATION.—

(1) IN GENERAL.—

(A) REQUIREMENT.—Subject to subparagraph (B), prior
to the implementation of an authorization under sub-
section (a), the Attorney General and the Director of Na-
tional Intelligence shall provide to the Foreign Intelligence
Surveillance Court a written certification and any sup-



April 24, 2012

FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978 Sec. 702

porting affidavit, under oath and under seal, in accordance
with this subsection.

(B) EXCePTION.—If the Attorney General and the Di-
rector of National Intelligence make a determination under
subsection (¢)(2) and time does not permit the submission
of a certification under this subsection prior to the imple-
mentation of an authorization under subsection (a), the At-
torney General and the Director of National Intelligence
shall submit to the Court a certification for such author-
ization as soon as practicable but in no event later than
7 days after such determination is made.

(2) REQUIREMENTS.—A certification made under this sub-

section shall—

(A) attest that—

(i) there are procedures in place that have been
approved, have been submitted for approval, or will be
submitted with the certification for approval by the
Foreign Intelligence Surveillance Court that are rea-
sonably designed to—

(I) ensure that an acquisition authorized
under subsection (a) is limited to targeting per-
sons reasonably believed to be located outside the
United States; and

(IT) prevent the intentional acquisition of any
communication as to which the sender and all in-
tended recipients are known at the time of the ac-
quisition to be located in the United States;

(11) the minimization procedures to be used with
respect to such acquisition—

(I) meet the definition of minimization proce-
dures under section 101(h) or 301(4), as appro-
priate; and

(IT) have been approved, have been submitted
for approval, or will be submitted with the certifi-
cation for approval by the Foreign Intelligence
Surveillance Court;

(iii) guidelines have been adopted in accordance
with subsection (f) to ensure compliance with the limi-
tations in subsection (b) and to ensure that an applica-
tion for a court order is filed as required by this Act;

(iv) the procedures and guidelines referred to in
clauses (i), (ii), and (iii) are consistent with the re-
quirements of the fourth amendment to the Constitu-
tion of the United States;

(v) a significant purpose of the acquisition is to ob-
tain foreign intelligence information;

(vi) the acquisition involves obtaining foreign in-
telligence information from or with the assistance of
an electronic communication service provider; and

(vii) the acquisition complies with the limitations
in subsection (b);

(B) include the procedures adopted in accordance with
subsections (d) and (e);
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(C) be supported, as appropriate, by the affidavit of
arllly appropriate official in the area of national security
who is—

(i) appointed by the President, by and with the ad-
vice and consent of the Senate; or

(i) the head of an element of the intelligence com-
munity;

(D) include—

(1) an effective date for the authorization that is at
least 30 days after the submission of the written cer-
tification to the court; or

(i) if the acquisition has begun or the effective
date is less than 30 days after the submission of the
written certification to the court, the date the acquisi-
tion began or the effective date for the acquisition; and
(E) if the Attorney General and the Director of Na-

tional Intelligence make a determination under subsection

(c)(2), include a statement that such determination has

been made.

(3) CHANGE IN EFFECTIVE DATE.—The Attorney General
and the Director of National Intelligence may advance or delay
the effective date referred to in paragraph (2)(D) by submitting
an amended certification in accordance with subsection (1)(1)(C)
to the Foreign Intelligence Surveillance Court for review pur-
suant to subsection (i).

(4) LIMITATION.—A certification made under this sub-
section is not required to identify the specific facilities, places,
premises, or property at which an acquisition authorized under
subsection (a) will be directed or conducted.

(5) MAINTENANCE OF CERTIFICATION.—The Attorney Gen-
eral or a designee of the Attorney General shall maintain a
copy of a certification made under this subsection.

(6) REVIEW.—A certification submitted in accordance with
this subsection shall be subject to judicial review pursuant to
subsection (1).

(h) DIRECTIVES AND JUDICIAL REVIEW OF DIRECTIVES.—

(1) AuTHORITY.—With respect to an acquisition authorized
under subsection (a), the Attorney General and the Director of
National Intelligence may direct, in writing, an electronic com-
munication service provider to—

(A) immediately provide the Government with all in-
formation, facilities, or assistance necessary to accomplish
the acquisition in a manner that will protect the secrecy
of the acquisition and produce a minimum of interference
with the services that such electronic communication serv-
icedprovider is providing to the target of the acquisition;
an

(B) maintain under security procedures approved by
the Attorney General and the Director of National Intel-
ligence any records concerning the acquisition or the aid
furnished that such electronic communication service pro-
vider wishes to maintain.

(2) COMPENSATION.—The Government shall compensate, at
the prevailing rate, an electronic communication service pro-
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vider for providing information, facilities, or assistance in ac-
cordance with a directive issued pursuant to paragraph (1).

(3) RELEASE FROM LIABILITY.—No cause of action shall lie
in any court against any electronic communication service pro-
vider for providing any information, facilities, or assistance in
accordance with a directive issued pursuant to paragraph (1).

(4) CHALLENGING OF DIRECTIVES.—

(A) AUTHORITY TO CHALLENGE.—An electronic commu-
nication service provider receiving a directive issued pur-
suant to paragraph (1) may file a petition to modify or set
aside such directive with the Foreign Intelligence Surveil-
lance Court, which shall have jurisdiction to review such
petition.

(B) ASSIGNMENT.—The presiding judge of the Court
shall assign a petition filed under subparagraph (A) to 1
of the judges serving in the pool established under section
103(e)(1) not later than 24 hours after the filing of such
petition.

(C) STANDARDS FOR REVIEW.—A judge considering a
petition filed under subparagraph (A) may grant such peti-
tion only if the judge finds that the directive does not meet
the requirements of this section, or is otherwise unlawful.

(D) PROCEDURES FOR INITIAL REVIEW.—A judge shall
conduct an initial review of a petition filed under subpara-
graph (A) not later than 5 days after being assigned such
petition. If the judge determines that such petition does
not consist of claims, defenses, or other legal contentions
that are warranted by existing law or by a nonfrivolous ar-
gument for extending, modifying, or reversing existing law
or for establishing new law, the judge shall immediately
deny such petition and affirm the directive or any part of
the directive that is the subject of such petition and order
the recipient to comply with the directive or any part of it.
Upon making a determination under this subparagraph or
promptly thereafter, the judge shall provide a written
statement for the record of the reasons for such determina-
tion.

(E) PROCEDURES FOR PLENARY REVIEW.—If a judge de-
termines that a petition filed under subparagraph (A) re-
quires plenary review, the judge shall affirm, modify, or
set aside the directive that is the subject of such petition
not later than 30 days after being assigned such petition.
If the judge does not set aside the directive, the judge shall
immediately affirm or affirm with modifications the direc-
tive, and order the recipient to comply with the directive
in its entirety or as modified. The judge shall provide a
written statement for the record of the reasons for a deter-
mination under this subparagraph.

(F) CONTINUED EFFECT.—Any directive not explicitly
modified or set aside under this paragraph shall remain in
full effect.

(G) CONTEMPT OF COURT.—Failure to obey an order
issued under this paragraph may be punished by the
Court as contempt of court.
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(5) ENFORCEMENT OF DIRECTIVES.—

(A) ORDER TO COMPEL.—If an electronic communica-
tion service provider fails to comply with a directive issued
pursuant to paragraph (1), the Attorney General may file
a petition for an order to compel the electronic communica-
tion service provider to comply with the directive with the
Foreign Intelligence Surveillance Court, which shall have
jurisdiction to review such petition.

(B) ASSIGNMENT.—The presiding judge of the Court
shall assign a petition filed under subparagraph (A) to 1
of the judges serving in the pool established under section
103(e)(1) not later than 24 hours after the filing of such
petition.

(C) PROCEDURES FOR REVIEW.—A judge considering a
petition filed under subparagraph (A) shall, not later than
30 days after being assigned such petition, issue an order
requiring the electronic communication service provider to
comply with the directive or any part of it, as issued or as
modified, if the judge finds that the directive meets the re-
quirements of this section and is otherwise lawful. The
judge shall provide a written statement for the record of
the reasons for a determination under this paragraph.

(D) CONTEMPT OF COURT.—Failure to obey an order
issued under this paragraph may be punished by the
Court as contempt of court.

(E) PROCESS.—Any process under this paragraph may
be served in any judicial district in which the electronic
communication service provider may be found.

(6) APPEAL.—

(A) APPEAL TO THE COURT OF REVIEW.—The Govern-
ment or an electronic communication service provider re-
ceiving a directive issued pursuant to paragraph (1) may
file a petition with the Foreign Intelligence Surveillance
Court of Review for review of a decision issued pursuant
to paragraph (4) or (5). The Court of Review shall have ju-
risdiction to consider such petition and shall provide a
written statement for the record of the reasons for a deci-
sion under this subparagraph.

(B) CERTIORARI TO THE SUPREME COURT.—The Govern-
ment or an electronic communication service provider re-
ceiving a directive issued pursuant to paragraph (1) may
file a petition for a writ of certiorari for review of a deci-
sion of the Court of Review issued under subparagraph
(A). The record for such review shall be transmitted under
seal to the Supreme Court of the United States, which
shall have jurisdiction to review such decision.

(1) JubICIAL REVIEW OF CERTIFICATIONS AND PROCEDURES.—

(1) IN GENERAL.—

(A) REVIEW BY THE FOREIGN INTELLIGENCE SURVEIL-
LANCE COURT.—The Foreign Intelligence Surveillance
Court shall have jurisdiction to review a certification sub-
mitted in accordance with subsection (g) and the targeting
and minimization procedures adopted in accordance with
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subsections (d) and (e), and amendments to such certifi-
cation or such procedures.

(B) TIME PERIOD FOR REVIEW.—The Court shall review
a certification submitted in accordance with subsection (g)
and the targeting and minimization procedures adopted in
accordance with subsections (d) and (e) and shall complete
such review and issue an order under paragraph (3) not
later than 30 days after the date on which such certifi-
cation and such procedures are submitted.

(C) AMENDMENTS.—The Attorney General and the Di-
rector of National Intelligence may amend a certification
submitted in accordance with subsection (g) or the tar-
geting and minimization procedures adopted in accordance
with subsections (d) and (e) as necessary at any time, in-
cluding if the Court is conducting or has completed review
of such certification or such procedures, and shall submit
the amended certification or amended procedures to the
Court not later than 7 days after amending such certifi-
cation or such procedures. The Court shall review any
amendment under this subparagraph under the procedures
set forth in this subsection. The Attorney General and the
Director of National Intelligence may authorize the use of
an amended certification or amended procedures pending
the Court’s review of such amended certification or amend-
ed procedures.

(2) REVIEW.—The Court shall review the following:

(A) CERTIFICATION.—A certification submitted in ac-
cordance with subsection (g) to determine whether the cer-
tification contains all the required elements.

(B) TARGETING PROCEDURES.—The targeting proce-
dures adopted in accordance with subsection (d) to assess
whether the procedures are reasonably designed to—

(i) ensure that an acquisition authorized under
subsection (a) is limited to targeting persons reason-
ably believed to be located outside the United States;
and

(i1) prevent the intentional acquisition of any com-
munication as to which the sender and all intended re-
cipients are known at the time of the acquisition to be
located in the United States.

(C) MINIMIZATION PROCEDURES.—The minimization
procedures adopted in accordance with subsection (e) to as-
sess whether such procedures meet the definition of mini-
mization procedures under section 101(h) or section 301(4),
as appropriate.

(3) ORDERS.—

(A) ApPROVAL.—If the Court finds that a certification
submitted in accordance with subsection (g) contains all
the required elements and that the targeting and mini-
mization procedures adopted in accordance with sub-
sections (d) and (e) are consistent with the requirements of
those subsections and with the fourth amendment to the
Constitution of the United States, the Court shall enter an
order approving the certification and the use, or continued



April 24, 2012

Sec. 702

FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978 58

use in the case of an acquisition authorized pursuant to a
determination under subsection (c)(2), of the procedures for
the acquisition.

(B) CORRECTION OF DEFICIENCIES.—If the Court finds
that a certification submitted in accordance with sub-
section (g) does not contain all the required elements, or
that the procedures adopted in accordance with sub-
sections (d) and (e) are not consistent with the require-
ments of those subsections or the fourth amendment to the
Constitution of the United States, the Court shall issue an
order directing the Government to, at the Government’s
election and to the extent required by the Court’s order—

(1) correct any deficiency identified by the Court’s
order not later than 30 days after the date on which
the Court issues the order; or

(i1) cease, or not begin, the implementation of the
authorization for which such certification was sub-
mitted.

(C) REQUIREMENT FOR WRITTEN STATEMENT.—In sup-
port of an order under this subsection, the Court shall pro-
vide, simultaneously with the order, for the record a writ-
ten statement of the reasons for the order.

(4) APPEAL.—

(A) APPEAL TO THE COURT OF REVIEW.—The Govern-
ment may file a petition with the Foreign Intelligence Sur-
veillance Court of Review for review of an order under this
subsection. The Court of Review shall have jurisdiction to
consider such petition. For any decision under this sub-
paragraph affirming, reversing, or modifying an order of
the Foreign Intelligence Surveillance Court, the Court of
Review shall provide for the record a written statement of
the reasons for the decision.

(B) CONTINUATION OF ACQUISITION PENDING REHEAR-
ING OR APPEAL.—Any acquisition affected by an order
under paragraph (3)(B) may continue—

(i) during the pendency of any rehearing of the
order by the Court en banc; and

(1) if the Government files a petition for review of
an order under this section, until the Court of Review

enters an order under subparagraph (C).

(C) IMPLEMENTATION PENDING APPEAL.—Not later than
60 days after the filing of a petition for review of an order
under paragraph (3)(B) directing the correction of a defi-
ciency, the Court of Review shall determine, and enter a
corresponding order regarding, whether all or any part of
the correction order, as issued or modified, shall be imple-
mented during the pendency of the review.

(D) CERTIORARI TO THE SUPREME COURT.—The Govern-
ment may file a petition for a writ of certiorari for review
of a decision of the Court of Review issued under subpara-
graph (A). The record for such review shall be transmitted
under seal to the Supreme Court of the United States,
which shall have jurisdiction to review such decision.

(5) SCHEDULE.—
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(A) REAUTHORIZATION OF AUTHORIZATIONS IN EF-
FECT.—If the Attorney General and the Director of Na-
tional Intelligence seek to reauthorize or replace an au-
thorization issued under subsection (a), the Attorney Gen-
eral and the Director of National Intelligence shall, to the
extent practicable, submit to the Court the certification
prepared in accordance with subsection (g) and the proce-
dures adopted in accordance with subsections (d) and (e) at
least 30 days prior to the expiration of such authorization.

(B) REAUTHORIZATION OF ORDERS, AUTHORIZATIONS,
AND DIRECTIVES.—If the Attorney General and the Director
of National Intelligence seek to reauthorize or replace an
authorization issued under subsection (a) by filing a cer-
tification pursuant to subparagraph (A), that authoriza-
tion, and any directives issued thereunder and any order
related thereto, shall remain in effect, notwithstanding the
expiration provided for in subsection (a), until the Court
issues an order with respect to such certification under
paragraph (3) at which time the provisions of that para-
graph and paragraph (4) shall apply with respect to such
certification.

(j) JUDICIAL PROCEEDINGS.—

(1) EXPEDITED JUDICIAL PROCEEDINGS.—Judicial pro-
ceedings under this section shall be conducted as expeditiously
as possible.

(2) TIME LIMITS.—A time limit for a judicial decision in
this section shall apply unless the Court, the Court of Review,
or any judge of either the Court or the Court of Review, by
order for reasons stated, extends that time as necessary for
good cause in a manner consistent with national security.

(k) MAINTENANCE AND SECURITY OF RECORDS AND PRrO-

CEEDINGS.—

(1) STANDARDS.—The Foreign Intelligence Surveillance
Court shall maintain a record of a proceeding under this sec-
tion, including petitions, appeals, orders, and statements of
reasons for a decision, under security measures adopted by the
Chief Justice of the United States, in consultation with the At-
torney General and the Director of National Intelligence.

(2) FILING AND REVIEW.—AIl petitions under this section
shall be filed under seal. In any proceedings under this section,
the Court shall, upon request of the Government, review ex
parte and in camera any Government submission, or portions
of a submission, which may include classified information.

(3) RETENTION OF RECORDS.—The Attorney General and
the Director of National Intelligence shall retain a directive or
an order issued under this section for a period of not less than
10 years from the date on which such directive or such order
is issued.

(1) ASSESSMENTS AND REVIEWS.—

(1) SEMIANNUAL ASSESSMENT.—Not less frequently than
once every 6 months, the Attorney General and Director of Na-
tional Intelligence shall assess compliance with the targeting
and minimization procedures adopted in accordance with sub-
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sections (d) and (e) and the guidelines adopted in accordance
with subsection (f) and shall submit each assessment to—

(A) the Foreign Intelligence Surveillance Court; and

(B) consistent with the Rules of the House of Rep-
resentatives, the Standing Rules of the Senate, and Senate
Resolution 400 of the 94th Congress or any successor Sen-
ate resolution—

(i) the congressional intelligence committees; and
(i1) the Committees on the Judiciary of the House
of Representatives and the Senate.

(2) AGENCY ASSESSMENT.—The Inspector General of the
Department of Justice and the Inspector General of each ele-
ment of the intelligence community authorized to acquire for-
eign intelligence information under subsection (a), with respect
to the department or element of such Inspector General—

(A) are authorized to review compliance with the tar-
geting and minimization procedures adopted in accordance
with subsections (d) and (e) and the guidelines adopted in
accordance with subsection (f);

(B) with respect to acquisitions authorized under sub-
section (a), shall review the number of disseminated intel-
ligence reports containing a reference to a United States-
person identity and the number of United States-person
identities subsequently disseminated by the element con-
cerned in response to requests for identities that were not
referred to by name or title in the original reporting;

(C) with respect to acquisitions authorized under sub-
section (a), shall review the number of targets that were
later determined to be located in the United States and, to
the extent possible, whether communications of such tar-
gets were reviewed; and

(D) shall provide each such review to—

(1) the Attorney General;

(i1) the Director of National Intelligence; and

(iii) consistent with the Rules of the House of Rep-
resentatives, the Standing Rules of the Senate, and

Senate Resolution 400 of the 94th Congress or any

successor Senate resolution—

d(I) the congressional intelligence committees;
an
(IT) the Committees on the Judiciary of the
House of Representatives and the Senate.

(3) ANNUAL REVIEW.—

(A) REQUIREMENT TO CONDUCT.—The head of each ele-
ment of the intelligence community conducting an acquisi-
tion authorized under subsection (a) shall conduct an an-
nual review to determine whether there is reason to be-
lieve that foreign intelligence information has been or will
be obtained from the acquisition. The annual review shall
provide, with respect to acquisitions authorized under sub-
section (a)—

(i) an accounting of the number of disseminated
intelligence reports containing a reference to a United

States-person identity;



April 24, 2012

61

FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978 Sec. 703

(i) an accounting of the number of United States-
person identities subsequently disseminated by that
element in response to requests for identities that
were not referred to by name or title in the original
reporting;

(iii) the number of targets that were later deter-
mined to be located in the United States and, to the
extent possible, whether communications of such tar-
gets were reviewed; and

(iv) a description of any procedures developed by
the head of such element of the intelligence commu-
nity and approved by the Director of National Intel-
ligence to assess, in a manner consistent with national
security, operational requirements and the privacy in-
terests of United States persons, the extent to which
the acquisitions authorized under subsection (a) ac-
quire the communications of United States persons,
and the results of any such assessment.

(B) USE of REVIEW.—The head of each element of the

intelligence community that conducts an annual review
under subparagraph (A) shall use each such review to
evaluate the adequacy of the minimization procedures uti-
lized by such element and, as appropriate, the application
of the minimization procedures to a particular acquisition
authorized under subsection (a).

(C) ProvisioN OF REVIEW.—The head of each element

of the intelligence community that conducts an annual re-
view under subparagraph (A) shall provide such review
to—

(i) the Foreign Intelligence Surveillance Court;
(i1) the Attorney General,
(iii) the Director of National Intelligence; and
(iv) consistent with the Rules of the House of Rep-
resentatives, the Standing Rules of the Senate, and
Senate Resolution 400 of the 94th Congress or any
successor Senate resolution—
d(I) the congressional intelligence committees;
an
(IT) the Committees on the Judiciary of the
House of Representatives and the Senate.

SEC. 703. [50 U.S.C. 1881b] CERTAIN ACQUISITIONS INSIDE THE

UNITED STATES TARGETING UNITED STATES PERSONS
OUTSIDE THE UNITED STATES.

(a) JURISDICTION OF THE FOREIGN INTELLIGENCE SURVEIL-

LANCE COURT.—

(1) IN GENERAL.—The Foreign Intelligence Surveillance
Court shall have jurisdiction to review an application and to
enter an order approving the targeting of a United States per-
son reasonably believed to be located outside the United States
to acquire foreign intelligence information, if the acquisition
constitutes electronic surveillance or the acquisition of stored
electronic communications or stored electronic data that re-
quires an order under this Act, and such acquisition is con-
ducted within the United States.
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(2) LimiTATION.—If a United States person targeted under
this subsection is reasonably believed to be located in the
United States during the effective period of an order issued
pursuant to subsection (c), an acquisition targeting such
United States person under this section shall cease unless the
targeted United States person is again reasonably believed to
be located outside the United States while an order issued pur-
suant to subsection (c) is in effect. Nothing in this section shall
be construed to limit the authority of the Government to seek
an order or authorization under, or otherwise engage in any
activity that is authorized under, any other title of this Act.

(b) APPLICATION.—

(1) INn GENERAL.—Each application for an order under this
section shall be made by a Federal officer in writing upon oath
or affirmation to a judge having jurisdiction under subsection
(a)(1). Each application shall require the approval of the Attor-
ney General based upon the Attorney General’s finding that it
satisfies the criteria and requirements of such application, as
set forth in this section, and shall include—

(A) the identity of the Federal officer making the ap-
plication;

(B) the identity, if known, or a description of the
United States person who is the target of the acquisition;

(C) a statement of the facts and circumstances relied
upon to justify the applicant’s belief that the United States
person who is the target of the acquisition is—

(i) a person reasonably believed to be located out-
side the United States; and

(i1) a foreign power, an agent of a foreign power,
or an officer or employee of a foreign power;

(D) a statement of proposed minimization procedures
that meet the definition of minimization procedures under
section 101(h) or 301(4), as appropriate;

(E) a description of the nature of the information
sought and the type of communications or activities to be
subjected to acquisition;

(F) a certification made by the Attorney General or an
official specified in section 104(a)(6) that—

(i) the certifying official deems the information
sought to be foreign intelligence information;

(i1) a significant purpose of the acquisition is to
obtain foreign intelligence information;

(iii) such information cannot reasonably be ob-
tained by normal investigative techniques;

(iv) designates the type of foreign intelligence in-
formation being sought according to the categories de-
scribed in section 101(e); and

(v) includes a statement of the basis for the certifi-
cation that—

(I) the information sought is the type of for-
eign intelligence information designated; and

(IT) such information cannot reasonably be ob-
tained by normal investigative techniques;
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(G) a summary statement of the means by which the
acquisition will be conducted and whether physical entry
is required to effect the acquisition;

(H) the identity of any electronic communication serv-
ice provider necessary to effect the acquisition, provided
that the application is not required to identify the specific
facilities, places, premises, or property at which the acqui-
sition authorized under this section will be directed or con-
ducted,;

(I) a statement of the facts concerning any previous
applications that have been made to any judge of the For-
eign Intelligence Surveillance Court involving the United
States person specified in the application and the action
taken on each previous application; and

(J) a statement of the period of time for which the ac-
quisition is required to be maintained, provided that such
period of time shall not exceed 90 days per application.

(2) OTHER REQUIREMENTS OF THE ATTORNEY GENERAL.—
The Attorney General may require any other affidavit or cer-
tification from any other officer in connection with the applica-
tion.

(3) OTHER REQUIREMENTS OF THE JUDGE.—The judge may
require the applicant to furnish such other information as may
be necessary to make the findings required by subsection (¢)(1).
(c) ORDER.—

(1) FINDINGS.—Upon an application made pursuant to sub-
section (b), the Foreign Intelligence Surveillance Court shall
enter an ex parte order as requested or as modified by the
Court approving the acquisition if the Court finds that—

(A) the application has been made by a Federal officer
and approved by the Attorney General,

(B) on the basis of the facts submitted by the appli-
cant, for the United States person who is the target of the
acquisition, there is probable cause to believe that the tar-
get is—

(i) a person reasonably believed to be located out-
side the United States; and

(i1) a foreign power, an agent of a foreign power,
or an officer or employee of a foreign power;

(C) the proposed minimization procedures meet the
definition of minimization procedures under section 101(h)
or 301(4), as appropriate; and

(D) the application that has been filed contains all
statements and certifications required by subsection (b)
and the certification or certifications are not clearly erro-
neous on the basis of the statement made under subsection
(b)1)(F)v) and any other information furnished under
subsection (b)(3).

(2) PROBABLE CAUSE.—In determining whether or not prob-
able cause exists for purposes of paragraph (1)(B), a judge hav-
ing jurisdiction under subsection (a)(1) may consider past ac-
tivities of the target and facts and circumstances relating to
current or future activities of the target. No United States per-
son may be considered a foreign power, agent of a foreign
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power, or officer or employee of a foreign power solely upon the
basis of activities protected by the first amendment to the Con-
stitution of the United States.

(3) REVIEW.—

(A) LIMITATION ON REVIEW.—Review by a judge having
jurisdiction under subsection (a)(1) shall be limited to that
required to make the findings described in paragraph (1).

(B) REVIEW OF PROBABLE CAUSE.—If the judge deter-
mines that the facts submitted under subsection (b) are in-
sufficient to establish probable cause under paragraph
(1)(B), the judge shall enter an order so stating and pro-
vide a written statement for the record of the reasons for
the determination. The Government may appeal an order
under this subparagraph pursuant to subsection (f).

(C) REVIEW OF MINIMIZATION PROCEDURES.—If the
judge determines that the proposed minimization proce-
dures referred to in paragraph (1)(C) do not meet the defi-
nition of minimization procedures under section 101(h) or
301(4), as appropriate, the judge shall enter an order so
stating and provide a written statement for the record of
the reasons for the determination. The Government may
appeal an order under this subparagraph pursuant to sub-
section (f).

(D) REVIEW OF CERTIFICATION.—If the judge deter-
mines that an application pursuant to subsection (b) does
not contain all of the required elements, or that the certifi-
cation or certifications are clearly erroneous on the basis
of the statement made under subsection (b)(1)(F)(v) and
any other information furnished under subsection (b)(3),
the judge shall enter an order so stating and provide a
written statement for the record of the reasons for the de-
termination. The Government may appeal an order under
this subparagraph pursuant to subsection (f).

(4) SPECIFICATIONS.—An order approving an acquisition
under this subsection shall specify—

(A) the identity, if known, or a description of the
United States person who is the target of the acquisition
identified or described in the application pursuant to sub-
section (b)(1)(B);

(B) if provided in the application pursuant to sub-
section (b)(1)(H), the nature and location of each of the fa-
cilities or places at which the acquisition will be directed,;

(C) the nature of the information sought to be ac-
quired and the type of communications or activities to be
subjected to acquisition;

(D) a summary of the means by which the acquisition
will be conducted and whether physical entry is required
to effect the acquisition; and

(E) the period of time during which the acquisition is
approved.

(5) DIRECTIVES.—An order approving an acquisition under
this subsection shall direct—
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(A) that the minimization procedures referred to in
paragraph (1)(C), as approved or modified by the Court, be
followed;

(B) if applicable, an electronic communication service
provider to provide to the Government forthwith all infor-
mation, facilities, or assistance necessary to accomplish the
acquisition authorized under such order in a manner that
will protect the secrecy of the acquisition and produce a
minimum of interference with the services that such elec-
tronic communication service provider is providing to the
target of the acquisition;

(C) if applicable, an electronic communication service
provider to maintain under security procedures approved
by the Attorney General any records concerning the acqui-
sition or the aid furnished that such electronic communica-
tion service provider wishes to maintain; and

(D) if applicable, that the Government compensate, at
the prevailing rate, such electronic communication service
provider for providing such information, facilities, or as-
sistance.

(6) DURATION.—An order approved under this subsection
shall be effective for a period not to exceed 90 days and such
order may be renewed for additional 90-day periods upon sub-
mission of renewal applications meeting the requirements of
subsection (b).

(7) COMPLIANCE.—At or prior to the end of the period of
time for which an acquisition is approved by an order or exten-
sion under this section, the judge may assess compliance with
the minimization procedures referred to in paragraph (1)(C) by
reviewing the circumstances under which information con-
cerning United States persons was acquired, retained, or dis-
seminated.

(d) EMERGENCY AUTHORIZATION.—

(1) AUTHORITY FOR EMERGENCY AUTHORIZATION.—Notwith-
standing any other provision of this Act, if the Attorney Gen-
eral reasonably determines that—

(A) an emergency situation exists with respect to the
acquisition of foreign intelligence information for which an
order may be obtained under subsection (c) before an order
authorizing such acquisition can with due diligence be ob-
tained, and

(B) the factual basis for issuance of an order under
this subsection to approve such acquisition exists,

the Attorney General may authorize such acquisition if a judge
having jurisdiction under subsection (a)(1) is informed by the
Attorney General, or a designee of the Attorney General, at the
time of such authorization that the decision has been made to
conduct such acquisition and if an application in accordance
with this section is made to a judge of the Foreign Intelligence
Surveillance Court as soon as practicable, but not more than
7 days after the Attorney General authorizes such acquisition.

(2) MINIMIZATION PROCEDURES.—If the Attorney General
authorizes an acquisition under paragraph (1), the Attorney
General shall require that the minimization procedures re-
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ferred to in subsection (c)(1)(C) for the issuance of a judicial
order be followed.

(3) TERMINATION OF EMERGENCY AUTHORIZATION.—In the
absence of a judicial order approving an acquisition under
paragraph (1), such acquisition shall terminate when the infor-
mation sought is obtained, when the application for the order
is denied, or after the expiration of 7 days from the time of au-
thorization by the Attorney General, whichever is earliest.

(4) USE OF INFORMATION.—If an application for approval
submitted pursuant to paragraph (1) is denied, or in any other
case where the acquisition is terminated and no order is issued
approving the acquisition, no information obtained or evidence
derived from such acquisition, except under circumstances in
which the target of the acquisition is determined not to be a
United States person, shall be received in evidence or other-
wise disclosed in any trial, hearing, or other proceeding in or
before any court, grand jury, department, office, agency, regu-
latory body, legislative committee, or other authority of the
United States, a State, or political subdivision thereof, and no
information concerning any United States person acquired
from such acquisition shall subsequently be used or disclosed
in any other manner by Federal officers or employees without
the consent of such person, except with the approval of the At-
torney General if the information indicates a threat of death
or serious bodily harm to any person.

(e) RELEASE FROM LIABILITY.—No cause of action shall lie in

any court against any electronic communication service provider for
providing any information, facilities, or assistance in accordance
with an order or request for emergency assistance issued pursuant
to subsection (c) or (d), respectively.

(f) APPEAL.—

(1) APPEAL TO THE FOREIGN INTELLIGENCE SURVEILLANCE
COURT OF REVIEW.—The Government may file a petition with
the Foreign Intelligence Surveillance Court of Review for re-
view of an order issued pursuant to subsection (c). The Court
of Review shall have jurisdiction to consider such petition and
shall provide a written statement for the record of the reasons
for a decision under this paragraph.

(2) CERTIORARI TO THE SUPREME COURT.—The Government
may file a petition for a writ of certiorari for review of a deci-
sion of the Court of Review issued under paragraph (1). The
record for such review shall be transmitted under seal to the
Supreme Court of the United States, which shall have jurisdic-
tion to review such decision.

(g) CONSTRUCTION.—Except as provided in this section, nothing

in this Act shall be construed to require an application for a court
order for an acquisition that is targeted in accordance with this
section at a United States person reasonably believed to be located
outside the United States.

SEC. 704. [50 U.S.C. 1881c] OTHER ACQUISITIONS TARGETING UNITED

STATES PERSONS OUTSIDE THE UNITED STATES.
(a) JURISDICTION AND SCOPE.—
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(1) JurispICTION.—The Foreign Intelligence Surveillance
Court shall have jurisdiction to enter an order pursuant to sub-
section (c).

(2) ScOPE.—No element of the intelligence community may
intentionally target, for the purpose of acquiring foreign intel-
ligence information, a United States person reasonably be-
lieved to be located outside the United States under cir-
cumstances in which the targeted United States person has a
reasonable expectation of privacy and a warrant would be re-
quired if the acquisition were conducted inside the United
States for law enforcement purposes, unless a judge of the For-
eign Intelligence Surveillance Court has entered an order with
respect to such targeted United States person or the Attorney
General has authorized an emergency acquisition pursuant to
sAubsection (c) or (d), respectively, or any other provision of this

ct.

(3) LIMITATIONS.—

(A) MOVING OR MISIDENTIFIED TARGETS.—If a United
States person targeted under this subsection is reasonably
believed to be located in the United States during the ef-
fective period of an order issued pursuant to subsection (c),
an acquisition targeting such United States person under
this section shall cease unless the targeted United States
person is again reasonably believed to be located outside
the United States during the effective period of such order.

(B) ApPLICABILITY.—If an acquisition for foreign intel-
ligence purposes is to be conducted inside the United
States and could be authorized under section 703, the ac-
quisition may only be conducted if authorized under sec-
tion 703 or in accordance with another provision of this
Act other than this section.

(C) CoNsTRUCTION.—Nothing in this paragraph shall
be construed to limit the authority of the Government to
seek an order or authorization under, or otherwise engage
in any activity that is authorized under, any other title of
this Act.

(b) APPLICATION.—Each application for an order under this sec-

tion shall be made by a Federal officer in writing upon oath or af-
firmation to a judge having jurisdiction under subsection (a)(1).
Each application shall require the approval of the Attorney General
based upon the Attorney General’s finding that it satisfies the cri-
teria and requirements of such application as set forth in this sec-
tion and shall include—

(1) the identity of the Federal officer making the applica-
tion;

(2) the identity, if known, or a description of the specific
United States person who is the target of the acquisition;

(3) a statement of the facts and circumstances relied upon
to justify the applicant’s belief that the United States person
who is the target of the acquisition is—

(A) a person reasonably believed to be located outside
the United States; and

(B) a foreign power, an agent of a foreign power, or an
officer or employee of a foreign power;
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(4) a statement of proposed minimization procedures that
meet the definition of minimization procedures under section
101(h) or 301(4), as appropriate;

(5) a certification made by the Attorney General, an official
specified in section 104(a)(6), or the head of an element of the
intelligence community that—

(A) the certifying official deems the information sought
to be foreign intelligence information; and

(B) a significant purpose of the acquisition is to obtain
foreign intelligence information;

(6) a statement of the facts concerning any previous appli-
cations that have been made to any judge of the Foreign Intel-
ligence Surveillance Court involving the United States person
specified in the application and the action taken on each pre-
vious application; and

(7) a statement of the period of time for which the acquisi-
tion is required to be maintained, provided that such period of
time shall not exceed 90 days per application.

(c) ORDER.—

(1) FINDINGS.—Upon an application made pursuant to sub-
section (b), the Foreign Intelligence Surveillance Court shall
enter an ex parte order as requested or as modified by the
Court if the Court finds that—

(A) the application has been made by a Federal officer
and approved by the Attorney General,

(B) on the basis of the facts submitted by the appli-
cant, for the United States person who is the target of the
acquisition, there is probable cause to believe that the tar-
get is—

(i) a person reasonably believed to be located out-
side the United States; and

(i1) a foreign power, an agent of a foreign power,
or an officer or employee of a foreign power;

(C) the proposed minimization procedures, with re-
spect to their dissemination provisions, meet the definition
of minimization procedures under section 101(h) or 301(4),
as appropriate; and

(D) the application that has been filed contains all
statements and certifications required by subsection (b)
and the certification provided under subsection (b)(5) is not
clearly erroneous on the basis of the information furnished
under subsection (b).

(2) PROBABLE CAUSE.—In determining whether or not prob-
able cause exists for purposes of paragraph (1)(B), a judge hav-
ing jurisdiction under subsection (a)(1) may consider past ac-
tivities of the target and facts and circumstances relating to
current or future activities of the target. No United States per-
son may be considered a foreign power, agent of a foreign
power, or officer or employee of a foreign power solely upon the
basis of activities protected by the first amendment to the Con-
stitution of the United States.

(3) REVIEW.—

(A) LIMITATIONS ON REVIEW.—Review by a judge hav-
ing jurisdiction under subsection (a)(1) shall be limited to
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that required to make the findings described in paragraph

(1). The judge shall not have jurisdiction to review the

means by which an acquisition under this section may be

conducted.

(B) REVIEW OF PROBABLE CAUSE.—If the judge deter-
mines that the facts submitted under subsection (b) are in-
sufficient to establish probable cause to issue an order
under this subsection, the judge shall enter an order so
stating and provide a written statement for the record of
the reasons for such determination. The Government may
appeal an order under this subparagraph pursuant to sub-
section (e).

(C) REVIEW OF MINIMIZATION PROCEDURES.—If the
judge determines that the minimization procedures appli-
cable to dissemination of information obtained through an
acquisition under this subsection do not meet the defini-
tion of minimization procedures under section 101(h) or
301(4), as appropriate, the judge shall enter an order so
stating and provide a written statement for the record of
the reasons for such determination. The Government may
appeal an order under this subparagraph pursuant to sub-
section (e).

(D) SCOPE OF REVIEW OF CERTIFICATION.—If the judge
determines that an application under subsection (b) does
not contain all the required elements, or that the certifi-
cation provided under subsection (b)(5) is clearly erroneous
on the basis of the information furnished under subsection
(b), the judge shall enter an order so stating and provide
a written statement for the record of the reasons for such
determination. The Government may appeal an order
under this subparagraph pursuant to subsection (e).

(4) DURATION.—An order under this paragraph shall be ef-
fective for a period not to exceed 90 days and such order may
be renewed for additional 90-day periods upon submission of
renewal applications meeting the requirements of subsection
(b).

(5) COMPLIANCE.—At or prior to the end of the period of
time for which an order or extension is granted under this sec-
tion, the judge may assess compliance with the minimization
procedures referred to in paragraph (1)(C) by reviewing the cir-
cumstances under which information concerning United States
persons was disseminated, provided that the judge may not in-
quire into the circumstances relating to the conduct of the ac-
quisition.

(d) EMERGENCY AUTHORIZATION.—

(1) AUTHORITY FOR EMERGENCY AUTHORIZATION.—Notwith-
standing any other provision of this section, if the Attorney
General reasonably determines that—

(A) an emergency situation exists with respect to the
acquisition of foreign intelligence information for which an
order may be obtained under subsection (c) before an order
under that subsection can, with due diligence, be obtained,
and
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(B) the factual basis for the issuance of an order under
this section exists,

the Attorney General may authorize the emergency acquisition
if a judge having jurisdiction under subsection (a)(1) is in-
formed by the Attorney General or a designee of the Attorney
General at the time of such authorization that the decision has
been made to conduct such acquisition and if an application in
accordance with this section is made to a judge of the Foreign
Intelligence Surveillance Court as soon as practicable, but not
more than 7 days after the Attorney General authorizes such
acquisition.

(2) MINIMIZATION PROCEDURES.—If the Attorney General
authorizes an emergency acquisition under paragraph (1), the
Attorney General shall require that the minimization proce-
dures referred to in subsection (c)(1)(C) be followed.

(3) TERMINATION OF EMERGENCY AUTHORIZATION.—In the
absence of an order under subsection (c), an emergency acquisi-
tion under paragraph (1) shall terminate when the information
sought is obtained, if the application for the order is denied, or
after the expiration of 7 days from the time of authorization by
the Attorney General, whichever is earliest.

(4) USE OF INFORMATION.—If an application submitted to
the Court pursuant to paragraph (1) is denied, or in any other
case where the acquisition is terminated and no order with re-
spect to the target of the acquisition is issued under subsection
(¢), no information obtained or evidence derived from such ac-
quisition, except under circumstances in which the target of
the acquisition is determined not to be a United States person,
shall be received in evidence or otherwise disclosed in any
trial, hearing, or other proceeding in or before any court, grand
jury, department, office, agency, regulatory body, legislative
committee, or other authority of the United States, a State, or
political subdivision thereof, and no information concerning
any United States person acquired from such acquisition shall
subsequently be used or disclosed in any other manner by Fed-
eral officers or employees without the consent of such person,
except with the approval of the Attorney General if the infor-
mation indicates a threat of death or serious bodily harm to
any person.

(e) APPEAL.—

(1) APPEAL TO THE COURT OF REVIEW.—The Government
may file a petition with the Foreign Intelligence Surveillance
Court of Review for review of an order issued pursuant to sub-
section (¢). The Court of Review shall have jurisdiction to con-
sider such petition and shall provide a written statement for
the record of the reasons for a decision under this paragraph.

(2) CERTIORARI TO THE SUPREME COURT.—The Government
may file a petition for a writ of certiorari for review of a deci-
sion of the Court of Review issued under paragraph (1). The
record for such review shall be transmitted under seal to the
Supreme Court of the United States, which shall have jurisdic-
tion to review such decision.
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SEC. 705. [50 U.S.C. 1881d] JOINT APPLICATIONS AND CONCURRENT
AUTHORIZATIONS.

(a) JOINT APPLICATIONS AND ORDERS.—If an acquisition tar-
geting a United States person under section 703 or 704 is proposed
to be conducted both inside and outside the United States, a judge
having jurisdiction under section 703(a)(1) or 704(a)(1) may issue
simultaneously, upon the request of the Government in a joint ap-
plication complying with the requirements of sections 703(b) and
704(b), orders under sections 703(c) and 704(c), as appropriate.

(b) CONCURRENT AUTHORIZATION.—If an order authorizing elec-
tronic surveillance or physical search has been obtained under sec-
tion 105 or 304, the Attorney General may authorize, for the effec-
tive period of that order, without an order under section 703 or
704, the targeting of that United States person for the purpose of
acquiring foreign intelligence information while such person is rea-
sonably believed to be located outside the United States.

SEC. 706. [50 U.S.C. 1881e]l USE OF INFORMATION ACQUIRED UNDER
TITLE VII.

(a) INFORMATION ACQUIRED UNDER SECTION 702.—Information
acquired from an acquisition conducted under section 702 shall be
deemed to be information acquired from an electronic surveillance
pursuant to title I for purposes of section 106, except for the pur-
poses of subsection (j) of such section.

(b) INFORMATION ACQUIRED UNDER SECTION 703.—Information
acquired from an acquisition conducted under section 703 shall be
deemed to be information acquired from an electronic surveillance
pursuant to title I for purposes of section 106.

SEC. 707. [50 U.S.C. 1881f] CONGRESSIONAL OVERSIGHT.

(a) SEMIANNUAL REPORT.—Not less frequently than once every
6 months, the Attorney General shall fully inform, in a manner
consistent with national security, the congressional intelligence
committees and the Committees on the Judiciary of the Senate and
the House of Representatives, consistent with the Rules of the
House of Representatives, the Standing Rules of the Senate, and
Senate Resolution 400 of the 94th Congress or any successor Sen-
ate resolution, concerning the implementation of this title.

(b) CoNTENT.—Each report under subsection (a) shall include—

(1) with respect to section 702—

(A) any certifications submitted in accordance with
section 702(g) during the reporting period;

(B) with respect to each determination under section
702(c)(2), the reasons for exercising the authority under
such section;

(C) any directives issued under section 702(h) during
the reporting period;

(D) a description of the judicial review during the re-
porting period of such certifications and targeting and
minimization procedures adopted in accordance with sub-
sections (d) and (e) of section 702 and utilized with respect
to an acquisition under such section, including a copy of an
order or pleading in connection with such review that con-
tains a significant legal interpretation of the provisions of
section 702;
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(E) any actions taken to challenge or enforce a direc-
tive under paragraph (4) or (5) of section 702(h);

(F) any compliance reviews conducted by the Attorney
General or the Director of National Intelligence of acquisi-
tions authorized under section 702(a);

(G) a description of any incidents of noncompliance—

(i) with a directive issued by the Attorney General
and the Director of National Intelligence under section

702(h), including incidents of noncompliance by a spec-

ified person to whom the Attorney General and Direc-

tor of National Intelligence issued a directive under
section 702(h); and

(i1) by an element of the intelligence community
with procedures and guidelines adopted in accordance
with subsections (d), (e), and (f) of section 702; and

(H) any procedures implementing section 702;

(2) with respect to section 703—

(A) the total number of applications made for orders
under section 703(b);

(B) the total number of such orders—

(i) granted,;
(i1) modified; and
(ii1) denied; and

(C) the total number of emergency acquisitions author-
ized by the Attorney General under section 703(d) and the
total number of subsequent orders approving or denying
such acquisitions; and
(3) with respect to section 704—

(A) the total number of applications made for orders
under section 704(b);

(B) the total number of such orders—

(1) granted,;
(i1) modified; and
(iii) denied; and

(C) the total number of emergency acquisitions author-
ized by the Attorney General under section 704(d) and the
total number of subsequent orders approving or denying
such applications.

SEC. 708. [50 U.S.C. 1881g] SAVINGS PROVISION.

Nothing in this title shall be construed to limit the authority
of the Government to seek an order or authorization under, or oth-
erwise engage in any activity that is authorized under, any other
title of this Act.

Note: Sections 403(b) and 404 of Public Law 110-261 provide as follows:

SEC. 403. REPEALS.

(a) * * *
(b) FISA AMENDMENTS ACT OF 2008.—

(1) IN GENERAL.—Except as provided in section 404, effective December 31,
2012, title VII of the Foreign Intelligence Surveillance Act of 1978, as amended
by section 101(a), is repealed.

(2) TECHNICAL AND CONFORMING AMENDMENTS.—Effective December 31,
2012—
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(A) the table of contents in the first section of such Act (50 U.S.C. 1801
et seq.) is amended by striking the items related to title VII;

(B) except as provided in section 404, section 601(a)(1) of such Act (50
U.S.C. 1871(a)(1)) is amended to read as such section read on the day be-
fore the date of the enactment of this Act; and

(C) except as provided in section 404, section 2511(2)(a)ii)(A) of title
18, United States Code, is amended by striking “or a court order pursuant
to section 704 of the Foreign Intelligence Surveillance Act of 1978”.

SEC. 404. TRANSITION PROCEDURES.

(a) TRANSITION PROCEDURES FOR PROTECT AMERICA ACT OF 2007 PROVISIONS.—

(1) CONTINUED EFFECT OF ORDERS, AUTHORIZATIONS, DIRECTIVES.—Except as
provided in paragraph (7), notwithstanding any other provision of law, any
order, authorization, or directive issued or made pursuant to section 105B of the
Foreign Intelligence Surveillance Act of 1978, as added by section 2 of the Pro-
tect America Act of 2007 (Public Law 110-55; 121 Stat. 552), shall continue in
effect until the expiration of such order, authorization, or directive.

(2) APPLICABILITY OF PROTECT AMERICA ACT OF 2007 TO CONTINUED ORDERS,
AUTHORIZATIONS, DIRECTIVES.—Notwithstanding any other provision of this Act,
any amendment made by this Act, or the Foreign Intelligence Surveillance Act
of 1978 (50 U.S.C. 1801 et seq.)—

(A) subject to paragraph (3), section 105A of such Act, as added by sec-
tion 2 of the Protect America Act of 2007 (Public Law 110-55; 121 Stat.
552), shall continue to apply to any acquisition conducted pursuant to an
order, authorization, or directive referred to in paragraph (1); and

(B) sections 105B and 105C of the Foreign Intelligence Surveillance Act
of 1978, as added by sections 2 and 3, respectively, of the Protect America
Act of 2007, shall continue to apply with respect to an order, authorization,
or directive referred to in paragraph (1) until the later of—

(i) the expiration of such order, authorization, or directive; or
(i1) the date on which final judgment is entered for any petition or
other litigation relating to such order, authorization, or directive.

(3) USE OF INFORMATION.—Information acquired from an acquisition con-
ducted pursuant to an order, authorization, or directive referred to in paragraph
(1) shall be deemed to be information acquired from an electronic surveillance
pursuant to title I of the Foreign Intelligence Surveillance Act of 1978 (50
U.S.C. 1801 et seq.) for purposes of section 106 of such Act (50 U.S.C. 1806),
except for purposes of subsection (j) of such section.

(4) PROTECTION FROM LIABILITY.—Subsection (1) of section 105B of the For-
eign Intelligence Surveillance Act of 1978, as added by section 2 of the Protect
America Act of 2007, shall continue to apply with respect to any directives
issued pursuant to such section 105B.

(5) JURISDICTION OF FOREIGN INTELLIGENCE SURVEILLANCE COURT.—Not-
withstanding any other provision of this Act or of the Foreign Intelligence Sur-
veillance Act of 1978 (50 U.S.C. 1801 et seq.), section 103(e) of the Foreign In-
telligence Surveillance Act (50 U.S.C. 1803(e)), as amended by section 5(a) of
the Protect America Act of 2007 (Public Law 110-55; 121 Stat. 556), shall con-
tinue to apply with respect to a directive issued pursuant to section 105B of the
Foreign Intelligence Surveillance Act of 1978, as added by section 2 of the Pro-
tect America Act of 2007, until the later of—

(A) the expiration of all orders, authorizations, or directives referred to
in paragraph (1); or

(B) the date on which final judgment is entered for any petition or
other litigation relating to such order, authorization, or directive.

(6) REPORTING REQUIREMENTS.—

(A) CONTINUED APPLICABILITY.—Notwithstanding any other provision of
this Act, any amendment made by this Act, the Protect America Act of 2007
(Public Law 110-55), or the Foreign Intelligence Surveillance Act of 1978
(50 U.S.C. 1801 et seq.), section 4 of the Protect America Act of 2007 shall
continue to apply until the date that the certification described in subpara-
graph (B) is submitted.

(B) CERTIFICATION.—The certification described in this subparagraph is
a certification—

(i) made by the Attorney General;
(i1) submitted as part of a semi-annual report required by section

4 of the Protect America Act of 2007;

(iii) that states that there will be no further acquisitions carried
out under section 105B of the Foreign Intelligence Surveillance Act of
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1978, as added by section 2 of the Protect America Act of 2007, after
the date of such certification; and

(iv) that states that the information required to be included under
such section 4 relating to any acquisition conducted under such section
105B has been included in a semi-annual report required by such sec-

tion 4.

(7) REPLACEMENT OF ORDERS, AUTHORIZATIONS, AND DIRECTIVES.—

(A) IN GENERAL.—If the Attorney General and the Director of National
Intelligence seek to replace an authorization issued pursuant to section
105B of the Foreign Intelligence Surveillance Act of 1978, as added by sec-
tion 2 of the Protect America Act of 2007 (Public Law 110-55), with an au-
thorization under section 702 of the Foreign Intelligence Surveillance Act
of 1978 (as added by section 101(a) of this Act), the Attorney General and
the Director of National Intelligence shall, to the extent practicable, submit
to the Foreign Intelligence Surveillance Court (as such term is defined in
section 701(b)(2) of such Act (as so added)) a certification prepared in ac-
cordance with subsection (g) of such section 702 and the procedures adopted
in accordance with subsections (d) and (e) of such section 702 at least 30
days before the expiration of such authorization.

(B) CONTINUATION OF EXISTING ORDERS.—If the Attorney General and
the Director of National Intelligence seek to replace an authorization made
pursuant to section 105B of the Foreign Intelligence Surveillance Act of
1978, as added by section 2 of the Protect America Act of 2007 (Public Law
110-55; 121 Stat. 522), by filing a certification in accordance with subpara-
graph (A), that authorization, and any directives issued thereunder and any
order related thereto, shall remain in effect, notwithstanding the expiration
provided for in subsection (a) of such section 105B, until the Foreign Intel-
ligence Surveillance Court (as such term is defined in section 701(b)(2) of
the Foreign Intelligence Surveillance Act of 1978 (as so added)) issues an
order with respect to that certification under section 702(i)(3) of such Act
(as so added) at which time the provisions of that section and of section
702(1)(4) of such Act (as so added) shall apply.

(8) EFFECTIVE DATE.—Paragraphs (1) through (7) shall take effect as if en-
acted on August 5, 2007.
(b) TRANSITION PROCEDURES FOR FISA AMENDMENTS ACT OF 2008 PROVI-

SIONS.—

(1) ORDERS IN EFFECT ON DECEMBER 31, 2012.—Notwithstanding any other
provision of this Act, any amendment made by this Act, or the Foreign Intel-
ligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.), any order, authoriza-
tion, or directive issued or made under title VII of the Foreign Intelligence Sur-
veillance Act of 1978, as amended by section 101(a), shall continue in effect
until the date of the expiration of such order, authorization, or directive.

(2) APPLICABILITY OF TITLE VII OF FISA TO CONTINUED ORDERS, AUTHORIZA-
TIONS, DIRECTIVES.—Notwithstanding any other provision of this Act, any
amendment made by this Act, or the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1801 et seq.), with respect to any order, authorization, or direc-
tive referred to in paragraph (1), title VII of such Act, as amended by section
101(a), shall continue to apply until the later of—

(A) the expiration of such order, authorization, or directive; or

(B) the date on which final judgment is entered for any petition or
other litigation relating to such order, authorization, or directive.

(3) CHALLENGE OF DIRECTIVES; PROTECTION FROM LIABILITY; USE OF INFOR-
MATION.—Notwithstanding any other provision of this Act or of the Foreign In-
telligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.)—

(A) section 103(e) of such Act, as amended by section 403(a)(1)(B)Gi),
shall continue to apply with respect to any directive issued pursuant to sec-
tion 702(h) of such Act, as added by section 101(a);

(B) section 702(h)(3) of such Act (as so added) shall continue to apply
with respect to any directive issued pursuant to section 702(h) of such Act
(as so added);

(C) section 703(e) of such Act (as so added) shall continue to apply with
respect to an order or request for emergency assistance under that section;

(D) section 706 of such Act (as so added) shall continue to apply to an
ac::clluisition conducted under section 702 or 703 of such Act (as so added);
an

(E) section 2511(2)(a)(ii)(A) of title 18, United States Code, as amended
by section 101(c)(1), shall continue to apply to an order issued pursuant to



April 24, 2012

FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978 Sec. 801

section 704 of the Foreign Intelligence Surveillance Act of 1978, as added

by section 101(a).

(4) REPORTING REQUIREMENTS.—

(A) CONTINUED APPLICABILITY.—Notwithstanding any other provision of

this Act or of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.

1801 et seq.), section 601(a) of such Act (50 U.S.C. 1871(a)), as amended

by section 101(c)(2), and sections 702(1) and 707 of such Act, as added by

section 101(a), shall continue to apply until the date that the certification
described in subparagraph (B) is submitted.
(B) CERTIFICATION.—The certification described in this subparagraph is

a certification—

(i) made by the Attorney General;

(i1) submitted to the Select Committee on Intelligence of the Sen-
ate, the Permanent Select Committee on Intelligence of the House of
Representatives, and the Committees on the Judiciary of the Senate
and the House of Representatives;

(iii) that states that there will be no further acquisitions carried
out under title VII of the Foreign Intelligence Surveillance Act of 1978,
as amended by section 101(a), after the date of such certification; and

(iv) that states that the information required to be included in a
review, assessment, or report under section 601 of such Act, as amend-
ed by section 101(c), or section 702(1) or 707 of such Act, as added by
section 101(a), relating to any acquisition conducted under title VII of
such Act, as amended by section 101(a), has been included in a review,
assessment, or report under such section 601, 702(1), or 707.

(5) TRANSITION PROCEDURES CONCERNING THE TARGETING OF UNITED STATES
PERSONS OVERSEAS.—Any authorization in effect on the date of enactment of
this Act under section 2.5 of Executive Order 12333 to intentionally target a
United States person reasonably believed to be located outside the United
States shall continue in effect, and shall constitute a sufficient basis for con-
ducting such an acquisition targeting a United States person located outside the
United States until the earlier of—

(A) the date that authorization expires; or
(B) the date that is 90 days after the date of the enactment of this Act.

TITLE VIII—PROTECTION OF PERSONS

ASSISTING THE GOVERNMENT

SEC. 801. [50 U.S.C. 1885] DEFINITIONS.

In this title:

(1) ASSISTANCE.—The term “assistance” means the provi-
sion of, or the provision of access to, information (including
communication contents, communications records, or other in-
formation relating to a customer or communication), facilities,
or another form of assistance.

(2) CiviL ACTION.—The term “civil action” includes a cov-
ered civil action.

(3) CONGRESSIONAL INTELLIGENCE COMMITTEES.—The term
“congressional intelligence committees” means—

(A) the Select Committee on Intelligence of the Senate;
and

(B) the Permanent Select Committee on Intelligence of
the House of Representatives.

(4) CONTENTS.—The term “contents” has the meaning
given that term in section 101(n).

(5) COVERED CIVIL ACTION.—The term “covered civil action”
means a civil action filed in a Federal or State court that—
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(A) alleges that an electronic communication service
provider furnished assistance to an element of the intel-
ligence community; and

(B) seeks monetary or other relief from the electronic
communication service provider related to the provision of
such assistance.

(6) ELECTRONIC COMMUNICATION SERVICE PROVIDER.—The

term “electronic communication service provider” means—

(A) a telecommunications carrier, as that term is de-
fined in section 3 of the Communications Act of 1934 (47
U.S.C. 153);

(B) a provider of electronic communication service, as
that term is defined in section 2510 of title 18, United
States Code;

(C) a provider of a remote computing service, as that
gerén is defined in section 2711 of title 18, United States

ode;

(D) any other communication service provider who has
access to wire or electronic communications either as such
communications are transmitted or as such communica-
tions are stored;

(E) a parent, subsidiary, affiliate, successor, or as-
signee of an entity described in subparagraph (A), (B), (C),
or (D); or

(F) an officer, employee, or agent of an entity de-
scribed in subparagraph (A), (B), (C), (D), or (E).

(7) INTELLIGENCE COMMUNITY.—The term “intelligence

community” has the meaning given the term in section 3(4) of
the National Security Act of 1947 (50 U.S.C. 401a(4)).

(8) PERSON.—The term “person” means—
(A) an electronic communication service provider; or
(B) a landlord, custodian, or other person who may be
authorized or required to furnish assistance pursuant to—

(1) an order of the court established under section
103(a) directing such assistance;

(ii) a certification in writing under section
2511(2)(a)(ii)(B) or 2709(b) of title 18, United States
Code; or

(iii) a directive under section 102(a)(4), 105B(e), as
added by section 2 of the Protect America Act of 2007
(Public Law 110-55), or 702(h).

(9) STATE.—The term “State” means any State, political

subdivision of a State, the Commonwealth of Puerto Rico, the
District of Columbia, and any territory or possession of the
United States, and includes any officer, public utility commis-
sion, or other body authorized to regulate an electronic commu-
nication service provider.

SEC. 802. [50 U.S.C. 1885a] PROCEDURES FOR IMPLEMENTING STATU-

TORY DEFENSES.

(a) REQUIREMENT FOR CERTIFICATION.—Notwithstanding any
other provision of law, a civil action may not lie or be maintained
in a Federal or State court against any person for providing assist-
ance to an element of the intelligence community, and shall be
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promptly dismissed, if the Attorney General certifies to the district
court of the United States in which such action is pending that—

(1) any assistance by that person was provided pursuant
to an order of the court established under section 103(a) direct-
ing such assistance;

(2) any assistance by that person was provided pursuant
to a certification in writing under section 2511(2)(a)(ii)(B) or
2709(b) of title 18, United States Code;

(3) any assistance by that person was provided pursuant
to a directive under section 102(a)(4), 105B(e), as added by sec-
tion 2 of the Protect America Act of 2007 (Public Law 110-55),
or 702(h) directing such assistance;

(4) in the case of a covered civil action, the assistance al-
leged to have been provided by the electronic communication
service provider was—

(A) in connection with an intelligence activity involv-
ing communications that was—

(1) authorized by the President during the period
beginning on September 11, 2001, and ending on Jan-
uary 17, 2007; and

(i1) designed to detect or prevent a terrorist at-
tack, or activities in preparation for a terrorist attack,
against the United States; and
(B) the subject of a written request or directive, or a

series of written requests or directives, from the Attorney

General or the head of an element of the intelligence com-

munity (or the deputy of such person) to the electronic

communication service provider indicating that the activity
was—

(1) authorized by the President; and

(ii) determined to be lawful; or

(5) the person did not provide the alleged assistance.

(b) JUDICIAL REVIEW.—

(1) REVIEW OF CERTIFICATIONS.—A certification under sub-
section (a) shall be given effect unless the court finds that such
certification is not supported by substantial evidence provided
to the court pursuant to this section.

(2) SUPPLEMENTAL MATERIALS.—In its review of a certifi-
cation under subsection (a), the court may examine the court
order, certification, written request, or directive described in
subsection (a) and any relevant court order, certification, writ-
ten request, or directive submitted pursuant to subsection (d).
(¢) LIMITATIONS ON DiSCLOSURE.—If the Attorney General files

a declaration under section 1746 of title 28, United States Code,
that disclosure of a certification made pursuant to subsection (a) or
the supplemental materials provided pursuant to subsection (b) or
(d) would harm the national security of the United States, the
court shall—

(1) review such certification and the supplemental mate-
rials in camera and ex parte; and

(2) limit any public disclosure concerning such certification
and the supplemental materials, including any public order fol-
lowing such in camera and ex parte review, to a statement as
to whether the case is dismissed and a description of the legal

April 24, 2012
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standards that govern the order, without disclosing the para-

graph of subsection (a) that is the basis for the certification.

(d) ROLE OF THE PARTIES.—Any plaintiff or defendant in a civil
action may submit any relevant court order, certification, written
request, or directive to the district court referred to in subsection
(a) for review and shall be permitted to participate in the briefing
or argument of any legal issue in a judicial proceeding conducted
pursuant to this section, but only to the extent that such participa-
tion does not require the disclosure of classified information to such
party. To the extent that classified information is relevant to the
proceeding or would be revealed in the determination of an issue,
the court shall review such information in camera and ex parte,
and shall issue any part of the court’s written order that would re-
veal classified information in camera and ex parte and maintain
such part under seal.

(e) NONDELEGATION.—The authority and duties of the Attorney
General under this section shall be performed by the Attorney Gen-
eral (or Acting Attorney General) or the Deputy Attorney General.

(f) APPEAL.—The courts of appeals shall have jurisdiction of ap-
peals from interlocutory orders of the district courts of the United
States granting or denying a motion to dismiss or for summary
judgment under this section.

(g) REMOVAL.—A civil action against a person for providing as-
sistance to an element of the intelligence community that is
brought in a State court shall be deemed to arise under the Con-
stitution and laws of the United States and shall be removable
under section 1441 of title 28, United States Code.

(h) RELATIONSHIP TO OTHER LAWS.—Nothing in this section
shall be construed to limit any otherwise available immunity, privi-
lege, or defense under any other provision of law.

(1) ApPPLICABILITY.—This section shall apply to a civil action
pending on or filed after the date of the enactment of the FISA
Amendments Act of 2008.

SEC. 803. [50 U.S.C. 1885b] PREEMPTION.
(a) IN GENERAL.—No State shall have authority to—

(1) conduct an investigation into an electronic communica-
tion service provider’s alleged assistance to an element of the
intelligence community;

(2) require through regulation or any other means the dis-
closure of information about an electronic communication serv-
ice provider’s alleged assistance to an element of the intel-
ligence community;

(3) impose any administrative sanction on an electronic
communication service provider for assistance to an element of
the intelligence community; or

(4) commence or maintain a civil action or other pro-
ceeding to enforce a requirement that an electronic commu-
nication service provider disclose information concerning al-
leged assistance to an element of the intelligence community.
(b) Surrs BY THE UNITED STATES.—The United States may

bring suit to enforce the provisions of this section.
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(¢) JURISDICTION.—The district courts of the United States
shall have jurisdiction over any civil action brought by the United
States to enforce the provisions of this section.

(d) APPLICATION.—This section shall apply to any investigation,
action, or proceeding that is pending on or commenced after the
date of the enactment of the FISA Amendments Act of 2008.

SEC. 804. [50 U.S.C. 1885c] REPORTING.
(a) SEMIANNUAL REPORT.—Not less frequently than once every
6 months, the Attorney General shall, in a manner consistent with
national security, the Rules of the House of Representatives, the
Standing Rules of the Senate, and Senate Resolution 400 of the
94th Congress or any successor Senate resolution, fully inform the
congressional intelligence committees, the Committee on the Judi-
ciary of the Senate, and the Committee on the Judiciary of the
Holuse of Representatives concerning the implementation of this
title.
(b) CONTENT.—Each report made under subsection (a) shall in-
clude—
(1) any certifications made under section 802;
(2) a description of the judicial review of the certifications
made under section 802; and
(3) any actions taken to enforce the provisions of section
803.

[NOTE: For related provisions to FISA, see infra page 1017.]
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CLASSIFIED INFORMATION PROCEDURES ACT
(Public Law 96-456; 94 Stat. 2025; approved October 15, 1980)

[As Amended Through P.L. 111-16, Enacted May 7, 2009]

AN ACT To provide certian pretrial, trial, and appellate procedures for criminal
cases involving classified information.
Be it enacted by the Senate and House of Representatives of the
United States of America in Congress assembled,

DEFINITIONS

SECTION 1. (a) “Classified information”, as used in this Act,
means any information or material that has been determined by
the United States Government pursuant to an Executive order,
statute, or regulation, to require protection against unauthorized
disclosure for reasons of national security and any restricted data,
as defined in paragraph r. of section 11 of the Atomic Energy Act
of 1954 (42 U.S.C. 2014(y)).

(b) “National security”, as used in this Act, means the national
defense and foreign relations of the United States.

PRETRIAL CONFERENCE

SEC. 2. At any time after the filing of the indictment or infor-
mation, any party may move for a pretrial conference to consider
matters relating to classified information that may arise in connec-
tion with the prosecution. Following such motion, or on its own mo-
tion, the court shall promptly hold a pretrial conference to establish
the timing of requests for discovery, the provision of notice required
by section 5 of this Act, and the initiation of the procedure estab-
lished by section 6 of this Act. In addition, at the pretrial con-
ference the court may consider any matters which relate to classi-
fied information or which may promote a fair and expeditions trial.
No admission made by the defendant or by any attorney for the de-
fendant at such a conference may be used against the defendant
unless the admission is in writing and is signed by the defendant
and by the attorney for the defendant.

PROTECTIVE ORDERS

SEC. 3. Upon motion of the United States, the court shall issue
an order to protect against the disclosure of any classified informa-
tion disclosed by the United States to any defendant in any crimi-
nal case in a district court of the United States.

DISCOVERY OF CLASSIFIED INFORMATION BY DEFENDANTS

SEC. 4. The court, upon a sufficient showing, may authorize the
United States to delete specified items of classified information
from documents to be made available to the defendant through dis-

81



April 24, 2012

Sec. 5 CLASSIFIED INFORMATION PROCEDURES ACT 82

covery under the Federal Rules of Criminal Procedure, to sub-
stitute a summary of the information for such classified documents,
or to substitute a statement admitting relevant facts that the clas-
sified information would tend to prove. The court may permit the
United States to make a request for such authorization in the form
of a written statement to be inspected by the court alone. If the
court enters an order granting relief following such an ex parte
showing, the entire text of the statement of the United States shall
be sealed and preserved in the records of the court to be made
available to the appellate court in the event of an appeal.

NOTICE OF DEFENDANT’S INTENTION TO DISCLOSE CLASSIFIED
INFORMATION

SEC. 5. (a) NOTICE BY DEFENDANT.—If a defendant reasonably
expects to disclose or to cause the disclosure of classified informa-
tion in any manner in connection with any trial or pretrial pro-
ceeding involving the criminal prosecution of such defendant, the
defendant shall, within the time specified by the court or, where no
time is specified, within thirty days prior to trial, notify the attor-
ney for the United States and the court in writing. Such notice
shall include a brief description of the classified information.
Whenever a defendant learns of additional classified information
he reasonably expects to disclose at any such proceeding, he shall
notify the attorney for the United States and the court in writing
as soon as possible thereafter and shall include a brief description
of the classified information. No defendant shall disclose any infor-
mation known or believed to be classified in connection with a trial
or pretrial proceeding until notice has been given under this sub-
section and until the United States has been afforded a reasonable
opportunity to seek a determination pursuant to the procedure set
forth in section 6 of this Act, and until the time for the United
States to appeal such determination under section 7 has expired or
any appeal under section 7 by the United States is decided.

(b) FAILURE TO CoMPLY.—If the defendant fails to comply with
the requirements of subsection (a) the court may preclude disclo-
sure of any classified information not made the subject of notifica-
tion and may prohibit the examination by the defendant of any wit-
ness with respect to any such information.

PROCEDURE FOR CASES INVOLVING CLASSIFIED INFORMATION

SEC. 6. (a) MOTION FOR HEARING.—Within the time specified
by the court for the filing of a motion under this section, the United
States may request the court to conduct a hearing to make all de-
terminations concerning the use, relevance, or admissibility of clas-
sified information that would otherwise be made during the trial
or pretrial proceeding. Upon such a request, the court shall conduct
such a hearing. Any hearing held pursuant to this subsection (or
any portion of such hearing specified in the request of the Attorney
General) shall be held in camera if the Attorney General certifies
to the court in such petition that a public proceeding may result
in the disclosure of classified information. As to each item of classi-
fied information, the court shall set forth in writing the basis for
its determination. Where the United States’ motion under this sub-
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section is filed prior to the trial or pretrial proceeding, the court
shall rule prior to the commencement of the relevant proceeding.

(b) NoTICE.—(1) Before any hearing is conducted pursuant to
a request by the United States under subsection (a), the United
States shall provide the defendant with notice of the classified in-
formation that is at issue. Such notice shall identify the specific
classified information at issue whenever that information pre-
viously has been made available to the defendant by the United
States. When, the United States has not previously made the infor-
mation available to the defendant in connection with the case, the
information may be described by generic category, in such form as
the court may approve, rather than by identification of the specific
information of concern to the United States.

(2) Whenever the United States requests a hearing under sub-
section (a), the court, upon request of the defendant, may order the
United States to provide the defendant, prior to trial, such details
as to the portion of the indictment or information at issue in the
hearing as are needed to give the defendant fair notice to prepare
for the hearing.

(¢c) ALTERNATIVE PROCEDURE FOR DISCLOSURE OF CLASSIFIED
INFORMATION.—(1) Upon any determination by the court author-
izing the disclosure of specific classified information under the pro-
cedures established by this section, the United States may move
that, in lieu of the disclosure of such specific classified information,
the court order—

(A) the substitution for such classified information of a
statement admitting relevant facts that the specific classified
information would tend to prove; or

(B) the substitution for such classified information of a
summary of the specific classified information.

The court shall grant such a motion of the United States if it finds
that the statement or summary will provide the defendant with
substantially the same ability to make his defense as would disclo-
sure of the specific classified information. The court shall hold a
hearing on any motion under this section. Any such hearing shall
be held in camera at the request of the Attorney General.

(2) The United States may, in connection with a motion under
paragraph (1), submit to the court an affidavit of the Attorney Gen-
eral certifying that disclosure of classified information would cause
identifiable damage to the national security of the United States
and explaining the basis for the classification of such information.
If so requested by the United States, the court shall examine such
affidavit in camera and ex parte.

(d) SEALING OF RECORDS OF IN CAMERA HEARINGS.—If at the
close of an in camera hearing under this Act (or any portion of a
hearing under this Act that is held in camera) the court determines
that the classified information at issue may not be disclosed or elic-
ited at the trial or pretrial proceeding, the record of such in camera
hearing shall be sealed and preserved by the court for use in the
event of an appeal. The defendant may seek reconsideration of the
court’s determination prior to or during trial.

(e) PROHIBITION ON DISCLOSURE OF CLASSIFIED INFORMATION
BY DEFENDANT, RELIEF FOR DEFENDANT WHEN UNITED STATES Op-
POSES DISCLOSURE.—(1) Whenever the court denies a motion by the
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United States that it issue an order under subsection (¢) and the
United States files with the court an affidavit of the Attorney Gen-
eral objecting to disclosure of the classified information at issue,
the court shall order that the defendant not disclose or cause the
disclosure of such information.

(2) Whenever a defendant is prevented by an order under para-
graph (1) from disclosing or causing the disclosure of classified in-
formation, the court shall dismiss the indictment or information;
except that, when the court determines that the interests of justice
would not be served by dismissal of the indictment or information,
the court shall order such other action, in lieu of dismissing the in-
dictment or information, as the court determines is appropriate.
Such action may include, but need not be limited to—

(A) dismissing specified counts of the indictment or infor-
mation;
(B) finding against the United States on any issue as to
which the excluded classified information relates; or
(C) striking or precluding all or part of the testimony of a
witness.
An order under this paragraph shall not take effect until the court
has afforded the United States an opportunity to appeal such order
under section 7, and thereafter to withdraw its objection to the dis-
closure of the classified information at issue.

(f) REcIPROCITY.—Whenever the court determines pursuant to
subsection (a) that classified information may be disclosed in con-
nection with a trial or pretrial proceeding, the court shall, unless
the interests of fairness do not so require, order the United States
to provide the defendant with the information it expects to use to
rebut the classified information. The court may place the United
States under a continuing duty to disclose such rebuttal informa-
tion. If the United States fails to comply with its obligation under
this subsection, the court may exclude any evidence not made the
subject of a required disclosure and may prohibit the examination
by the United States of any witness with respect to such
information.

INTERLOCUTORY APPEAL

SEC. 7. (a) An interlocutory appeal by the United States taken
before or after the defendant has been placed in jeopardy shall lie
to a court of appeals from a decision or order of a district court in
a criminal case authorizing the disclosure of classified information,
imposing sanctions for nondisclosure of classified information, or
refusing a protective order sought by the United States to prevent
the disclosure of classified information.

(b) An appeal taken pursuant to this section either before or
during trial shall be expedited by the court of appeals. Prior to
trial, an appeal shall be taken within ten days! after the decision

1Effective on December 1, 2009, section 4 of Public Law 111-16 (123 Stat. 1608) provides as
follows:

SEC. 4. AMENDMENTS RELATED TO THE CLASSIFIED INFORMATION PROCE-
DURES ACT.

The Classified Information Procedures Act (18 U.S.C. App.) is amended—
(1) in section 7(b), by striking “ten days” and inserting “fourteen days”;
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or order appealed from and the trail shall not commence until the
appeal is resolved. If an appeal is taken during trial, the trial court
shall adjourn the trial until the appeal is resolved and the court
of appeals (1) shall hear argument on such appeal within four days
of the adjournment of the trial,! (2) may dispense with written
briefs other than the supporting materials previously submitted to
the trial court, (3) shall render its decision within four days of ar-
gument on appeal,! and (4) may dispense with the issuance of a
written opinion in rendering its decision. Such appeal and decision
shall not affect the right of the defendant, in a subsequent appeal
from a judgment of conviction to claim as error reversal by the trial
court on remand of a ruling appealed from during trial.

INTRODUCTION OF CLASSIFIED INFORMATION

SEC. 8. (a) CLASSIFIED STATUS.—WTritings, recordings, and pho-
tographs containing classified information may be admitted into
evidence without change in their classification status.

(b) PRECAUTIONS BY COURT.—The court, in order to prevent
unnecessary disclosure of classified information involved in any
criminal proceeding, may order admission into evidence of only
part of a writing, recording, or photograph, or may order admission
into evidence of the whole writing, recording, or photograph with
excision of some or all of the classified information contained there-
in, unless the whole ought in fairness be considered.

(¢) TAKING OF TESTIMONY.—During the examination of a wit-
ness in any criminal proceeding, the United States may object to
any question or line of inquiry that may require the witness to dis-
close classified information not previously found to be admissible.
Following such an objection, the court shall take such suitable ac-
tion to determine whether the response is admissible as will safe-
guard against the compromise of any classified information. Such
action may include requiring the United States to provide the court
with a proffer of the witness’ response to the question or line of in-
quiry and requiring the defendant to provide the court with a prof-
fer of the nature of the information he seeks to elicit.

SECURITY PROCEDURES

SEcC. 9. (a) Within one hundred and twenty days of the date of
the enactment of this Act, the Chief Justice of the United States,
in consultation with the Attorney General, the Director of National
Intelligence, and the Secretary of Defense, shall prescribe rules es-
tablishing procedures for the protection against unauthorized dis-
closure of any classified information in the custody of the United
States district courts, courts of appeals, or Supreme Court. Such
rules, and any changes in such rules, shall be submitted to the ap-
propriate committees of Congress and shall become effective forty-
five days after such submission.

(b) Until such time as rules under subsection (a) first become
effective, the Federal courts shall in each case involving classified

(2) in section 7(b)(1), by inserting after “adjournment of the trial,” the following: “exclud-
ing intermediate weekends and holidays,”; and

(3) in section 7(b)(3), by inserting after “argument on appeal,” the following: “excluding
intermediate weekends and holidays,”.
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information adopt procedures to protect against the unauthorized
disclosure of such information.

COORDINATION REQUIREMENTS RELATING TO THE PROSECUTION OF
CASES INVOLVING CLASSIFIED INFORMATION

SEC. 9A. (a) BRIEFINGS REQUIRED.—The Assistant Attorney
General for the Criminal Division or the Assistant Attorney Gen-
eral for National Security, as appropriate, and the appropriate
United States attorney, or the designees of such officials, shall pro-
vide briefings to the senior agency official, or the designee of such
official, with respect to any case involving classified information
that originated in the agency of such senior agency official.

(b) TIMING OF BRIEFINGS.—Briefings under subsection (a) with
respect to a case shall occur—

(1) as soon as practicable after the Department of Justice

and the United States attorney concerned determine that a

prosecution or potential prosecution could result; and

(2) at such other times thereafter as are necessary to keep
the senior agency official concerned fully and currently in-
formed of the status of the prosecution.

(c) SENIOR AGENCY OFFICIAL DEFINED.—In this section, the
term “senior agency official” has the meaning given that term in
section 1.1 of Executive Order No. 12958.

IDENTIFICATION OF INFORMATION RELATED TO THE NATIONAL
DEFENSE

SEC. 10. In any prosecution in which the United States must
establish that material relates to the national defense or con-
stitutes classified information, the United States shall notify the
defendant, within the time before trial specified by the court, of the
portions of the material that it reasonably expects to rely upon to
establish the national defense or classified information element of
the offense.

AMENDMENT TO THE ACT

SEC. 11. Sections 1 through 10 of this Act may be amended as
provided in section 2076, title 28, United States Code.

ATTORNEY GENERAL GUIDELINES

SEC. 12. (a) Within one hundred and eighty days of enactment
of this Act, the Attorney General shall issue guidelines specifying
the factors to be used by the Department of Justice in rendering
a decision whether to prosecute a violation of Federal law in which,
in the judgment of the Attorney General, thee is a possibility that
classified information will be revealed. Such guidelines shall be
transmitted to the appropriate committees of Congress.

(b) When the Department of Justice decides not to prosecute a
violation of Federal law pursuant to subsection (a), an appropriate
official of the Department of Justice shall prepare written findings
detailing the reasons for the decision not to prosecute. The findings
shall include—

(1) the intelligence information which the Department of

Justice officials believe might be disclosed,
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(2) the purpose for which the information might be dis-
closed,

(3) the probability that the information would be disclosed,
and

(4) the possible consequences such disclosure would have
on the national security.

REPORTS TO CONGRESS

SEC. 13. (a) Consistent with applicable authorities and duties,
including those conferred by the Constitution upon the executive
and legislative branches, the Attorney General shall report orally
or in writing semiannually to the Permanent Select Committee on
Intelligence of the United States House of Representatives, the Se-
lect Committee on Intelligence of the United States Senate, and the
chairmen and ranking minority members of the Committees on the
Judiciary of the Senate and House of Representatives on all cases
where a decision not to prosecute a violation of Federal law pursu-
ant to section 12(a) has been made.

(b) In the case of the semiannual reports (whether oral or writ-
ten) required to be submitted under subsection (a) to the Perma-
nent Select Committee on Intelligence of the House of Representa-
tives and the Select Committee on Intelligence of the Senate, the
submittal dates for such reports shall be as provided in section 507
of the National Security Act of 1947.

(¢c) The Attorney General shall deliver to the appropriate com-
mittees of Congress a report concerning the operation and effective-
ness of this Act and including suggested amendments to this Act.
For the first three years this Act is in effect, there shall be a report
each year. After three years, such reports shall be delivered as nec-
essary.

FUNCTIONS OF ATTORNEY GENERAL MAY BE EXERCISED BY DEPUTY
ATTORNEY GENERAL OR A DESIGNATED ASSISTANT ATTORNEY GEN-
ERAL

SEC. 14. The functions and duties of the Attorney General
under this Act may be exercised by the Deputy Attorney General
or by an Assistant Attorney General designated by the Attorney
General for such purpose and may not be delegated to any other
official.

EFFECTIVE DATE

SEC. 15. The provisions of this Act shall become effective upon
the date of the enactment of this Act, but shall not apply to any
prosecution in which an indictment or information was filed before
such date.

SHORT TITLE

SEC. 16. That this Act may be cited as the “Classified Informa-
tion Procedures Act”.



INTELLIGENCE IDENTITIES PROTECTION ACT OF 1982

[NOTE: For text of Act, see title VI of the National Security Act
of 1947, ante page 51.]
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CENTRAL INTELLIGENCE AGENCY INFORMATION ACT
(Public Law 98-477; 98 Stat. 2209; approved October 15, 1984)

AN ACT To amend the National Security Act of 1947 to regulate public disclosure
of information held by the Central Intelligence Agency, and for other purposes.

Be it enacted by the Senate and House of Representatives of the
United States of America in Congress assembled, That this Act may
be cited as the “Central Intelligence Agency Information Act”.

SEC. 2. [Subsections (a) and (b) added title VII to the National
Security Act of 1947.]

(c) Subsection (q) of section 552a of title 5, United States Code,
is amended—

(1) by inserting “(1)” after “(q)”; and

(2) by adding at the end thereof the following:

“(2) No agency shall rely on any exemption in this section to
withhold from an individual any record which is otherwise acces-
sible to such individual under the provisions of section 552 of this
title.”.

SeEc. 3. [50 U.S.C. 432 nt] (a) The Director of Central Intel-
ligence, in consultation with the Archivist of the United States, the
Librarian of Congress, and appropriate representatives of the his-
torical discipline selected by the Archivist, shall prepare and sub-
mit by June 1, 1985, a report on the feasibility of conducting sys-
tematic review for declassification and release of Central Intel-
ligence Agency information of historical value.

(b)(1) The Director shall, once each six months, prepare and
submit an unclassified report which includes—

(A) a description of the specific measures established by
the Director to improve the processing of requests under sec-
tion 552 of title 5, United States Code;

(B) the current budgetary and personnel allocations for
such processing;

(C) the number of such requests (i) received and processed
during the preceding six months, and (ii) pending at the time
of submission of such report; and

(D) an estimate of the current average response time for
completing the processing of such requests.

(2) The first report required by paragraph (1) shall be sub-
mitted by a date which is six months after the date of enactment
of this Act. The requirements of such paragraph shall cease to
apply after the submission of the fourth such report.

(c) Each of the reports required by subsections (a) and (b) shall
be submitted to the Permanent Select Committee on Intelligence
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and the Committee on Government Operations! of the House of
Representatives and the Select Committee on Intelligence and the
Committee on the Judiciary of the Senate.

SEC. 4. [560 U.S.C. 431 nt] The amendments made by sub-
sections (a) and (b) of section 2 shall be effective upon enactment
of this Act and shall apply with respect to any requests for records,
whether or not such request was made prior to such enactment,
and shall apply to all civil actions not commenced prior to February
7, 1984.

1The Committee on Government Operations was renamed to the Committee on Government
Reform and Oversight by H. Res. 6 in the 104th Congress, and renamed the Committee on Gov-
ernment Reform by H. Res. 5 in the 106th Congress.
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SECTION 137 OF TITLE 10, UNITED STATES CODE

§137. Under Secretary of Defense for Intelligence

(a) There is an Under Secretary of Defense for Intelligence, ap-
pointed from civilian life by the President, by and with the advice
and consent of the Senate.

(b) Subject to the authority, direction, and control of the Sec-
retary of Defense, the Under Secretary of Defense for Intelligence
shall perform such duties and exercise such powers as the Sec-
retary of Defense may prescribe in the area of intelligence.

(c) The Under Secretary of Defense for Intelligence takes prece-
dence in the Department of Defense after the Under Secretary of
Defense for Personnel and Readiness.
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CHAPTER 21—DEPARTMENT OF DEFENSE
INTELLIGENCE MATTERS

Subchapter Sec.
I General Matters .....cccoecvieiieeiieiieeiieeie ettt eve et e b e saaeenbaenenas 421
II. Intelligence Commercial ACtiVities .........cccoocoeeiieriieiniieniieniierieeee e 431
SUBCHAPTER I—GENERAL MATTERS
* * * * * * *

SUBCHAPTER II—INTELLIGENCE COMMERCIAL ACTIVITIES

Sec.

431. Authority to engage in commercial activities as security for intelligence col-
lection activities.

432. Use, disposition, and auditing of funds.

433. Relationship with other Federal laws.

434. Reservation of defenses and immunities.

435. Limitations.

436. Regulations.

437. Congressional oversight.

§431. Authority to engage in commercial activities as secu-
rity for intelligence collection activities

(a) AUTHORITY.—The Secretary of Defense, subject to the provi-
sions of this subchapter, may authorize the conduct of those com-
mercial activities necessary to provide security for authorized intel-
ligence collection activities abroad undertaken by the Department
of Defense. No commercial activity may be initiated pursuant to
this subchapter after December 31, 2004.

(b) INTERAGENCY COORDINATION AND SUPPORT.—Any such ac-
tivity shall—

(1) be coordinated with, and (where appropriate) be sup-
ported by, the Director of Central Intelligence; and

(2) to the extent the activity takes place within the United
States, be coordinated with, and (where appropriate) be sup-
ported by, the Director of the Federal Bureau of Investigation.
(¢) DEFINITIONS.—In this subchapter:

(1) The term “commercial activities” means activities that
are conducted in a manner consistent with prevailing commer-
cial practices and includes—

(A) the acquisition, use, sale, storage and disposal of
goods and services;

(B) entering into employment contracts and leases and
other agreements for real and personal property;

(C) depositing funds into and withdrawing funds from
domestic and foreign commercial business or financial in-
stitutions;
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(D) acquiring licenses, registrations, permits, and in-
surance; and
(E) establishing corporations, partnerships, and other
legal entities.
(2) The term “intelligence collection activities” means the
collection of foreign intelligence and counterintelligence infor-
mation.

§432. Use, disposition, and auditing of funds

(a) UstE oF FuNDs.—Funds generated by a commercial activity
authorized pursuant to this subchapter may be used to offset nec-
essary and reasonable expenses arising from that activity. Use of
such funds for that purpose shall be kept to the minimum nec-
essary to conduct the activity concerned in a secure manner. Any
funds generated by the activity in excess of those required for that
purpose shall be deposited, as often as may be practicable, into the
Treasury as miscellaneous receipts.

(b) AuDITS.—(1) The Secretary of Defense shall assign an orga-
nization within the Department of Defense to have auditing re-
sponsibility with respect to activities authorized under this sub-
chapter.

(2) That organization shall audit the use and disposition of
funds generated by any commercial activity authorized under this
subchapter not less often than annually. The results of all such au-
dits shall be promptly reported to the intelligence committees (as
defined in section 437(d) of this title).

§433. Relationship with other Federal laws

(a) IN GENERAL.—Except as provided by subsection (b), a com-
mercial activity conducted pursuant to this subchapter shall be car-
ried out in accordance with applicable Federal law.

(b) AUTHORIZATION OF WAIVERS WHEN NECESSARY TO MAIN-
TAIN SECURITY.—(1) If the Secretary of Defense determines, in con-
nection with a commercial activity authorized pursuant to section
431 of this title, that compliance with certain Federal laws or regu-
lations pertaining to the management and administration of Fed-
eral agencies would create an unacceptable risk of compromise of
an authorized intelligence activity, the Secretary may, to the extent
necessary to prevent such compromise, waive compliance with such
laws or regulations.

(2) Any determination and waiver by the Secretary under para-
graph (1) shall be made in writing and shall include a specification
of the laws and regulations for which compliance by the commercial
activity concerned is not required consistent with this section.

(8) The authority of the Secretary under paragraph (1) may be
delegated only to the Deputy Secretary of Defense, an Under Sec-
retary of Defense, an Assistant Secretary of Defense, or a Secretary
of a military department.

(¢) FEDERAL LAWS AND REGULATIONS.—For purposes of this
section, Federal laws and regulations pertaining to the manage-
ment and administration of Federal agencies are only those Fed-
eral laws and regulations pertaining to the following:

(1) The receipt and use of appropriated and non-
appropriated funds.
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(2) The acquisition or management of property or services.

(3) Information disclosure, retention, and management.

(4) The employment of personnel.

(5) Payments for travel and housing.

(6) The establishment of legal entities or government in-
strumentalities.

(7) Foreign trade or financial transaction restrictions that
would reveal the commercial activity as an activity of the
United States Government.

§434. Reservation of defenses and immunities

The submission to judicial proceedings in a State or other legal
jurisdiction, in connection with a commercial activity undertaken
pursuant to this subchapter, shall not constitute a waiver of the de-
fenses and immunities of the United States.

§435. Limitations

(a) LAWFUL AcCTIVITIES.—Nothing in this subchapter authorizes
the conduct of any intelligence activity that is not otherwise au-
thorized by law or Executive order.

(b) DOMESTIC ACTIVITIES.—Personnel conducting commercial
activity authorized by this subchapter may only engage in those ac-
tivities in the United States to the extent necessary to support in-
telligence activities abroad.

(¢) PROVIDING GOODS AND SERVICES TO THE DEPARTMENT OF
DEFENSE.—Commercial activity may not be undertaken within the
United States for the purpose of providing goods and services to
the Department of Defense, other than as may be necessary to pro-
vide security for the activities subject to this subchapter.

(d) NoTicE TO UNITED STATES PERSONS.—(1) In carrying out a
commercial activity authorized under this subchapter, the Sec-
retary of Defense may not permit an entity engaged in such activ-
ity to employ a United States person in an operational, managerial,
or supervisory position, and may not assign or detail a United
States person to perform operational, managerial, or supervisory
duties for such an entity, unless that person is informed in advance
of the intelligence security purpose of that activity.

(2) In this subsection, the term “United States person” means
an individual who is a citizen of the United States or an alien law-
fully admitted to the United States for permanent residence.

§436. Regulations

The Secretary of Defense shall prescribe regulations to imple-
ment the authority provided in this subchapter. Such regulations
shall be consistent with this subchapter and shall at a minimum—

(1) specify all elements of the Department of Defense who
are authorized to engage in commercial activities pursuant to
this subchapter;

(2) require the personal approval of the Secretary or Dep-
uty Secretary of Defense for all sensitive activities to be au-
thorized pursuant to this subchapter;

(3) specify all officials who are authorized to grant waivers
of laws or regulations pursuant to section 433(b) of this title,
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or to approve the establishment or conduct of commercial ac-
tivities pursuant to this subchapter;

(4) designate a single office within the Defense Intelligence
Agency to be responsible for the management and supervision
of all activities authorized under this subchapter;

(5) require that each commercial activity proposed to be
authorized under this subchapter be subject to appropriate
legal review before the activity is authorized; and

(6) provide for appropriate internal audit controls and
oversight for such activities.

§437. Congressional oversight

(a) PROPOSED REGULATIONS.—Copies of regulations proposed to
be prescribed under section 436 of this title (including any pro-
posed revision to such regulations) shall be submitted to the intel-
ligence committees not less than 30 days before they take effect.

(b) CURRENT INFORMATION.—Consistent with title V of the Na-
tional Security Act of 1947 (50 U.S.C. 413 et seq.), the Secretary
of Defense shall ensure that the intelligence committees are kept
fully and currently informed of actions taken pursuant to this sub-
chapter, including any significant anticipated activity to be author-
ized pursuant to this subchapter. The Secretary shall promptly no-
tify the appropriate committees of Congress whenever a corpora-
tion, partnership, or other legal entity is established pursuant to
this subchapter.

(¢) ANNUAL REPORT.—Not later each year than the date pro-
vided in section 507 of the National Security Act of 1947, the Sec-
retary shall submit to the congressional intelligence committees (as
defined in section 3 of that Act (50 U.S.C. 401a)) a report on all
commercial activities authorized under this subchapter that were
undertaken during the previous fiscal year. Such report shall in-
clude (with respect to the fiscal year covered by the report)—

(1) a description of any exercise of the authority provided
by section 433(b) of this title;

(2) a description of any expenditure of funds made pursu-
ant to this subchapter (whether from appropriated or non-ap-
propriated funds); and

(3) a description of any actions taken with respect to au-
dits conducted pursuant to section 432 of this title to imple-
me(ilt recommendations or correct deficiencies identified in such
audits.
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[445. Repealed.]

§441. Establishment

(a) ESTABLISHMENT.—The National Imagery and Mapping
Agency is a combat support agency of the Department of Defense
and has significant national missions.

(b) DIRECTOR.—(1) The Director of the National Imagery and
Mapping Agency is the head of the agency.

(2) Upon a vacancy in the position of Director, the Secretary
of Defense shall recommend to the President an individual for ap-
pointment to the position.

(3) If an officer of the armed forces on active duty is appointed
to the position of Director, the position shall be treated as having
been designated by the President as a position of importance and
responsibility for purposes of section 601 of this title and shall
carry the grade of lieutenant general, or, in the case of an officer
of the Navy, vice admiral.

(c) DIRECTOR OF CENTRAL INTELLIGENCE COLLECTION TASKING
AUTHORITY.—Unless otherwise directed by the President, the Di-
rector of Central Intelligence shall have authority (except as other-
wise agreed by the Director and the Secretary of Defense) to—

(1) approve collection requirements levied on national im-
agery collection assets;

(2) determine priorities for such requirements; and

(3) resolve conflicts in such priorities.

(d) AVAILABILITY AND CONTINUED IMPROVEMENT OF IMAGERY
INTELLIGENCE SUPPORT TO ALL-SOURCE ANALYSIS AND PRODUCTION
FuncTioN.—The Secretary of Defense, in consultation with the Di-
rector of Central Intelligence, shall take all necessary steps to en-
sure the full availability and continued improvement of imagery in-
telligence support for all-source analysis and production.
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§ 442. Missions

(a) NATIONAL SECURITY MiSSIONS.—(1) The National Imagery
and Mapping Agency shall, in support of the national security ob-
jectives of the United States, provide the following:

(A) Imagery.

(B) Imagery intelligence.

(C) Geospatial information.

(2) Imagery, intelligence, and information provided in carrying
out paragraph (1) shall be timely, relevant, and accurate.

(b) NAVIGATION INFORMATION.—The National Imagery and
Mapping Agency shall improve means of navigating vessels of the
Navy and the merchant marine by providing, under the authority
of the Secretary of Defense, accurate and inexpensive nautical
charts, sailing directions, books on navigation, and manuals of in-
structions for the use of all vessels of the United States and of
navigators generally.

(¢) Maps, CHARTS, ETCc.—The National Imagery and Mapping
Agency shall prepare and distribute maps, charts, books, and geo-
detic products as authorized under subchapter II of this chapter.

(d) NATIONAL MissioNS.—The National Imagery and Mapping
Agency also has national missions as specified in section 120(a) of
the National Security Act of 1947.

(e) SYSTEMS.—The National Imagery and Mapping Agency
may, in furtherance of a mission of the Agency, design, develop, de-
ploy, operate, and maintain systems related to the processing and
dissemination of imagery intelligence and geospatial information
that may be transferred to, accepted or used by, or used on behalf
of—

(1) the armed forces, including any combatant command,
component of a combatant command, joint task force, or tac-
tical unit; or

(2) any other department or agency of the United States.

§443. Imagery intelligence and geospatial information: sup-
port for foreign countries

(a) USE oF APPROPRIATED FUNDS.—The Director of the Na-
tional Imagery and Mapping Agency may use appropriated funds
available to the National Imagery and Mapping Agency to provide
foreign countries with imagery intelligence and geospatial informa-
tion support.

(b) Use or FunNnDs OTHER THAN APPROPRIATED FUNDS.—The
Director may use funds other than appropriated funds to provide
foreign countries with imagery intelligence and geospatial informa-
tion support, notwithstanding provisions of law relating to the ex-
penditure of funds of the United States, except that—

(1) no such funds may be expended, in whole or in part,
by or for the benefit of the National Imagery and Mapping
Agency for a purpose for which Congress had previously denied
funds;

(2) proceeds from the sale of imagery intelligence or
geospatial information items may be used only to purchase re-
placement items similar to the items that are sold; and
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(3) the authority provided by this subsection may not be
used to acquire items or services for the principal benefit of the
United States.

(¢) ACCOMMODATION PROCUREMENTS.—The authority under
this section may be exercised to conduct accommodation procure-
ments on behalf of foreign countries.

(d) COORDINATION WITH DIRECTOR OF CENTRAL INTEL-
LIGENCE.—The Director of the Agency shall coordinate with the Di-
rector of Central Intelligence any action under this section that in-
volves imagery intelligence or intelligence products or involves pro-
viding support to an intelligence or security service of a foreign
country.

§444. Support from Central Intelligence Agency

(a) SUPPORT AUTHORIZED.—The Director of Central Intelligence
may provide support in accordance with this section to the Director
of the National Imagery and Mapping Agency. The Director of the
National Imagery and Mapping Agency may accept support pro-
vided under this section.

(b) ADMINISTRATIVE AND CONTRACT SERVICES.—(1) In further-
ance of the national intelligence effort, the Director of Central In-
telligence may provide administrative and contract services to the
National Imagery and Mapping Agency as if that agency were an
organizational element of the Central Intelligence Agency.

(2) Services provided under paragraph (1) may include the
services of security police. For purposes of section 15 of the Central
Intelligence Agency Act of 1949 (50 U.S.C. 4030), an installation of
the National Imagery and Mapping Agency that is provided secu-
rity police services under this section shall be considered an instal-
lation of the Central Intelligence Agency.

(3) Support provided under this subsection shall be provided
under terms and conditions agreed upon by the Secretary of De-
fense and the Director of Central Intelligence.

(c) DETAIL OF PERSONNEL.—The Director of Central Intel-
ligence may detail personnel of the Central Intelligence Agency in-
definitely to the National Imagery and Mapping Agency without re-
gard to any limitation on the duration of interagency details of
Federal Government personnel.

(d) REIMBURSABLE OR NONREIMBURSABLE SUPPORT.—Support
under this section may be provided and accepted on either a reim-
bursable basis or a nonreimbursable basis.

(e) AUTHORITY TO TRANSFER FUNDS.—(1) The Director of the
National Imagery and Mapping Agency may transfer funds avail-
able for that agency to the Director of Central Intelligence for the
Central Intelligence Agency.

(2) The Director of Central Intelligence—

(A) may accept funds transferred under paragraph

(1); and

(B) shall expend such funds, in accordance with the Cen-
tral Intelligence Agency Act of 1949 (50 U.S.C. 403a et seq.),
to provide administrative and contract services or detail per-
sonnel to the National Imagery and Mapping Agency under
this section.
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[§445. Repealed. P.L. 105-107, §503(c), Nov. 20, 1997, 111
Stat. 2262]

SUBCHAPTER II—MAPS, CHARTS, AND GEODETIC
PRODUCTS!1?

Sec.

451. Maps, charts, and books.

452. Pilot charts.

453. Sale of maps, charts, and navigational publications: prices; use of proceeds.

454, Exchange of mapping, charting, and geodetic data with foreign countries
and international organizations.

455. Maps, charts, and geodetic data: public availability; exceptions.

456. Civil actions barred.

457. Operational files previously maintained by or concerning activities of Na-
tional Photographic Interpretation Center: authority to withhold from
public disclosure.

§451. Maps, charts, and books

The Secretary of Defense may—

(1) have the National Imagery and Mapping Agency pre-
pare maps, charts, and nautical books required in navigation
and have those materials published and furnished to naviga-
tors; and

(2) buy the plates and copyrights of existing maps, charts,
books on navigation, and sailing directions and instructions.

§452. Pilot charts

(a) There shall be conspicuously printed on pilot charts pre-
pared in the National Imagery and Mapping Agency the following:
“Prepared from data furnished by the National Imagery and Map-
ping Agency of the Department of Defense and by the Department
of Commerce, and published at the National Imagery and Mapping
Agency under the authority of the Secretary of Defense”.

(b) The Secretary of Commerce shall furnish to the National
Imagery and Mapping Agency, as quickly as possible, all meteoro-
logical information received by the Secretary that is necessary for,
and of the character used in, preparing pilot charts.

§453. Sale of maps, charts, and navigational publications:
prices; use of proceeds

(a) PrRICES.—AIl maps, charts, and other publications offered
for sale by the National Imagery and Mapping Agency shall be sold
at prices and under regulations that may be prescribed by the Sec-
retary of Defense.

(b) USE oF PROCEEDS To PAY FOREIGN LICENSING FEES.—(1)
The Secretary of Defense may pay any NIMA foreign data acquisi-
tion fee out of the proceeds of the sale of maps, charts, and other

1Section 8101 of the Department of Defense Appropriations Act, 1999 (P.L. 105-262; 112 Stat.
2320) provides:

SEC. 8101. None of the funds in this Act may be used by the National Imagery and Mapping
Agency for mapping, charting, and geodesy activities unless contracts for such services are
awarded in accordance with the qualifications based selection process in 40 U.S.C. 541 et seq.
and 10 U.S.C. 2855: Provided, That such agency may continue to fund existing contracts for
such services for not more than 180 days from the date of the enactment of this Act: Provided
further, That an exception shall be provided for such services that are critical to national secu-
rity after a written notification has been submitted by the Deputy Secretary of Defense to the
Committees on Appropriations of the House of Representatives and the Senate.
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publications of the Agency, and those proceeds are hereby made
available for that purpose.

(2) In this subsection, the term “NIMA foreign data acquisition
fee” means any licensing or other fee imposed by a foreign country
or international organization for the acquisition or use of data or
products by the National Imagery and Mapping Agency.

§454. Exchange of mapping, charting, and geodetic data
with foreign countries and international organiza-
tions

The Secretary of Defense may authorize the National Imagery
and Mapping Agency to exchange or furnish mapping, charting,
and geodetic data, supplies and services to a foreign country or
international organization pursuant to an agreement for the pro-
duction or exchange of such data.

§455. Maps, charts, and geodetic data: public availability;
exceptions

(a) The National Imagery and Mapping Agency shall offer for
sale maps and charts at scales of 1:500,000 and smaller, except
those withheld in accordance with subsection (b) or those specifi-
cally authorized under criteria established by Executive order to be
kept secret in the interest of national defense or foreign policy and
in fact properly classified pursuant to such Executive order.

(b)(1) Notwithstanding any other provision of law, the Sec-
retary of Defense may withhold from public disclosure any geodetic
product in the possession of, or under the control of, the Depart-
ment of Defense—

(A) that was obtained or produced, or that contains infor-
mation that was provided, pursuant to an international agree-
ment that restricts disclosure of such product or information to
government officials of the agreeing parties or that restricts
usie of such product or information to government purposes
only;

(B) that contains information that the Secretary of Defense
has determined in writing would, if disclosed, reveal sources
and methods, or capabilities, used to obtain source material for
production of the geodetic product; or

(C) that contains information that the Director of the Na-
tional Imagery and Mapping Agency has determined in writing
would, if disclosed, jeopardize or interfere with ongoing mili-
tary or intelligence operations, reveal military operational or
contingency plans, or reveal, jeopardize, or compromise mili-
tary or intelligence capabilities.

(2) In this subsection, the term “geodetic product” means im-
agery, imagery intelligence, or geospatial information.

(c)(1) Regulations to implement this section (including any
amendments to such regulations) shall be published in the Federal
Register for public comment for a period of not less than 30 days
before they take effect.

(2) Regulations under this section shall address the conditions
under which release of geodetic products authorized under sub-
section (b) to be withheld from public disclosure would be appro-
priate—
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(A) in the case of allies of the United States; and

(B) in the case of qualified United States contractors (in-
cluding contractors that are small business concerns) who need
such products for use in the performance of contracts with the
United States.

§456. Civil actions barred

(a) CLAIMS BARRED.—No civil action may be brought against
the United States on the basis of the content of a navigational aid
prepared or disseminated by the Defense Mapping Agency.

(b) NAVIGATIONAL AIDS COVERED.—Subsection (a) applies with
respect to a navigational aid in the form of a map, a chart, or a
publication and any other form or medium of product or informa-
tion in which the Defense Mapping Agency prepares or dissemi-
nates navigational aids.

§457. Operational files previously maintained by or con-
cerning activities of National Photographic Inter-
pretation Center: authority to withhold from pub-
lic disclosure

(a) AUTHORITY.—The Secretary of Defense may withhold from
public disclosure operational files described in subsection (b) to the
same extent that operational files may be withheld under section
701 of the National Security Act of 1947 (50 U.S.C. 431).

(b) COVERED OPERATIONAL FILES.—The authority under sub-
section (a) applies to operational files in the possession of the Na-
tional Imagery and Mapping Agency that—

(1) as of September 22, 1996, were maintained by the Na-
tional Photographic Interpretation Center; or

(2) concern the activities of the Agency that, as of such
date, were performed by the National Photographic Interpreta-
tion Center.

(c) OPERATIONAL FILES DEFINED.—In this section, the term
“operational files” has the meaning given that term in section
701(b) of the National Security Act of 1947 (50 U.S.C. 431(b)).

SUBCHAPTER III—PERSONNEL MANAGEMENT

Sec.
461. Management rights.
462. Financial assistance to certain employees in acquisition of critical skills.

§461. Management rights

(a) ScoOPE.—If there is no obligation under the provisions of
chapter 71 of title 5 for the head of an agency of the United States
to consult or negotiate with a labor organization on a particular
matter by reason of that matter being covered by a provision of law
or a Governmentwide regulation, the Director of the National Im-
agery and Mapping Agency is not obligated to consult or negotiate
with a labor organization on that matter even if that provision of
law or regulation is inapplicable to the National Imagery and Map-
ping Agency.

(b) BARGAINING UNITS.—The National Imagery and Mapping
Agency shall accord exclusive recognition to a labor organization
under section 7111 of title 5 only for a bargaining unit that was
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recognized as appropriate for the Defense Mapping Agency on the
day before the date on which employees and positions of the De-
fense Mapping Agency in that bargaining unit became employees
and positions of the National Imagery and Mapping Agency under
the National Imagery and Mapping Agency Act of 1996 (title XI of
the National Defense Authorization Act for Fiscal Year 1997).

(¢c) TERMINATION OF BARGAINING UNIT COVERAGE OF POSITION
MoDIFIED TO AFFECT NATIONAL SECURITY DIRECTLY.—(1) If the Di-
rector of the National Imagery and Mapping Agency determines
that the responsibilities of a position within a collective bargaining
unit should be modified to include intelligence, counterintelligence,
investigative, or security duties not previously assigned to that po-
sition and that the performance of the newly assigned duties di-
rectly affects the national security of the United States, then, upon
such a modification of the responsibilities of that position, the posi-
tion shall cease to be covered by the collective bargaining unit and
the employee in that position shall cease to be entitled to represen-
tation by a labor organization accorded exclusive recognition for
that collective bargaining unit.

(2) A determination described in paragraph (1) that is made by
the Director of the National Imagery and Mapping Agency may not
be reviewed by the Federal Labor Relations Authority or any court
of the United States.

§462. Financial assistance to certain employees in acquisi-
tion of critical skills

The Secretary of Defense may establish an undergraduate
training program with respect to civilian employees of the National
Imagery and Mapping Agency that is similar in purpose, condi-
tions, content, and administration to the program established by
the Secretary of Defense under section 16 of the National Security
Agency Act of 1959 (50 U.S.C. 402 note) for civilian employees of
the National Security Agency.

SUBCHAPTER IV—DEFINITIONS

Sec.
467. Definitions.

§467. Definitions

In this chapter:

(1) The term “function” means any duty, obligation, re-
sponsibility, privilege, activity, or program.

(2)(A) The term “imagery” means, except as provided in
subparagraph (B), a likeness or presentation of any natural or
manmade feature or related object or activity and the posi-
tional data acquired at the same time the likeness or represen-
tation was acquired, including—

(i) products produced by space-based national intel-
ligence reconnaissance systems; and

(i1) likenesses or presentations produced by satellites,
airborne platforms, unmanned aerial vehicles, or other
similar means.
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(B) Such term does not include handheld or clandestine
photography taken by or on behalf of human intelligence collec-
tion organizations.

(3) The term “imagery intelligence” means the technical,
geographic, and intelligence information derived through the
interpretation or analysis of imagery and collateral materials.

(4) The term “geospatial information” means information
that identifies the geographic location and characteristics of
natural or constructed features and boundaries on the earth
and includes—

(A) statistical data and information derived from,
among other things, remote sensing, mapping, and sur-
veying technologies; and

(B) mapping, charting, geodetic data, and related prod-
ucts.
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NATIONAL IMAGERY AND MAPPING AGENCY ACT OF
1996

(Public Law 104-201; 110 Stat. 2675; approved September 23, 1996)

* * & * * * &

TITLE XI—NATIONAL IMAGERY AND
MAPPING AGENCY

Sec. 1101. Short title.

Sec. 1102. Findings.

Sec. 1103. Role of Director of Central Intelligence in appointment and evaluation
of certain intelligence officials.

Subtitle A—Establishment of Agency

Sec. 1111. Establishment.

Sec. 1112. Missions and authority.

Sec. 1113. Transfers of personnel and assets.

Sec. 1114. Compatibility with authority under the National Security Act of 1947.

Sec. 1115. Creditable civilian service for career conditional employees of the
Defense Mapping Agency.

Sec. 1116. Saving provisions.

Sec. 1117. Definitions.

Sec. 1118. Authorization of appropriations.

Subtitle B—Conforming Amendments and Effective Dates

Sec. 1121. Redesignation and repeals.

Sec. 1122. Reference amendments.

Sec. 1123. Headings and clerical amendments.
Sec. 1124. Effective date.

SEC. 1101. SHORT TITLE.

This title may be cited as the “National Imagery and Mapping
Agency Act of 1996”.

SEC. 1102. FINDINGS.
Congress makes the following findings:

(1) There is a need within the Department of Defense and
the Intelligence Community of the United States to provide a
single agency focus for the growing number and diverse types
of customers for imagery and geospatial information resources
within the Government, to ensure visibility and accountability
for those resources, and to harness, leverage, and focus rapid
technological developments to serve the imagery, imagery in-
telligence, and geospatial information customers.

(2) There is a need for a single Government agency to so-
licit and advocate the needs of that growing and diverse pool
of customers.

(3) A single combat support agency dedicated to imagery,
imagery intelligence, and geospatial information could act as a
focal point for support of all imagery intelligence and

105
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geospatial information customers, including customers in the
Department of Defense, the Intelligence Community, and re-
lated agencies outside of the Department of Defense.

(4) Such an agency would best serve the needs of the im-
agery, imagery intelligence, and geospatial information cus-
tomers if it were organized—

(A) to carry out its mission responsibilities under the
authority, direction, and control of the Secretary of De-
fense, with the advice of the Chairman of the Joint Chiefs
of Staff; and

(B) to carry out its responsibilities to national intel-
ligence customers in accordance with policies and priorities
established by the Director of Central Intelligence.

* * & * * * &

Subtitle A—Establishment of Agency

SEC. 1111. ESTABLISHMENT.

(a) ESTABLISHMENT.—There is hereby established in the De-
partment of Defense a Defense Agency to be known as the National
Imagery and Mapping Agency.

(b) TRANSFER OF FUNCTIONS FROM DEPARTMENT OF DEFENSE
ENTITIES.—The missions and functions of the following elements of
the Department of Defense are transferred to the National Imagery
and Mapping Agency:

(1) The Defense Mapping Agency.

(2) The Central Imagery Office.

(3) Other elements of the Department of Defense as speci-
fied in the classified annex to this Act.

(c) TRANSFER OF FUNCTIONS FROM CENTRAL INTELLIGENCE
AGENCY.—The missions and functions of the following elements of
the Central Intelligence Agency are transferred to the National Im-
agery and Mapping Agency:

(1) The National Photographic Interpretation Center.
(2) Other elements of the Central Intelligence Agency as
specified in the classified annex to this Act.

(d) PRESERVATION OF LEVEL AND QUALITY OF IMAGERY INTEL-
LIGENCE SUPPORT TO ALL-SOURCE ANALYSIS AND PRODUCTION.—In
managing the establishment of the National Imagery and Mapping
Agency, the Secretary of Defense, in consultation with the Director
of Central Intelligence, shall ensure that imagery intelligence sup-
port provided to all-source analysis and production is in no way de-
graded or compromised.

* * & * * * &

SEC. 1113. TRANSFERS OF PERSONNEL AND ASSETS.

(a) PERSONNEL AND ASSETS.—Subject to subsections (b) and (c),
the personnel, assets, unobligated balances of appropriations and
authorizations of appropriations, and, to the extent jointly deter-
mined appropriate by the Secretary of Defense and Director of Cen-
tral Intelligence, obligated balances of appropriations and author-
izations of appropriations employed, used, held, arising from, or
available in connection with the missions and functions transferred
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under section 1111(b) or section 1111(c) are transferred to the Na-

tional Imagery and Mapping Agency. Transfers of appropriations

from the Central Intelligence Agency under this subsection shall be

Iéla((lie in accordance with section 1531 of title 31, United States
ode.

(b) DETERMINATION OF CIA POSITIONS TO BE TRANSFERRED.—
Not earlier than two years after the effective date of this subtitle,
the Secretary of Defense and the Director of Central Intelligence
shall determine which, if any, positions and personnel of the Cen-
tral Intelligence Agency are to be transferred to the National Im-
agery and Mapping Agency. The positions to be transferred, and
the employees serving in such positions, shall be transferred to the
National Imagery and Mapping Agency under terms and conditions
prescribed by the Secretary of Defense and the Director of Central
Intelligence.

(c) RULE FOR CIA IMAGERY ACTIVITIES ONLY PARTIALLY TRANS-
FERRED.—If the National Photographic Interpretation Center of the
Central Intelligence Agency or any imagery-related activity of the
Central Intelligence Agency authorized to be performed by the Na-
tional Imagery and Mapping Agency is not completely transferred
to the National Imagery and Mapping Agency, the Secretary of De-
fense and the Director of Central Intelligence shall—

(1) jointly determine which, if any, contracts, leases, prop-
erty, and records employed, used, held, arising from, available
to, or otherwise relating to such Center or activity is to be
transferred to the National Imagery and Intelligence Agency;

and

(2) provide by written agreement for the transfer of such
items.

& * * % & * *

SEC. 1115. CREDITABLE CIVILIAN SERVICE FOR CAREER CONDI-
TIONAL EMPLOYEES OF THE DEFENSE MAPPING AGENCY.
In the case of an employee of the National Imagery and Map-
ping Agency who, on the day before the effective date of this title,
was an employee of the Defense Mapping Agency in a career-condi-
tional status, the continuous service of that employee as an em-
ployee of the National Imagery and Mapping Agency on and after
such date shall be considered creditable service for the purpose of
any determination of the career status of the employee.

SEC. 1116. SAVING PROVISIONS.

(a) CONTINUING EFFECT ON LEGAL DOCUMENTS.—AIl orders,
determinations, rules, regulations, permits, agreements, inter-
national agreements, grants, contracts, leases, certificates, licenses,
registrations, privileges, and other administrative actions—

(1) which have been issued, made, granted, or allowed to
become effective by the President, any Federal agency or offi-
cial thereof, or by a court of competent jurisdiction, in connec-
tion with any of the functions which are transferred under this
title or any function that the National Imagery and Mapping
Agency is authorized to perform by law, and

(2) which are in effect at the time this title takes effect,
or were final before the effective date of this title and are to
become effective on or after the effective date of this title,
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shall continue in effect according to their terms until modified, ter-
minated, superseded, set aside, or revoked in accordance with law
by the President, the Secretary of Defense, the Director of the Na-
tional Imagery and Mapping Agency or other authorized official, a
court of competent jurisdiction, or by operation of law.

(b) PROCEEDINGS NOT AFFECTED.—This title and the amend-
ments made by this title shall not affect any proceedings, including
notices of proposed rulemaking, or any application for any license,
permit, certificate, or financial assistance pending before an ele-
ment of the Department of Defense or Central Intelligence Agency
at the time this title takes effect, with respect to function of that
element transferred by section 1122, but such proceedings and ap-
plications shall be continued. Orders shall be issued in such pro-
ceedings, appeals shall be taken therefrom, and payments shall be
made pursuant to such orders, as if this title had not been enacted,
and orders issued in any such proceedings shall continue in effect
until modified, terminated, superseded, or revoked by a duly au-
thorized official, by a court of competent jurisdiction, or by oper-
ation of law. Nothing in this section shall be deemed to prohibit the
discontinuance or modification of any such proceeding under the
same terms and conditions and to the same extent that such pro-
ceeding could have been discontinued or modified if this title had
not been enacted.

SEC. 1117. DEFINITIONS.

In this subtitle, the terms “function”, “imagery”, “imagery in-
telligence”, and “geospatial information” have the meanings given
those terms in section 467 of title 10, United States Code, as added
by section 1112.

SEC. 1118. AUTHORIZATION OF APPROPRIATIONS.

Funds are authorized to be appropriated for the National Im-
agery and Mapping Agency for fiscal year 1997 in amounts and for
purposes, and subject to the terms, conditions, limitations, restric-
tions, and requirements, that are set forth in the Classified Annex
to this Act.

Subtitle B—Conforming Amendments and
Effective Dates

* * & * * * &

SEC. 1124. EFFECTIVE DATE.

This title and the amendments made by this title shall take ef-
fect on October 1, 1996, or the date of the enactment of this Act,
whichever is later.
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CHAPTERS 81 AND 83 OF TITLE 10, UNITED STATES
CODE (DEFENSE INTELLIGENCE AGENCY CIVILIAN
PERSONNEL)

CHAPTER 81—CIVILIAN EMPLOYEES

* * & * * * *

§1592. Prohibition on payment of severance pay to foreign
nationals in the event of certain overseas base clo-
sures

Funds available to the Department of Defense (including funds
in the Foreign National Employees Separation Pay Account, De-
fense, established under section 1581 of this title) may not be used
to pay severance pay to a foreign national employed by the Depart-
ment of Defense under a contract, a treaty, or a memorandum of
understanding with a foreign nation that provides for payment of
separation pay if the termination of the employment of the foreign
national is the result of the closing of, or the curtailment of activi-
ties at, a United States military facility in that country at the re-
quest of the government of that country.

* * & * * * *
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CHAPTER 83—CIVILIAN DEFENSE INTELLIGENCE

EMPLOYEES
Subchapter Sec.
I. Defense-Wide Intelligence Personnel Policy ..........cccccoveeeviiieiiiieeeiiieeeecieennns 1601
II. Defense Intelligence Agency Personnel ...........ccccoocieiiiiiiiniiiininniiienieeeeeen, 1621

SUBCHAPTER I—DEFENSE-WIDE INTELLIGENCE
PERSONNEL POLICY

Sec.

1601. Civilian intelligence personnel: general authority to establish excepted posi-
tions, appoint personnel, and fix rates of pay.

1602. Basic pay.

1603. Additional compensation, incentives, and allowances.

[1604. Repealed.]

1605. Benefits for certain employees assigned outside the United States.

1606. Defense Intelligence Senior Executive Service.

1607. Intelligence Senior Level positions.

1608. Time-limited appointments.

1609. Termination of defense intelligence employees.

1610. Reductions and other adjustments in force.

1611. Postemployment assistance: certain terminated intelligence employees.

1612. Merit system principles and civil service protections: applicability.

1613. Miscellaneous provisions.

1614. Definitions.

§1601. Civilian intelligence personnel: general authority to
establish excepted positions, appoint personnel,
and fix rates of pay

(a) GENERAL AUTHORITY.—The Secretary of Defense may—

(1) establish, as positions in the excepted service, such de-
fense intelligence positions in the Department of Defense as
the Secretary determines necessary to carry out the intel-
ligence functions of the Department, including—

(A) Intelligence Senior Level positions designated
under section 1607 of this title; and

(B) positions in the Defense Intelligence Senior Execu-
tive Service;

(2) appoint individuals to those positions (after taking into
consideration the availability of preference eligibles for ap-
pointment to those positions); and

(3) fix the compensation of such individuals for service in
those positions.

(b) ConsTRUCTION WITH OTHER LAWS.—The authority of the
Secretary of Defense under subsection (a) applies without regard to
the provisions of any other law relating to the appointment, num-
ber, classification, or compensation of employees.

§1602. Basic pay

(a) AUTHORITY TO FIX RATES OF BAsIiC PAy.—The Secretary of
Defense (subject to the provisions of this section) shall fix the rates
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of basic pay for positions established under section 1601 of this
title in relation to the rates of basic pay provided in subpart D of
part III of title 5 for positions subject to that subpart which have
corresponding levels of duties and responsibilities.

(b) MAXiIMUM RATES.—A rate of basic pay fixed under sub-
section (a) for a position established under section 1601 of this title
may not (except as otherwise provided by law) exceed—

(1) in the case of a Defense Intelligence Senior Executive

Service position, the maximum rate provided in section 5382 of

title 5;

(2) in the case of an Intelligence Senior Level position, the
maximum rate provided in section 5382 of title 5; and
(3) in the case of any other position, the maximum rate

provided in section 5306(e) of title 5.

(c) PREVAILING RATE SYSTEMS.—The Secretary of Defense may,
consistent with section 5341 of title 5, adopt such provisions of that
title as provide for prevailing rate systems of basic pay and may
apply those provisions to positions for civilian employees in or
under which the Department of Defense may employ individuals
described by section 5342(a)(2)(A) of that title.

§1603. Additional compensation, incentives, and allowances

(a) ADDITIONAL COMPENSATION BASED ON TITLE 5 AUTHORI-
TIES.—The Secretary of Defense may provide employees in defense
intelligence positions compensation (in addition to basic pay), in-
cluding benefits, incentives, and allowances, consistent with, and
not in excess of the level authorized for, comparable positions au-
thorized by title 5.

(b) ALLOWANCES BASED ON LIVING COSTS AND ENVIRONMENT.—
(1) In addition to basic pay, employees in defense intelligence posi-
tions who are citizens or nationals of the United States and are
stationed outside the continental United States or in Alaska may
be paid an allowance, in accordance with regulations prescribed by
the Secretary of Defense, while they are so stationed.

(2) An allowance under this subsection shall be based on—

(A) living costs substantially higher than in the District of
Columbia;

(B) conditions of environment which (i) differ substantially
from conditions of environment in the continental United
States, and (ii) warrant an allowance as a recruitment incen-
tive; or

(C) both of the factors specified in subparagraphs (A) and
(B).

(3) An allowance under this subsection may not exceed the al-
lowance authorized to be paid by section 5941(a) of title 5 for em-
ployees whose rates of basic pay are fixed by statute.
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[§1604. Repealed. P.L. 104-201, §1632(a)(3), Sept. 23, 1996,
110 Stat. 2745]

§1605. Benefits for certain employees assigned outside the
United States!

(a)(1) The Secretary of Defense may provide to civilian per-
sonnel described in subsection (d) allowances and benefits com-
parable to those provided by the Secretary of State to officers and
employees of the Foreign Service under paragraphs (2), (3), (4), (5),
(6), (7), (8), and (13) of section 901 and sections 705 and 903 of the
Foreign Service Act of 1980 (22 U.S.C. 4081 (2), (3), (4), (5), (6), (7),
(8), and (13), 4025, 4083) and under section 5924(4) of title 5.

(2) The Secretary may also provide to any such civilian per-
sonnel special retirement accrual benefits in the same manner pro-
vided for certain officers and employees of the Central Intelligence
Agency in section 303 of the Central Intelligence Agency Retire-
ment Act (50 U.S.C. 2153) and in section 18 of the Central Intel-
ligence Agency Act of 1949 (50 U.S.C. 403r).

(b) The authority of the Secretary of Defense to make pay-
ments under subsection (a) is effective for any fiscal year only to
the extent that appropriated funds are available for such purpose.

(c) Regulations prescribed under subsection (a) may not take
effect until the Secretary of Defense has submitted such regula-
tions to—

(1) the Committee on Armed Services and the Select Com-
mittee on Intelligence of the Senate; and

(2) the Committee on Armed Services and the Permanent
Select Committee on Intelligence of the House of Representa-
tives.

(d) Subsection (a) applies to civilian personnel of the Depart-
ment of Defense who—

(1) are United States nationals;

(2) in the case of employees of the Defense Intelligence
Agency, are assigned to duty outside the United States and, in
the case of other employees, are assigned to Defense Attaché
Offices or Defense Intelligence Agency Liaison Offices outside
the United States; and

(3) are designated by the Secretary of Defense for the pur-
poses of subsection (a).

§1606. Defense Intelligence Senior Executive Service

(a) ESTABLISHMENT.—The Secretary of Defense may establish
a Defense Intelligence Senior Executive Service for defense intel-
ligence positions established pursuant to section 1601(a) of this
title that are equivalent to Senior Executive Service positions. The
number of positions in the Defense Intelligence Senior Executive
Service may not exceed 544.

(b) REGULATIONS CONSISTENT WITH TITLE 5 PROVISIONS.—The
Secretary of Defense shall prescribe regulations for the Defense In-
telligence Senior Executive Service which are consistent with the
requirements set forth in sections 3131, 3132(a)(2), 3396(c), 3592,

1Section 431 of title 37, United States Code, provides similar benefits for members of the
Armed Forces assigned to the Defense Intelligence Agency.
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3595(a), 5384, and 6304 of title 5, subsections (a), (b), and (c¢) of sec-
tion 7543 of such title (except that any hearing or appeal to which
a member of the Defense Intelligence Senior Executive Service is
entitled shall be held or decided pursuant to those regulations),
and subchapter II of chapter 43 of such title. To the extent that the
Secretary determines it practicable to apply to members of, or ap-
plicants for, the Defense Intelligence Senior Executive Service
other provisions of title 5 that apply to members of, or applicants
for, the Senior Executive Service, the Secretary shall also prescribe
regulations to implement those provisions with respect to the De-
fense Intelligence Senior Executive Service.

(c) AWARD OF RANK TO MEMBERS OF THE DEFENSE INTEL-
LIGENCE SENIOR EXECUTIVE SERVICE.—The President, based on the
recommendations of the Secretary of Defense, may award a rank
referred to in section 4507 of title 5 to members of the Defense In-
telligence Senior Executive Service. The award of such rank shall
be made in a manner consistent with the provisions of that section.

§1607. Intelligence Senior Level positions

(a) DESIGNATION OF POSITIONS.—The Secretary of Defense may
designate as an Intelligence Senior Level position any defense in-
telligence position that, as determined by the Secretary—

(1) is classifiable above grade GS—15 of the General Sched-
ule;

(2) does not satisfy functional or program management cri-
teria for being designated a Defense Intelligence Senior Execu-
tive Service position; and

(3) has no more than minimal supervisory responsibilities.
(b) REGULATIONS.—Subsection (a) shall be carried out in ac-

cordance with regulations prescribed by the Secretary of Defense.

(¢) AWARD OF RANK TO EMPLOYEES IN INTELLIGENCE SENIOR
LEVEL PoOSITIONS.—The President, based on the recommendations
of the Secretary of Defense, may award a rank referred to in sec-
tion 4507a of title 5 to employees in Intelligence Senior Level posi-
tions designated under subsection (a). The award of such rank shall
be made in a manner consistent with the provisions of that section.

§1608. Time-limited appointments

(a) AUTHORITY FOR TIME-LIMITED APPOINTMENTS.—The Sec-
retary of Defense may by regulation authorize appointing officials
to make time-limited appointments to defense intelligence positions
specified in the regulations.

(b) REVIEW OF USE OF AUTHORITY.—The Secretary of Defense
shall review each time-limited appointment in a defense intel-
ligence position at the end of the first year of the period of the ap-
pointment and determine whether the appointment should be con-
tinued for the remainder of the period. The continuation of a time-
limited appointment after the first year shall be subject to the ap-
proval of the Secretary.

(c) CONDITION ON PERMANENT APPOINTMENT TO DEFENSE IN-
TELLIGENCE SENIOR EXECUTIVE SERVICE.—An employee serving in
a defense intelligence position pursuant to a time-limited appoint-
ment is not eligible for a permanent appointment to a Defense In-
telligence Senior Executive Service position (including a position in
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which the employee is serving) unless the employee is selected for
the permanent appointment on a competitive basis.

(d) TIME-LIMITED APPOINTMENT DEFINED.—In this section, the
term “time-limited appointment” means an appointment (subject to
the condition in subsection (b)) for a period not to exceed two years.

§1609. Termination of defense intelligence employees

(a) TERMINATION AUTHORITY.—Notwithstanding any other pro-
vision of law, the Secretary of Defense may terminate the employ-
ment of any employee in a defense intelligence position if the Sec-
retary—

(1) considers that action to be in the interests of the

United States; and

(2) determines that the procedures prescribed in other pro-
visions of law that authorize the termination of the employ-
ment of such employee cannot be invoked in a manner con-
sistent with the national security.

(b) FINALITY.—A decision by the Secretary of Defense to termi-
nate the employment of an employee under this section is final and
may not be appealed or reviewed outside the Department of De-
fense.

(¢) NOTIFICATION TO CONGRESSIONAL COMMITTEES.—Whenever
the Secretary of Defense terminates the employment of an em-
ployee under the authority of this section, the Secretary shall
promptly notify the congressional oversight committees of such ter-
mination.

(d) PRESERVATION OF RIGHT To SEEK OTHER EMPLOYMENT.—
Any termination of employment under this section does not affect
the right of the employee involved to seek or accept employment
with any other department or agency of the United States if that
employee is declared eligible for such employment by the Director
of the Office of Personnel Management.

(e) LIMITATION ON DELEGATION.—The authority of the Sec-
retary of Defense under this section may be delegated only to the
Deputy Secretary of Defense, the head of an intelligence component
of the Department of Defense (with respect to employees of that
component), or the Secretary of a military department (with respect
to employees of that department). An action to terminate employ-
ment of such an employee by any such official may be appealed to
the Secretary of Defense.

§1610. Reductions and other adjustments in force

(a) IN GENERAL.—The Secretary of Defense shall prescribe reg-
ulations for the separation of employees in defense intelligence po-
sitions, including members of the Defense Intelligence Senior Exec-
utive Service and employees in Intelligence Senior Level positions,
during a reduction in force or other adjustment in force. The regu-
lations shall apply to such a reduction in force or other adjustment
in1 force notwithstanding sections 3501(b) and 3502 of
title 5.

(b) MATTERS TO BE GIVEN EFFECT.—The regulations shall give
effect to the following:

(1) Tenure of employment.
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(2) Military preference, subject to sections 3501(a)(3) and

3502(b) of title 5.

. (3) The veteran’s preference under section 3502(b) of

title 5.

(4) Performance.
(5) Length of service computed in accordance with the sec-

ond sentence of section 3502(a) of title 5.

(¢) REGULATIONS RELATING TO DEFENSE INTELLIGENCE SES.—
The regulations relating to removal from the Defense Intelligence
Senior Executive Service in a reduction in force or other adjust-
ment in force shall be consistent with section 3595(a) of title 5.

(d) RiGHT OF APPEAL.—(1) The regulations shall provide a right
of appeal regarding a personnel action under the regulations. The
appeal shall be determined within the Department of Defense. An
appeal determined at the highest level provided in the regulations
shall be final and not subject to review outside the Department of
Defense. A personnel action covered by the regulations is not sub-
ject to any other provision of law that provides appellate rights or
procedures.

(2) Notwithstanding paragraph (1), a preference eligible re-
ferred to in section 7511(a)(1)(B) of title 5 may elect to have an ap-
peal of a personnel action taken against the preference eligible
under the regulation determined by the Merit Systems Protection
Board instead of having the appeal determined within the Depart-
ment of Defense. Section 7701 of title 5 shall apply to any such ap-
peal to the Merit Systems Protection Board.

(e) CoNSULTATION WITH OPM.—Regulations under this section
shall be prescribed in consultation with the Director of the Office
of Personnel Management.

§1611. Postemployment assistance: certain terminated intel-
ligence employees

(a) AUTHORITY.—Subject to subsection (c), the Secretary of De-
fense may, in the case of any individual who is a qualified former
intelligence employee, use appropriated funds—

(1) to assist that individual in finding and qualifying for
employment other than in a defense intelligence position;

(2) to assist that individual in meeting the expenses of
treatment of medical or psychological disabilities of that indi-
vidual; and

(3) to provide financial support to that individual during
periods of unemployment.

(b) QUALIFIED FORMER INTELLIGENCE EMPLOYEES.—For pur-
poses of this section, a qualified former intelligence employee is an
individual who was employed as a civilian employee of the Depart-
ment of Defense in a sensitive defense intelligence position—

(1) who has been found to be ineligible for continued access
to information designated as “Sensitive Compartmented Infor-
mation” and employment in a defense intelligence position; or

(2) whose employment in a defense intelligence position
has been terminated.

(c) CONDITIONS.—Assistance may be provided to a qualified
former intelligence employee under subsection (a) only if the Sec-
retary determines that such assistance is essential to—
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(1) maintain the judgment and emotional stability of the
qualified former intelligence employee; and

(2) avoid circumstances that might lead to the unlawful
disclosure of classified information to which the qualified
former intelligence employee had access.

(d) DURATION OF ASSISTANCE.—Assistance may not be provided
under this section in the case of any individual after the end of the
five-year period beginning on the date of the termination of the em-
ployment of the individual in a defense intelligence position.

(e) ANNUAL REPORT.—(1) The Secretary of Defense shall sub-
mit to the congressional committees specified in paragraph (3) an
annual report with respect to any expenditure made under this sec-
tion.

(2) In the case of a report required to be submitted under para-
graph (1) to the Select Committee on Intelligence of the Senate and
the Permanent Select Committee on Intelligence of the House of
Representatives, the date for the submittal of such report shall be
as provided in section 507 of the National Security Act of 1947.

(3) The committees referred to in paragraph (1) are the fol-
lowing:

(A) The Committee on Armed Services, the Committee on
Appropriations, and the Permanent Select Committee on Intel-
ligence of the House of Representatives.

(B) The Committee on Armed Services, the Committee on
Appropriations, and the Select Committee on Intelligence of
the Senate.

§1612. Merit system principles and civil service protections:
applicability

(a) APPLICABILITY OF MERIT SYSTEM PRINCIPLES.—Section 2301
of title 5 shall apply to the exercise of authority under this sub-
chapter (other than sections 1605 and 1611).

(b) CiviL SERVICE PROTECTIONS.—(1) If, in the case of a posi-
tion established under authority other than section 1601(a)(1) of
this title that is reestablished as an excepted service position under
that section, the provisions of law referred to in paragraph (2) ap-
plied to the person serving in that position immediately before the
position is so reestablished and such provisions of law would not
otherwise apply to the person while serving in the
position as so reestablished, then such provisions of law shall, sub-
ject to paragraph (3), continue to apply to the person with respect
to service in that position for as long as the person continues to
serve in the position without a break in service.

(2) The provisions of law referred to in paragraph (1) are the
following provisions of title 5:

(A) Section 2302, relating to prohibited personnel prac-
tices.
(B) Chapter 75, relating to adverse actions.

(3)(A) Notwithstanding any provision of chapter 75 of title 5,
an appeal of an adverse action by an individual employee covered
by paragraph (1) shall be determined within the Department of De-
fense if the employee so elects.
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(B) The Secretary of Defense shall prescribe the procedures for
initiating and determining appeals of adverse actions pursuant to
elections made under subparagraph (A).

§ 1613. Miscellaneous provisions

(a) COLLECTIVE BARGAINING AGREEMENTS.—Nothing in sec-
tions 1601 through 1603 and 1606 through 1610 may be construed
to impair the continued effectiveness of a collective bargaining
agreement with respect to an agency or office that is a successor
to an agency or office covered by the agreement before the succes-
sion.

(b) NoTICE TO CONGRESS OF REGULATIONS.—The Secretary of
Defense shall notify Congress of any regulations prescribed to carry
out this subchapter (other than sections 1605 and 1611). Such no-
tice shall be provided by submitting a copy of the regulations to the
congressional oversight committees not less than 60 days before
such regulations take effect.

§1614. Definitions

In this subchapter:

(1) The term “defense intelligence position” means a civil-
ian position as an intelligence officer or intelligence employee
of the Department of Defense.

(2) The term “intelligence component of the Department of
Defense” means any of the following:

(A) The National Security Agency.

(B) The Defense Intelligence Agency.

(C) The National Imagery and Mapping Agency.

(D) Any other component of the Department of De-
fense that performs intelligence functions and is des-
ignated by the Secretary of Defense as an intelligence com-
ponent of the Department of Defense.

(E) Any successor to a component specified in, or des-
ignated pursuant to, this paragraph.

(3) The term “congressional oversight committees”
means—

(A) the Committee on Armed Services and the Select
Committee on Intelligence of the Senate; and

(B) the Committee on Armed Services and the Perma-
nent Select Committee on Intelligence of the House of Rep-
resentatives.

(4) The term “excepted service” has the meaning given
such term in section 2103 of title 5.

(5) The term “preference eligible” has the meaning given
such term in section 2108(3) of title 5.

(6) The term “Senior Executive Service position” has the
meaning given such term in section 3132(a)(2) of title 5.

(7) The term “collective bargaining agreement” has the
meaning given such term in section 7103(8) of title 5.

SUBCHAPTER II—DEFENSE INTELLIGENCE AGENCY
PERSONNEL

Sec.
1621. Defense Intelligence Agency merit pay system.
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1622. Uniform allowance: civilian employees.
1623. Financial assistance to certain employees in acquisition of critical skills.

§1621. Defense Intelligence Agency merit pay system

The Secretary of Defense may by regulation establish a merit
pay system for such employees of the Defense Intelligence Agency
as the Secretary considers appropriate. The merit pay system shall
be designed to carry out purposes consistent with those set forth
in section 5401 of title 5, as in effect on October 31, 1993.

§ 1622. Uniform allowance: civilian employees

(a) The Secretary of Defense may pay an allowance under this
section to any civilian employee of the Defense Intelligence Agency
who—

(1) is assigned to a Defense Attaché Office outside the
United States; and

(2) is required by regulation to wear a prescribed uniform
in performance of official duties.

(b) Notwithstanding section 5901(a) of title 5, the amount of
any such allowance shall be the greater of the following:

(1) The amount provided for employees of the Department
of State assigned to positions outside the United States and re-
quired by regulation to wear a prescribed uniform in perform-
ance of official duties.

(2) The maximum allowance provided under section
1593(b) of this title.

(c) An allowance paid under this section shall be treated in the
same manner as is provided in subsection (c) of section 5901 of title
5 for an allowance paid under that section.

§1623. Financial assistance to certain employees in acquisi-
tion of critical skills

(a) The Secretary of Defense shall establish an undergraduate
training program with respect to civilian employees of the Defense
Intelligence Agency that is similar in purpose, conditions, content,
and administration to the program which the Secretary of Defense
is authorized to establish under section 16 of the National Security
Agency Act of 1959 (50 U.S.C. 402 note) for civilian employees of
the National Security Agency.

(b) Any payments made by the Secretary to carry out the pro-
gram required to be established by subsection (a) may be made in
any fiscal year only to the extent that appropriated funds are avail-
able for that purpose.
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DAVID L. BOREN NATIONAL SECURITY EDUCATION ACT

OF 1991
(Public Law 102-183; 105 Stat. 1271; approved December 4, 1991)

[As Amended Through P.L. 112-81, Enacted December 31, 2011]

TITLE VIII—NATIONAL SECURITY SCHOLARSHIPS,
FELLOWSHIPS, AND GRANTS

SEC. 801. [50 U.S.C. 1901] SHORT TITLE, FINDINGS, AND PURPOSES.

(a) SHORT TITLE.—This title may be cited as the “David L.

Boren National Security Education Act of 1991”.

(b) FINDINGS.—The Congress makes the following findings:

(1) The security of the United States is and will continue
to depend on the ability of the United States to exercise inter-
national leadership.

(2) The ability of the United States to exercise inter-
national leadership is, and will increasingly continue to be,
based on the political and economic strength of the United
States, as well as on United States military strength around
the world.

(3) Recent changes in the world pose threats of a new kind
to international stability as Cold War tensions continue to de-
cline while economic competition, regional conflicts, terrorist
activities, and weapon proliferations have dramatically in-
creased.

(4) The future national security and economic well-being of
the United States will depend substantially on the ability of its
citizens to communicate and compete by knowing the lan-
guages and cultures of other countries.

(5) The Federal Government has an interest in ensuring
that the employees of its departments and agencies with na-
tional security responsibilities are prepared to meet the chal-
lenges of this changing international environment.

(6) The Federal Government also has an interest in taking
actions to alleviate the problem of American undergraduate
and graduate students being inadequately prepared to meet
the challenges posed by increasing global interaction among
nations.

(7) American colleges and universities must place a new
emphasis on improving the teaching of foreign languages, area
studies, counterproliferation studies, and other international
fields to help meet those challenges.

(c) PurPOSES.—The purposes of this title are as follows:

(1) To provide the necessary resources, accountability, and
flexibility to meet the national security education needs of the
United States, especially as such needs change over time.

19
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(2) To increase the quantity, diversity, and quality of the
teaching and learning of subjects in the fields of foreign lan-
guages, area studies, counterproliferation studies, and other
international fields that are critical to the Nation’s interest.

(3) To produce an increased pool of applicants for work in
the departments and agencies of the United States Govern-
ment with national security responsibilities.

(4) To expand, in conjunction with other Federal programs,
the international experience, knowledge base, and perspectives
on which the United States citizenry, Government employees,
and leaders rely.

(5) To permit the Federal Government to advocate the
cause of international education.

SEC. 802. [50 U.S.C. 19021 SCHOLARSHIP, FELLOWSHIP, AND GRANT

PROGRAM.
(a) PROGRAM REQUIRED.—
(1) IN GENERAL.—The Secretary of Defense shall carry out
a program for—
(A) awarding scholarships to undergraduate students
who—

(1) are United States citizens in order to enable
such students to study, for at least one academic se-
mester or equivalent term, in foreign countries that
are critical countries (as determined under section
803(d)(4)(A)) in those languages and study areas
where deficiencies exist (as identified in the assess-
ments undertaken pursuant to section 806(d)); and

(ii) pursuant to subsection (b)(2)(A), enter into an
agreement to work in a national security position or
work in the field of higher education in the area of
study for which the scholarship was awarded;

(B) awarding fellowships to graduate students who—

(1) are United States citizens to enable such stu-
dents to pursue education as part of a graduate degree
program of a United States institution of higher edu-
cation in the disciplines of foreign languages, area
studies, counterproliferation studies, and other inter-
national fields relating to the national security inter-
ests of the United States that are critical areas of
those disciplines (as determined under section
803(d)(4)(B))and in which deficiencies exist (as identi-
fied in the assessments undertaken pursuant to sec-
tion 806(d)); and

(ii) pursuant to subsection (b)(2)(B), enter into an
agreement to work in a national security position or
work in the field of education in the area of study for
which the fellowship was awarded;

(C) awarding grants to institutions of higher education
to enable such institutions to establish, operate, or im-
prove programs in foreign languages, area studies,
counterproliferation studies, and other international fields
that are critical areas of those disciplines (as determined
under section 803(d)(4)(C));



121 DAVID L. BOREN NATIONAL SECURITY EDUCATION ACT OF 1991 Sec. 802

(D) awarding grants to institutions of higher education
to carry out activities under the National Flagship Lan-
guage Initiative (described in subsection (i)); and

(E) awarding scholarships to students who—

(i) are United States citizens who—

(I) are native speakers (referred to as “herit-
age community citizens”) of a foreign language
that is identified as critical to the national secu-
rity interests of the United States who should be
actively recruited for employment by Federal secu-
rity agencies with a need for linguists; and

(IT) are not proficient at a professional level in
the English language with respect to reading,
writing, and other skills required to carry out the
national security interests of the United States, as
determined by the Secretary,

to enable such students to pursue English language

studies at an institution of higher education of the

United States to attain proficiency in those skills; and

(ii) enter into an agreement to work in a position
in a similar manner (as determined by the Secretary)
as agreements entered into pursuant to subsection

(b)(2)(A).

(2) FUNDING ALLOCATIONS.—Of the amount available for
obligation out of the National Security Education Trust Fund
or from a transfer under section 810(c) for any fiscal year for
the purposes stated in paragraph (1), the Secretary shall have
a goal of allocating—

(A) V5 of such amount for the awarding of scholarships
pursuant to paragraph (1)(A);

(B) V5 of such amount for the awarding of fellowships
pursuant to paragraph (1)(B); and

(C) ¥5 of such amount for the awarding of grants pur-
suant to paragraph (1)(C).

The funding allocation under this paragraph shall not apply to
grants under paragraph (1)(D) for the National Flagship Lan-
guage Initiative described in subsection (i) or for the scholar-
ship program under paragraph (1)(E). For the authorization of
appropriations for the National Flagship Language Initiative,
see section 811. For the authorization of appropriations for the
scholarship program under paragraph (1)(E), see section 812.

(3) CONSULTATION WITH NATIONAL SECURITY EDUCATION
BOARD.—The program required under this title shall be carried
out in consultation with the National Security Education
Board established under section 803.

(4) CONTRACT AUTHORITY.—The Secretary may enter into
one or more contracts, with private national organizations hav-
ing an expertise in foreign languages, area studies, counterpro-
liferation studies, and other international fields, for the award-
ing of the scholarships, fellowships, and grants described in
paragraph (1) in accordance with the provisions of this title.
The Secretary may enter into such contracts without regard to
section 3709 of the Revised Statutes (41 U.S.C. 5) or any other
provision of law that requires the use of competitive proce-

April 24, 2012
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dures. In addition, the Secretary may enter into personal serv-

ice contracts for periods up to one year for program adminis-

tration, except that not more than 10 such contracts may be
in effect at any one time.

(b) SERVICE AGREEMENT.—In awarding a scholarship or fellow-
ship under the program, the Secretary or contract organization re-
ferred to in subsection (a)(4), as the case may be, shall require a
recipient of any fellowship, or any scholarship to enter into an
agreement that, in return for such assistance, the recipient—

(1) will maintain satisfactory academic progress, as deter-
mined in accordance with regulations issued by the Secretary,
and agrees that failure to maintain such progress shall con-
stitute grounds upon which the Secretary or contract organiza-
tion referred to in subsection (a)(4) may terminate such assist-
ance;

(2)(A) will (in accordance with regulations prescribed by
the Secretary of Defense in coordination with the heads of the
other Federal departments and agencies concerned) begin work
not later than three years after the recipient’s completion of
degree study during which scholarship assistance was provided
under the program—

(i) for not less than one year in a position certified
by the Secretary of Defense, in coordination with the
Director of National Intelligence, the Secretary of
Homeland Security, and the Secretary of State (as ap-
propriate), as contributing to the national security of
the United States in the Department of Defense, any
element of the intelligence community, the Depart-
ment of Homeland Security, or the Department of
State;

(i1) for not less than one year in a position in a
Federal agency or office that is identified by the Sec-
retary of Defense under subsection (g) as having na-
tional security responsibilities if the recipient dem-
onstrates to the Secretary that no position is available
in the departments and agencies covered by clause (i);
or

(iii) for not less than one academic year in a posi-
tion in the field of education in a discipline related to
the study supported by the program if the recipient
demonstrates to the Secretary of Defense that no posi-
tion is available in the departments, agencies, and of-
fices covered by clauses (i) and (ii); or
(B) will (in accordance with such regulations) begin

work not later than two years after the recipient’s comple-

tion or termination of study for which fellowship assist-
ance was provided under the program—

(1) for not less than one year in a position certified
by the Secretary of Defense, in coordination with the
Director of National Intelligence, the Secretary of
Homeland Security, and the Secretary of State (as ap-
propriate), as contributing to the national security of
the United States in the Department of Defense, any
element of the intelligence community, the Depart-
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ISnent of Homeland Security, or the Department of
tate;
(ii) for not less than one year in a position in a
Federal agency or office that is identified by the Sec-
retary of Defense under subsection (g) as having na-
tional security responsibilities if the recipient dem-
onstrates to the Secretary that no position is available
in the departments and agencies covered by clause (i);
or
(iii) for not less than one academic year in a posi-
tion in the field of education in a discipline related to
the study supported by the program if the recipient
demonstrates to the Secretary of Defense that no posi-
tion is available in the departments, agencies, and of-
fices covered by clauses (i) and (ii); and
(3) if the recipient fails to meet either of the obligations set
forth in paragraph (1) or (2), will reimburse the United States

Government for the amount of the assistance provided the re-

cipient under the program, together with interest at a rate de-

termined in accordance with regulations issued by the Sec-
retary.

(¢) EVALUATION OF PROGRESS IN LANGUAGE SKILLS.—The Sec-
retary shall, through the National Security Education Program of-
fice, administer a test of the foreign language skills of each recipi-
ent of a scholarship or fellowship under this title before the com-
mencement of the study or education for which the scholarship or
fellowship is awarded and after the completion of such study or
education. The purpose of these tests is to evaluate the progress
made by recipients of scholarships and fellowships in developing
foreign language skills as a result of assistance under this title.

(d) DISTRIBUTION OF ASSISTANCE.—In selecting the recipients
for awards of scholarships, fellowships, or grants pursuant to this
title, the Secretary or a contract organization referred to in sub-
section (a)(4), as the case may be, shall take into consideration (1)
the extent to which the selections will result in there being an eq-
uitable geographic distribution of such scholarships, fellowships, or
grants (as the case may be) among the various regions of the
United States, and (2) the extent to which the distribution of schol-
arships and fellowships to individuals reflects the cultural, racial,
and ethnic diversity of the population of the United States.

(e) MERIT REVIEW.—The Secretary shall award scholarships,
fellowships, and grants under the program based upon a merit re-
view process.

(f) LIMITATION ON USE OF PROGRAM PARTICIPANTS.—No person
who receives a grant, scholarship, or fellowship or any other type
of assistance under this title shall, as a condition of receiving such
assistance or under any other circumstances, be used by any de-
partment, agency, or entity of the United States Government en-
gaged in intelligence activities to undertake any activity on its be-
half during the period such person is pursuing a program of edu-
cation for which funds are provided under the program carried out
under this title.

(g) DETERMINATION OF AGENCIES AND OFFICES OF THE FEDERAL
GOVERNMENT HAVING NATIONAL SECURITY RESPONSIBILITIES.—(1)
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The Secretary, in consultation with the Board, shall annually de-
termine and develop a list identifying each agency or office of the
Federal Government having national security responsibilities at
which a recipient of a fellowship or scholarship under this title will
be able to make the recipient’s foreign area and language skills
available to such agency or office. The Secretary shall submit the
first such list to the Congress and include each subsequent list in
the annual report to the Congress, as required by section 806(b)(6).

(2) Notwithstanding section 804, funds may not be made avail-
able from the Fund to carry out this title for fiscal year 1997 until
30 days after the date on which the Secretary of Defense submits
to the Congress the first such list required by paragraph (1).

(h) TEMPORARY EMPLOYMENT AND RETENTION OF CERTAIN PAR-
TICIPANTS.—

(1) IN GENERAL.—The Secretary of Defense may—

(A) appoint or retain a person provided scholarship or
fellowship assistance under the program in a position in
the Department of Defense on an interim basis during the
period of the person’s pursuit of a degree under the pro-
gram and for a period not to exceed two years after com-
pletion of the degree, but only if, in the case of the period
after completion of the degree, there is an active investiga-
tion to provide security clearance to the person for an ap-
propriate permanent position in the Department of De-
fense under subsection (b)(2); and

(B) if there is no appropriate permanent position avail-
able for the person after the end of the periods described
in subparagraph (A), separate the person from employ-
ment with the Department without regard to any other
provision of law, in which event the service agreement of
the person under subsection (b) shall terminate.

(2) TREATMENT OF CERTAIN SERVICE.—The period of service
of a person covered by paragraph (1) in a position on an in-
terim basis under that paragraph shall, after completion of the
degree, be treated as a period of service for purposes of satis-
fying the obligated service requirements of the person under
the service agreement of the person under subsection (b).

(i) USE oF AWARDS TO ATTEND THE FOREIGN LANGUAGE CEN-
TER OF THE DEFENSE LANGUAGE INSTITUTE.—(1) The Secretary
shall provide for the admission of award recipients to the Foreign
Language Center of the Defense Language Institute (hereinafter in
this subsection referred to as the “Center”). An award recipient
may apply a portion of the applicable scholarship or fellowship
award for instruction at the Center on a space-available basis as
a Department of Defense sponsored program to defray the additive
instructional costs.

(2) Except as the Secretary determines necessary, an award re-
cipient who receives instruction at the Center shall be subject to
the same regulations with respect to attendance, discipline, dis-
charge, and dismissal as apply to other persons attending the Cen-
ter.

(3) In this subsection, the term “award recipient” means an un-
dergraduate student who has been awarded a scholarship under
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subsection (a)(1)(A) or a graduate student who has been awarded
a fellowship under subsection (a)(1)(B) who—

(A) is in good standing;

(B) has completed all academic study in a foreign country,
as provided for under the scholarship or fellowship; and

(C) would benefit from instruction provided at the Center.
(j) NATIONAL FLAGSHIP LANGUAGE INITIATIVE.—(1) Under the

National Flagship Language Initiative, institutions of higher edu-
cation shall establish, operate, or improve activities designed to
train students in programs in a range of disciplines to achieve ad-
vanced levels of proficiency in those foreign languages that the Sec-
retary identifies as being the most critical in the interests of the
national security of the United States.

(2) An undergraduate student who has been awarded a schol-
arship under subsection (a)(1)(A) or a graduate student who has
been awarded a fellowship under subsection (a)(1)(B) may partici-
pate in the activities carried out under the National Flagship Lan-
guage Initiative.

(3) An institution of higher education that receives a grant
pursuant to subsection (a)(1)(D) shall give special consideration to
applicants who are employees of the Federal Government.

(4) For purposes of this subsection, the Foreign Language Cen-
ter of the Defense Language Institute and any other educational
institution that provides training in foreign languages operated by
the Department of Defense or an agency in the intelligence commu-
nity is deemed to be an institution of higher education, and may
carry out the types of activities permitted under the National Flag-
ship Language Initiative.

(5) An undergraduate or graduate student who participates in
training in a program under paragraph (1) and has not already en-
tered into a service agreement under subsection (b) shall enter into
a service agreement under subsection (b) applicable to an under-
graduate or graduate student, as the case may be, with respect to
participation in such training in a program under paragraph (1).

(6)(A) An employee of a department or agency of the Federal
Government who participates in training in a program under para-
graph (1) shall agree in writing—

(i) to continue in the service of the department or agency
of the Federal Government employing the employee for the pe-
riod of such training;

(i1) to continue in the service of such department or agen-
cy, following completion by the employee of such training, for
a period of two years for each year, or part of the year, of such
training;

(iii) if, before the completion by the employee of such train-
ing, the employment of the employee is terminated by such de-
partment or agency due to misconduct by the employee, or by
the employee voluntarily, to reimburse the United States for
the total cost of such training (excluding the employee’s pay
and allowances) provided to the employee; and

(iv) if, after the completion by the employee of such train-
ing but before the completion by the employee of the period of
service required by clause (ii), the employment of the employee
by such department or agency is terminated either by such de-
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partment or agency due to misconduct by the employee, or by
the employee voluntarily, to reimburse the United States in an
amount that bears the same ratio to the total cost of such
training (excluding the employee’s pay and allowances) pro-
vided to the employee as the unserved portion of such period
of service bears to the total period of service required by clause

(ii).

(C) Subject to subparagraph (D), the obligation to reimburse
the United States under an agreement under subparagraph (A) is
for all purposes a debt owing the United States.

(D) The head of the element of the intelligence community con-
cerned may release an employee, in whole or in part, from the obli-
gation to reimburse the United States under an agreement under
subparagraph (A) when, in the discretion of the head of the ele-
ment, the head of the element determines that equity or the inter-
ests of the United States so require.

(k) EMPLOYMENT OF PROGRAM PARTICIPANTS.—The Secretary of
Defense, the Secretary of Homeland Security, the Secretary of
State, or the head of a Federal agency or office identified by the
Secretary of Defense under subsection (g) as having national secu-
rity responsibilities—

(1) may, without regard to any provision of title 5 gov-

erning appointments in the competitive service, appoint to a

position that is identified under subsection (b)(2)(A)(i) as hav-

ing national security responsibilities, or to a position in such

Federal agency or office, in the excepted service an individual

who has successfully completed an academic program for which

a scholarship or fellowship under this section was awarded and

who, under the terms of the agreement for such scholarship or

fellowship, at the time of such appointment owes a service
commitment to such Department or such Federal agency or of-
fice; and

(2) may, upon satisfactory completion of two years of sub-
stantially continuous service by an incumbent who was ap-
pointed to an excepted service position under the authority of
paragraph (1), convert the appointment of such individual,
without competition, to a career or career conditional appoint-
ment.

SEC. 803. [50 U.S.C. 1903] NATIONAL SECURITY EDUCATION BOARD.
(a) ESTABLISHMENT.—The Secretary of Defense shall establish
a National Security Education Board.
(b) CompPOSITION.—The Board shall be composed of the fol-
lowing individuals or the representatives of such individuals:
(1) The Secretary of Defense, who shall serve as the chair-
man of the Board.
(2) The Secretary of Education.
(3) The Secretary of State.
(4) The Secretary of Commerce.
(5) The Director of Central Intelligence.
(6) The Chairperson of the National Endowment for the
Humanities.
(7) Six individuals appointed by the President, who shall
be experts in the fields of international, language, area, and
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counterproliferation studies education and who may not be offi-

cers or employees of the Federal Government.

(c) TERM OF APPOINTEES.—Each individual appointed to the
Board pursuant to subsection (b)(7) shall be appointed for a period
specified by the President at the time of the appointment, but not
to exceed four years. Such individuals shall receive no compensa-
tion for service on the Board but may receive reimbursement for
travel and other necessary expenses.

(d) Functions.—The Board shall perform the following func-
tions:

(1) Develop criteria for awarding scholarships, fellowships,
and grants under this title, including an order of priority in
such awards that favors individuals expressing an interest in
national security issues or pursuing a career in a national se-
curity position.

(2) Provide for wide dissemination of information regard-
ing the activities assisted under this title.

(3) Establish qualifications for students desiring scholar-
ships or fellowships, and institutions of higher education desir-
ing grants, under this title, including, in the case of students
desiring a scholarship or fellowship, a requirement that the
student have a demonstrated commitment to the study of the
discipline for which the scholarship or fellowship is to be
awarded.

(4) After taking into account the annual analyses of trends
in language, international, area, and counterproliferation stud-
ies under section 806(b)(1), make recommendations to the Sec-
retary regarding—

(A) which countries are not emphasized in other
United States study abroad programs, such as countries in
which few United States students are studying and coun-
tries which are of importance to the national security in-
terests of the United States, and are, therefore, critical
countries for the purposes of section 802(a)(1)(A);

(B) which areas within the disciplines described in sec-
tion 802(a)(1)(B) relating to the national security interests
of the United States are areas of study in which United
States students are deficient in learning and are, there-
fore, critical areas within those disciplines for the purposes
of that section;

(C) which areas within the disciplines described in sec-
tion 802(a)(1)(C) are areas in which United States stu-
dents, educators, and Government employees are deficient
in learning and in which insubstantial numbers of United
States institutions of higher education provide training
and are, therefore, critical areas within those disciplines
for the purposes of that section;

(D) how students desiring scholarships or fellowships
can be encouraged to work for an agency or office of the
Federal Government involved in national security affairs
or national security policy upon completion of their edu-
cation; and

(E) which foreign languages are critical to the national
security interests of the United States for purposes of sec-
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tion 802(a)(1)(D) (relating to grants for the National Flag-

ship Language Initiative) and section 802(a)(1)(E) (relating

to the scholarship program for advanced English language
studies by heritage community citizens).

(5) Encourage applications for fellowships under this title
from graduate students having an educational background in
any academic discipline, particularly in the areas of science or
technology.

(6) Provide the Secretary biennially with a list of scholar-
ship recipients and fellowship recipients, including an assess-
ment of their foreign area and language skills, who are avail-
able to work in a national security position.

(7) Not later than 30 days after a scholarship or fellowship
recipient completes the study or education for which assistance
was provided under the program, provide the Secretary with a
report fully describing the foreign area and language skills ob-
tained by the recipient as a result of the assistance.

(8) Review the administration of the program required
under this title.

SEC. 804. [51(?)U11§TI.S.C. 1904] NATIONAL SECURITY EDUCATION TRUST

(a) ESTABLISHMENT OF FUND.—There is established in the
Treasury of the United States a trust fund to be known as the “Na-
tional Security Education Trust Fund”. The assets of the Fund con-
sist of amounts appropriated to the Fund and amounts credited to
the Fund under subsection (e).

(b) AVAILABILITY OF SUMS IN THE FUND.—Sums in the Fund
shall, to the extent provided in appropriations Acts, be available—

(1) for awarding scholarships, fellowships, and grants in
accordance with the provisions of this title; and

(2) for properly allocable costs of the Federal Government
for the administration of the program under this title.

(¢c) INVESTMENT OF FUND ASSETS.—The Secretary of the Treas-
ury shall invest in full the amount in the Fund that is not imme-
diately necessary for expenditure. Such investments may be made
only in interest-bearing obligations of the United States or in obli-
gations guaranteed as to both principal and interest by the United
States. For such purpose, such obligations may be acquired on
original issue at the issue price or by purchase of outstanding obli-
gations at the market price. The purposes for which obligations of
the United States may be issued under chapter 31 of title 31,
United States Code, are hereby extended to authorize the issuance
at par of special obligations exclusively to the Fund. Such special
obligations shall bear interest at a rate equal to the average rate
of interest, computed as to the end of the calendar month next pre-
ceding the date of such issue, borne by all marketable interest-
bearing obligations of the United States then forming a part of the
public debt, except that where such average rate is not a multiple
of Vs of 1 percent, the rate of interest of such special obligations
shall be the multiple of ¥s of 1 percent next lower than such aver-
age rate. Such special obligations shall be issued only if the Sec-
retary of the Treasury determines that the purchases of other in-
terest-bearing obligations of the United States, or of obligations
guaranteed as to both principal and interest by the United States
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or original issue or at the market price, is not in the public inter-
est.

(d) AuTHORITY TO SELL OBLIGATIONS.—Any obligation acquired
by the Fund (except special obligations issued exclusively to the
Fund) may be sold by the Secretary of the Treasury at the market
price, and such special obligations may be redeemed at par plus ac-
crued interest.

(e) AMOUNTS CREDITED TO FUND.—(1) The interest on, and the
proceeds from the sale or redemption of, any obligations held in the
Fund shall be credited to and form a part of the Fund.

(2) Any amount paid to the United States under section
802(b)(3) shall be credited to and form a part of the Fund.

(3) Any gifts of money shall be credited to and form a part of
the Fund.

SEC. 805. [50 U.S.C. 1905] REGULATIONS AND ADMINISTRATIVE PROVI-
SIONS

(a) REGULATIONS.—The Secretary may prescribe regulations to
carry out the program required by this title. Before prescribing any
such regulations, the Secretary shall submit a copy of the proposed
regulations to the Select Committee on Intelligence of the Senate
and the Permanent Select Committee on Intelligence of the House
of Representatives. Such proposed regulations may not take effect
until 30 days after the date on which they are submitted to those
committees.

(b) ACCEPTANCE AND USE OF GIFTS.—In order to conduct the
program required by this title, the Secretary may—

(1) receive money and other property donated, bequeathed,
or devised, without condition or restriction other than that it
be used for the purpose of conducting the program required by
this title; and

(2) may use, sell, or otherwise dispose of such property for
that purpose.

(¢c) VOLUNTARY SERVICES.—In order to conduct the program re-
quired by this title, the Secretary may accept and use the services
of voluntary and noncompensated personnel.

(d) NECESSARY EXPENDITURES.—Expenditures necessary to
conduct the program required by this title shall be paid from the
Fund, subject to section 804(b).

SEC. 806. [50 U.S.C. 1906] ANNUAL REPORT.

(a) ANNUAL REPORT.—(1) The Secretary shall submit to the
President and to the congressional intelligence committees an an-
nual report of the conduct of the program required by this title.

(2) The report submitted to the President shall be submitted
each year at the time that the President’s budget for the next fiscal
year is submitted to Congress pursuant to section 1105 of title 31,
United States Code.

(3) The report submitted to the congressional intelligence com-
mittees shall be submitted on the date provided in section 507 of
the National Security Act of 1947.

(b) CONTENTS OF REPORT.—Each such report shall contain—

(1) an analysis of the trends within language, inter-

national, area, and counterproliferation studies, along with a
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survey of such areas as the Secretary determines are receiving

inadequate attention;

(2) the effect on those trends of activities under the pro-
gram required by this title;

(3) an analysis of the assistance provided under the pro-
gram for the previous fiscal year, to include the subject areas
being addressed and the nature of the assistance provided,;

(4) an analysis of the performance of the individuals who
received assistance under the program during the previous fis-
cal year, to include the degree to which assistance was termi-
nated under the program and the extent to which individual
recipients failed to meet their obligations under the program;

(5) an analysis of the results of the program for the pre-
vious fiscal year, and cumulatively, to include, at a minimum—

(A) the percentage of individuals who have received
assistance under the program who subsequently became
employees of the United States Government;

(B) in the case of individuals who did not subsequently
become employees of the United States Government, an
analysis of the reasons why they did not become employees
and an explanation as to what use, if any, was made of the
assistance by those recipients; and

(C) the uses made of grants to educational institu-
tions;

(6) the current list of agencies and offices of the Federal
Government required to be developed by section 802(g); and

(7) any legislative changes recommended by the Secretary
to facilitate the administration of the program or otherwise to
enhance its objectives.

(c) SUBMISSION OF INITIAL REPORT.—The first report under this
section shall be submitted at the time the budget for fiscal year
1994 is submitted to Congress.

(d) CONSULTATION.—During the preparation of each report re-
quired by subsection (a), the Secretary shall consult with the mem-
bers of the Board specified in paragraphs (1) through (7) of section
803(b). Each such member shall submit to the Secretary an assess-
ment of their hiring needs in the areas of language and area stud-
ies and a projection of the deficiencies in such areas. The Secretary
shall include all assessments in the report required by subsection
(a).

SEC. 807. [50 U.S.C. 1907] GENERAL ACCOUNTING OFFICE AUDITS.

The conduct of the program required by this title may be au-
dited by the General Accounting Office under such rules and regu-
lations as may be prescribed by the Comptroller General of the
United States. Representatives of the General Accounting Office
shall have access to all books, accounts, records, reports, and files
and all other papers, things, or property of the Department of De-
fendse pertaining to such activities and necessary to facilitate the
audit.

SEC. 808. [50 U.S.C. 1908] DEFINITIONS.

For the purpose of this title:
(1) The term “Board” means the National Security Edu-
cation Board established pursuant to section 803.
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(2) The term “Fund” means the National Security Edu-
cation Trust Fund established pursuant to section 804.

(3) The term “institution of higher education” has the
meaning given that term by section 101 of the Higher Edu-
cation Act of 1965.

(4) The term “national security position” means a posi-
tion—

(A) having national security responsibilities in a agen-
cy or office of the Federal Government that has national
security responsibilities, as determined under section
802(g); and

(B) in which the individual in such position makes
}:_heir foreign language skills available to such agency or of-
ice.

(5) The term “congressional intelligence committees”
means—

1 (A) the Select Committee on Intelligence of the Senate;
an

(B) the Permanent Select Committee on Intelligence of
the House of Representatives.

SEC. 809. [50 U.S.C. 1909] FISCAL YEAR 1992 FUNDING.

(a) AUTHORIZATION OF APPROPRIATIONS TO THE FUND.—There
is hereby authorized to be appropriated to the Fund for fiscal year
1992 the sum of $150,000,000.

(b) AUTHORIZATION OF OBLIGATIONS FROM THE FUND.—During
fiscal year 1992, there may be obligated from the Fund such
amounts as may be provided in appropriations Acts, not to exceed
$35,000,000. Amounts made available for obligation from the Fund
for fiscal year 1992 shall remain available until expended.

SEC. 810. [50 U.S.C. 1910] FUNDING.

(a) FiscAL YEARS 1993 AND 1994.—Amounts appropriated to
carry out this title for fiscal years 1993 and 1994 shall remain
available until expended.

(b) FiscAL YEARS 1995 AND 1996.—There is authorized to be
appropriated from, and may be obligated from, the Fund for each
of the fiscal years 1995 and 1996 not more than the amount cred-
ited to the Fund in interest only for the preceding fiscal year under
section 804(e).

(¢) FUNDING FROM INTELLIGENCE COMMUNITY MANAGEMENT
ACCOUNT FOR FISCAL YEARS BEGINNING WITH FISCAL YEAR 2005.—
In addition to amounts that may be made available to the Sec-
retary under the Fund for a fiscal year, the Director of National In-
telligence shall transfer to the Secretary from amounts appro-
priated for the Intelligence Community Management Account for
each fiscal year, beginning with fiscal year 2005, $8,000,000 to
carry out the scholarship, fellowship, and grant programs under
subparagraphs (A), (B), and (C), respectively, of section 802(a)(1).
SEC. 811. [50 U.S.C. 1911] ADDITIONAL ANNUAL AUTHORIZATION OF

APPROPRIATIONS.

(a) IN GENERAL.—In addition to amounts that may be made
available to the Secretary under the Fund for a fiscal year, there
is authorized to be appropriated to the Secretary for each fiscal
year, beginning with fiscal year 2003, $10,000,000, to carry out the
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grant program for the National Flagship Language Initiative under
section 802(a)(1)(D).

(b) FUNDING FROM INTELLIGENCE COMMUNITY MANAGEMENT
ACCOUNT FOR FISCAL YEARS BEGINNING WITH F1SCAL YEAR 2005.—
In addition to amounts that may be made available to the Sec-
retary under the Fund for a fiscal year, the Director of National In-
telligence shall transfer to the Secretary from amounts appro-
priated for the Intelligence Community Management Account for
each fiscal year, beginning with fiscal year 2005, $6,000,000 to
carry out the grant program for the National Flagship Language
Initiative under section 802(a)(1)(D).

(c) AVAILABILITY OF APPROPRIATED FUNDS.—Amounts made
available under this section shall remain available until expended.
SEC. 812. [50 U.S.C. 1912] FUNDING FOR SCHOLARSHIP PROGRAM FOR

ADVANCED ENGLISH LANGUAGE STUDIES BY HERITAGE
COMMUNITY CITIZENS.

(a) FUNDING FROM INTELLIGENCE COMMUNITY MANAGEMENT
AcCCOUNT.—In addition to amounts that may be made available to
the Secretary under the Fund for a fiscal year, the Director of Na-
tional Intelligence shall transfer to the Secretary from amounts ap-
propriated for the Intelligence Community Management Account
for each fiscal year, beginning with fiscal year 2005, $2,000,000 to
carry out the scholarship programs for English language studies by
certain heritage community citizens under section 802(a)(1)(E).

(b) AVAILABILITY OF FUNDS.—Amounts made available under
subsection (a) shall remain available until expended.



